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IMEPEAMOBA

ITigroroeka Ta myG/IiKaI(isa 3eJeHUX KHUT € IOUIMPEHOI0 IPAKTH-
KOO CTUMYJIIOBAHHS 1 opraHisarii mpodeciitHuX IMCKYCiHl 1o/0 aKTy-
aJIbHUX Oe3MeKOBHX MPoGJIeM 1 CIIoco6iB X BUPIIIEHHS | Ha HAI[lOHAIb-
HOMY, 1 Ha Mi’KHapOJTHOMY PiBHSIX. 3a3BM4all BUIaHHS 3€JIeHOi KHUTH 3
MEBHOI TPOOJIEMATHKY TIEPELYE HACTYITHOMY €TaIy — PO3pPOOJIEHHIO it
BU/IAaHHIO O(iI[IITHOTO JIOKYyMEHTA, /ie (POPMYJIIOI0THCS OCHOBH JIEPKAB-
HOI IIOJTUKHY, CIPAMOBAHOI Ha PO3B’SI3aHHs OKPECJEHOI IPOOIEMH.
[lana 3esreHa KHWTA MPUCBSTYEHA TTUTAHHIM 3aXUCTY KPUTHYHOI 1H(-
pacTpyKTypy B YKpaiHi, HAIIpsIMY, 10 HUHI TTOCi/Ia€ BaXKJIMBE Miciie B
3abe3neyeHHi HalioHaAJIbHOI Oesmekn kpain — unenis €C i HATO, a
TAKOJK € eJIEMEHTOM 3arajlbHOEBPOTIEHCHKOI Ge31ekoBoi otk €C.

BescymuiBHO, r1o6aabHuM Ge3[eKOBUM 3MiHaM, 0 Bif0yBalOTh-
€S Y CBIiTi IIPOTSTOM OCTaHHIX /IBOX J€CATUIIITD, BAACTUBO BUHUKHEH-
Hs1 6araThoX KPH3 PiZHOTO MOXOJKEHHs Ta Xapakrepy. e cBiguuTh
[IPO CKOPOYEHHSI TOPU30HTY a60 HABITh HECIIPOMOYKHICTD TIPOTHO3Y-
BaHHS B CyYaCHUX MeXaHi3Max yIpaBJiHHS y cdepi besmneku, ix He-
3/IaTHICTD MOTIepe/KaTh MaJIOMMOBIPHI Ha/[3BUYaliHI CUTYallil KOMII-
JIEKCHOTO XapaKTepy, Taki sk Tepopuctuyni araku 11 Bepecus 2001 p.
y CIIA, yparan Karpina y CIITA (2005 p.), cBiToBa hiHaHcoBa Kpu-
3a (2008 p.), pyliHiBHI 3eMJIeTPyC i IyHaMi, 1[0 CIPUYMHUIIN aBapii0
Ha AEC «Dyxkycima [aitivi» B dnonii (2011 p.), mozii «apabebkoi
BecHu» (2011 p.), ribpuaHa Bitina Pocii mpotu Ykpainu, iboropiusa
kpusa 3 Oixkennsmu B €C. AHajIi3 BKazaHMX Ta IHIIMX MacHITaOHUX
KOMILJIEKCHUX BHMKJIMKIB PerioHanbHiil i rmobambHiil cuctemaM 6es-
MIeKH, BUHECEH] 3 HUX YPOKH 3 YCI€I0 0YeBUAHICTIO BKIIOYAIOTH /10 TI0-
PSIIKY JIEHHOTO 3aBIaHHs 3a0e3MeUeHHs] 3aXUCTY KPUTHIHO BasKJIH-
BUX [IJIsl iICHYBaHHSI iepKaBu 00’€KTIB, CHCTEM i pecypciB (KPUTHUHOT
iH(pPaCTPYKTYpH) Bijl yCiX BUIB 3arpo3 Ta IX KOMOIHATII.

3axucT KPUTUYHOI iHPPACTPYKTYPH SIK GE3MEKOBUN HATIPSM OYB
sarnouatkoBanuii y CIIIA 1e B mepion x0100mnoi 6itinu, a Ha 1o4aT-
Ky HUHIITHBOTO CTOJITTS CTaB aKTUBHO PO3BUBATHUCS Y IPOBIIHUX
KpaiHax CBITY SIK BiJIOBiIb HA Pi3Ke 3pOCTaHHS TEPOPUCTUIHUX 3a-
rpos. Ileii 6e31eKoBMiT HATPSAM € MIPIOPUTETHUM 1 JIJIT TAKMX MijKHa-
poaaux cTpykTyp, sk €C i HATO, ockinmbky pa3oM i3 mepeBaramMu
Ta GyiaraMw, sIKi HaJ[aloTh [IpollecH ruobasrisarii ta inpopmaTusarii,
MMOCUJIIOEThCSl  €KOHOMiuHa, (hiHAHCOBA, TEXHOJIOTIYHA, PeCcypCHa
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B32EMOIIOB’SI3aHICTh Ta B3aEMO3AJIEKHICTh MiXX OKPEMHUMU Jlep:Ka-
BaMH, iX 00’ €/IHAHHIMM, a TAKOXK MIK PErioHaMU CBITY, 110 POOUTH
CyJacHe CYCITIJIbCTBO JIy’Ke BPA3JUBUM [0 3aTPO3, OCOBJIMBO CIIPsI-
MOBAHUX Ha «BY3JIOBi» IyHKTH 3Ta/IaHNX B3aEMO3B I3KiB.

YcBiomaeHHs 3pocTaHHs TEPOPUCTUYHNX 3arpo3 y EBPOITI Tpu-
3BeJIO 710 TOro, o €Bponeiicbka Komicis pospobuia ta B iucTonai
2005 p. onpuitoaHUIA 3eneny Kuuzy wodo €sponeiicvkoi npozpamu
saxucmy Kpumuunoi ingppacmpyxmypu', a 3romom, y 2006 p., Kom
3aBEPIIMBCS €TAl KOHCYIbTAIIN Misk KpaiHamu — wienamu €C, 6yJio
3aIPOBAIKEHO €8PONelicvKy Npozpamy 3axucmy Kpumuunol ingpa-
cmpyxmypu®. Ocobusocrti migxony €C, gk 00’eAHaAHHS CyBEPEHHUX
JIepKaB y TOANBINOMY 3HAHIIIN CBOE BiIOOPAsKEHHST B JOKYMEHTI
€spomneiicbkoi Komicii «3axucm xpumuunoi enepezemuunoi ma mpam-
cnopmnoi ingppacmpyxmypu €sponus (motuit 2007) Ta y crerianin-
Hill /TupeKTUBi 111010 BU3HAYEHHST 00’€KTIB KPUTHYHOI iHPPACTPYK-
TYPHU Ta OLIHKHU IOTPed y IIABUINEHHI PiBHS IX 3axucry (IpyleHb
2008)% 3axucT KPUTHUYHOI iH(GPACTPYKTYPH €EHEpPronocTayaHHs
6yJI0 BiTHECEHO 10 TPIOPUTETHUX HAMPSIMIB 3a6e3MeueHHsT eHep-
reTruHol Gesneku st aepxkas — wieHiB HATO i camoro AnbsHCy
Hexnaparieto Ynkaspkoro camity (20 Tpasus 2012 p.).

pamarnuni ionii 2014—2015 pp. B Ykpaini akTyasisyBajiu A7 Kpa-
THM I TaHHS 3aXUCTY iHDPACTPYKTYPH, 00'EKTIB i CUCTEM, BAXKJIMBUX ISt
KUTTEMISTBHOCTI CYCITIBCTBA, Ta chOpMyBaM IOTPeOY CTBOPEHHST CHC-
TeMU 3aXUCTy KPUTHYHOI iH(pacTpykTypr B YKpaiHi. Ha Hamry mymky,
TapMOHI3AIIisT T/IXOIiB MIO/O 1i CTBOPEHHS 3 aKTUBHO 3alIPOBAIKyBAHN-
mu B €C 1 HATO cripusitiiMe BIOCKOHAJIEHHIO MEXaHi3MiB 3a0e3medeH-
H$1 HAIIOHAIBHOI O€3IeKN Ta MOCUJIMTH HOTEHIiaJl HAIIOI ePsKaBU CTO-
COBHO iHTerpairii B eBponef/’ICme?I 6e31EKOBUIT npOCTip Bidypxkartiitamii
XapakTep MOTOYHOIO iCTOPIHYHOTO MOMEHTY BlZleI/IBaE nepezi Halo
KPaiHOIO KOPHJIOP /I0JIaTKOBIX MOM/IMBOCTEH JUIs 3MEHIICHHS Bi/ICTa-
BaHHS Bi/l POBIJIHAX KPAiH CBITY i /I7IsI BU3HAYEHHS CBOTO MiCIIS B CUCTe-
Mi €BPOIENCHKOI KOJIEKTHBHOI OE31IEKH, PEBi3ist SIKOI BIKE I10YaIacs.

¥ 3B’I3KY 3 1IUM, 3 OIJISITY Ha JIOCBIJI IiJITOTOBKY 3esieHnX KHur'y €C
Ta B kpainax — wieHax HATO, po60401o rpyIioo yKpaiHCHKUX €KCIIEPTIB,

'Green paper on a European programme for critical infrastructure protection :
COM/2005/576 final [Enextponnuit pecypc]. — Pexum pnocrymy: http://eur-lex.
europa.eu/

2On a European Programme for Critical Infrastructure Protection : COM/2006,/786
final [Enexrponnuii pecypc]. — Pesxxum goctymy: http://eur-lex.europa.eu/

3A  Communication on Protecting Europe’s Critical Energy and Transport
Infrastructure (IokyMeHT MiCTHTb 4y TIUBY iH(bOPMAILiIO, i TOMY He TijisTae myOJriKatii)

*On the identification and designation of European critical infrastructures and the
assessment of the need to improve their protection : Council Directive 2008/114/EC
[Enexrponnuii pecypc]. — Pexkum gocrymy: http://eur-lex.europa.eu/

4



36ipHux mamepianie MircHAPOOHUX EKCREPMHUX HAPAO

cTBOpeHot0 Tipn HartioHasmbHOMY 1HCTHTYTI CTpaTerivHuX IOCTIKEHb
(dani — HICT) 3a yuacri ekcriepris i3 kpain — uieHiB HATO it 3a cripu-
saunag Odicy 38’s13ky HATO B YkpaiHi, 6yJ10 MIITOTOBIIEHO TTPOEKT 3e-
JIEHOI KHUTH 3 TUTaHb 3aXUCTY KPUTUYHOI iH(DPACTPYKTYPHU B Y KPAiHML.

[Tig yac migroToBKU IPOEKTY 3eneHol KHUTH GYJI0 BUKOPUCTAHO
pesyabraT pobotu creopenoi nmpu HIC y 2011 p. Mixsigomuoi
ekcrepTHoi po6ouoi rpymu (dari — MEPT) 3 tutanb npoTuii 3arpo-
3aM POBIOBCIOZKEHHS 30Poi Ta MaTepiajiB MaCcOBOTO 3HUIIEHHS, a
TaKOX TIOB’I3aHUX 3 HUMU TEPOPUCTUYHUX 3arPO3 i 3aXUCTY KPUTUY-
HO BaXK/IUBOIL [ 3a0€e3IeYeH s JKUTTEAISIBHOCTI AepKaBu indpa-
cTpyktypH, miarorosaera HIC/I anasmiTiyHa JOMOBiAL’, BHCHOBKU
Ta pekomeHaalii nposegesoro HIC/I KPYTJIOTO CTO.Ty i3 3a3Ha4YeHOi
tematnku (smmersb 2012 p.), a TakoX MiXKHAPOJHOI HAYKOBO-TTPaK-
TUYHOI KoH(bepeHTii « KoHIenis 3axucty KpUuTuyHoi iHppacTpyk-
TYPH: CTaH, MPOOJIEMH Ta IEPCIIEKTUBH 1i BIIPOBA/IKEHHS B Y KpaiHi»
(sucroman 2013 p.) Ta cepii MisKHApOJHUX €KCITEPTHUX Hapas’.

ITig yac pospobienHst 3eeHol KHUIM OyJI0 BPaXOBAaHO YMCJIEHHI
TIPOTIO3MUITii BITYM3HSIHUX Ta iHO3eMHMX ekcrepTiB. [Llupo BasuHi 3a ak-
THUBHY Y4acTh B OIPAITIOBaHHI MTOJIOKEHb 3€JIeHOI KHUTU BITYN3HSIHUM
ekcriepram: B. M. Binokomio, B. @. I'pevaninosy, O. M. €sxiny, B. A. 3a-
cnaBcbkomy, B. 1. JlyukoBy, M. B. Cyuryposcskomy, O. M. @asio, a
TaKoX iHOo3eMHUM ekcriepram: Basepito ParyeBy it Tomopy TarapeBy
(FKeHeBchKMIA LIEHTD AEMOKPATUYHOIO KOHTPOJIIO Hajl 30POMHUMHU CH-
samu), Kumrody Brkososeki (Ypsaosuii teHtp Gesnexu, [Tosbiia),
Maprtiny Jlinxapty (Odic 38’s13ky HATO B Ykpaini), Kpicriamy Ilamn-
crxapry (Dexnepasbie MiHICTEPCTBO BHYTPINIHIX cripas, Himeuuwna),
Mowimi /[xxou-Kox (Denepanbanii oic MUBIIBHOTO 3aXUCTY Ta IO0MO-
MOTH B Ha/i3Bu4aitHux cutyartiisx, Himeuunna), Xeiike Axcony (Ilentp
nepegosoro gocsiny HATO 3 enepreTatoi 6e3nekn).

OG6roBOpeHHS TEKCTY TTPOEKTY 3eTeHOl KHUTH eKCIIePTaMHU, Bpa-
XyBaHHS TIPOMO3UINN, HAMICAAHUX 3aIIKaBJIEHUMH [eP>KaBHUMH
OpTaHaMH, TiATIPUEMCTBAMH, HAYKOBUMH ¥ HAyKOBO-IOCJITHUMHA
inctutytamu cupusiio npezacrasiennio HIC/[ dinanpHoi Bepcii
3ejleHOI KHUTU 3 MHUTaHb 3aXUCTY KPUTUYHOI iH(PPACTPYKTYypHU B
Ykpaiuu Ha MisKHAPOAHIHN ekcriepTHil Hapazi 15—16 skoBTrs 2015 p.

V 36ipHUK yBIIIM OKPEMI AOMOBI/L il TIOBIZOMJIEHHST YYaCHU-
KiB MiKHapOJIHUX €KCIIEPTHUX HAPaJ 3 MUTAHb 3aXUCTy KPUTUUHO]
indpactpyxrypu, opraunizosani 8 HIC/] mpotsirom 2014—-2015 pp.

SBiprokoe /]. C. 3axuct KpuTH4HOI iH(PACTPyKTYpH: MPoGIeMH Ta NePCreKTUBU
BrpoBamkenHs B Ykpaini / JI. C. Biprokos, C. I. Konaparos. — K. : HIC/T, 2012. — 57 c.

SKongepenyiro opranizosano HIC/] cuinbho 3 Odicom 3B8’s13Ky Ta IpOrpamoio mpo-
(eciitnoro possutky HATO B YkpaiHi.



FOREWORD

Preparation and publication of “green papers” is a widespread
practice to stimulate and organize professional discussion of topical
security subjects and ways to address them both nationally and
internationally. As a rule, publication of a “green paper” precedes
the subsequent stage: development and publication of an official
paper formulating essentials of the government policy to address
the defined problem. This Green Paper reviews the issues of critical
infrastructure protection in Ukraine — the area being a priority
part of assurance of national security of the EU and NATO member
states, as well as an component of the EU security policy at the pan-
European level.

No doubt, global security developments seen in the world in
the past two decades involve numerous crises of varied origins
and nature. This indicates the shrinkage of forecasting horizon
or even total lack of forecasting capability in the contemporary
security management mechanisms, their inability to prevent
low-probability emergencies of sophisticated nature, such as
US terrorist attacks of 9/11, Hurricane Katrina in the US
(2005), world financial crisis (2008), destructive earthquake
and tsunami causing a Fukushima Daiichi Nuclear Power Plant
accident in Japan (2011), events of the Arab Spring (2011),
Russia’s hybrid war against Ukraine, or this year’s refugee crisis
in the EU. Analysis of these, as well as the other large-scale and
comprehensive challenges to regional and global security, as well
as lessons learned from them clearly put on the agenda the need to
assure protection of objects, systems and resources critical for the
existence of the state (the critical infrastructure) against all types
of threats and their combinations.

Protection of critical infrastructure as a security target emerged
during the Cold War and became an actively developing trend in
the leading countries in the beginning of this century in response
to abrupt growth of a terrorist threat. This security area is seen as
a priority by such international structures as the EU and NATO
since, in addition to obvious benefits and advantages, globalization
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and IT development increase economic, financial, technological and
resource interfaces and interdependences between different countries
and their alliances, as well as between world regions, making modern
society highly vulnerable to threats — in particular those targeting
the nodal points of the described interfaces.

Realization of the growing terrorist threats in Europe caused the
European Commission to develop and, in November 2005, publish the
Green Paper on the European Programme for Critical Infrastructure
Protection, and subsequently, in 2006, on completion of the
consultations between the EU countries, the European Programme
for Critical Infrastructure Protection. Character of the EU approach
specific for a community of independent states was reflected in the
EC document entitled Protecting Europe's Critical Energy and
Transport Infrastructure (February 2007) and in a special directive
for the identification of critical infrastructure objects and assessment
of a need to enhance their protection (December 2008). Protection of
critical power supply infrastructure was named a priority focus for the
assurance of energy security of NATO member states and the Alliance
in general in the Declaration of the Chicago Summit (20 May 2012).

Dramatic events of 2014-2015 in Ukraine increased urgency of
protection of infrastructure, objects and systems vital for the activity
of the society and created a need to establish a critical infrastructure
protection system for Ukraine. We believe that harmonization of
approaches for its establishment with those actively implemented
by the EU and NATO will facilitate improvement of national
security mechanisms and enhance capabilities of our state regarding
integration in the European security context. Bifurcate nature
of the current historical moment opens a corridor of additional
opportunities for our country to reduce the lag from the advanced
nations and to find its place in the European collective security
system whose revision is currently underway.

In this light, using the green paper preparation experience of the
EU and NATO member states, the National Institute for Strategic
Studies (NISS) has initiated development of a draft Green Paper for
Critical Infrastructure Protection in Ukraine.

The Green Paper for Critical Infrastructure Protection in
Ukraine was developed with the support of the NATO Liaison Office
in Ukraine as part of the Ukraine-NATO 2014 and 2015 Annual
National Cooperation Programs. Work on the Green Paper was
completed by NISS with the active involvement of Ukrainian and
international experts.

Inter alia, preparation of the draft Green Paper built on
the results of work of the Interagency Expert Working Group for the

7
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Suppression of Threat of Proliferation of Mass Destruction Weapons
and Materials and Associated Terrorist Threats and Protection
of Infrastructure Critical for State Activity (IEWG), established
within the National Institute for Strategic Studies (NISS) in 2011,
the analytical report prepared by NISS!, as well as conclusions
and recommendations of the July 2012 round table on this subject
and the international scientific and practical conference Critical
Infrastructure Protection Concept: State, Problems and Prospects
of Implementation in Ukraine (November 2013) organized by
NISS jointly with the NATO Liaison Office in Ukraine and PJSC
Ukrhydroenergo.

We have taken into account numerous inputs from Ukrainian and
international experts. We express gratitude for active participation
in the work on individual Green Paper sections to Ukrainian experts:
V. Bilokon, V. Grechaninov, O. Ievdin, V. Zaslavsky, V. Luchkov,
M. Sungurovsky, O. Fal and to international experts: Valeri Ratchev
and Todor Tagarev (Geneva Centre for the Democratic Control
of Armed Forces), Krzysztof Brzozowski (Governmental Center
for Security, Poland), Martin Linhart (NATO Liaison Office
in Ukraine), Christian Papsthart (Federal Ministry of Interior,
Germany), Monika John-Koch (Federal Office of Civil Protection
and Disaster Assistance, Germany), Heiki Jakson (NATO Energy
Security Centre of Excellence).

Discussion of Green Paper text with experts and consideration of
suggestionsreceived from concerned government agencies, companies,
and research institutions allowed NISS to present this final version of
the Green Paper for Critical Infrastructure Protection in Ukraine at
the international expert meeting on 15-16 October 2015.

'D. Biriukov, S. Kondratov. Critical Infrastructure Protection: Problems and
Prospects of Implementation in Ukraine. -K.: NISS, 2012. - 57 pages
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3EAEHA KHUTA
3 MATAHb 3AXVICTY )
KPUTUYHOI IHOPACTPYKTYPU B YKPATHI’

bipioxos [Imumpo Cepeitiosuu,
Kondpamos Cepeiii leanosuu,
Haceim Ounez Iniodoposuu,
Cyxodonst Onexcandp Muxaitiosuy

73eJieHy KHUTY PO3POOJIEHO BiAMOBIAHO 10 TyHKTY PiunHOi HalioHaJIbHOI Iporpa-
mu criBpobiTHuiTsa Yxpaina — HATO B 2015 p. Iligrotosieno HIC/] i3 3amyuentsam
YKpalHCbKUX i 3apyOikHuX excrepTis Ta 3a niarpumxu Odicy 38’a3xy HATO B Ykpaii.






1. Bctyn

Huni Ykpaincbka jepikaBa IIPOTHCTOITh HAl3HAYHINIOMY 6e31MeKOBO-
My BUKJIMKY 32 POKH CBOEI HE3a/IEKHOCTI. [CmboKa CoTiaTbHO-TOTI THYHA
KpH3a B yMOBaxX iHO3eMHOTO BOEHHOTO BTPYYaHHS y BHYTPIITHI CIIpaBu
Ykpainu, piske OCHIECHHS eKCTPeMi3My i TepopusMy, HeOyBaJjie 3pocTaH-
HS 3JIOUMHHOCTI, y T.4. i3 BAKOPUCTAHHAM 36POi, 3HUKEHHS PIBHSA €KOHO-
MiK{ Ta 3pocTaHHs MaciiTabiB TyMaHITAapHOI KPM3U B CXiAHMX perioHax
KpaiHu, pyHHYBaHHS Ta MONIKO/KEHHS YUCJIEHHUX MiIIPUEMCTB, iH(pa-
CTPYKTYPHUX 00’€KTIB — yce Iie BUSHAYa€ HOBITHI peasii, B SKUX CbOrOAHI
icHye YKpaiHa ta B SKkuxX Mae 3abesneuyBaTrcs Gesieka ii poMajistH, cyc-
MJIbCTBA U IePKABHUX IHCTUTYIIIN.

ITinkoM OYeBHIHO, IO CEKTOP Oe3nekn YKpaiHu 1moTpebye NOKOpiH-
HOro peOpMyBaHHsI, sIke Ma€ BiOyBaTHCs 3 OISy Ha CBITOBUI HOCBiz
1 IPOTOJIOIIEH NI KyPC HA €EBPOATJIAHTUYHY IHTErpalito. 3a3HaueHi YNHHU-
KU B TEMEPINTHIX YMOBaX POOJIATH 0COOIUBO aKTYATLHUM 3aTPOBA/KEHHST
B HAINil JiepKaBi KOHIETITYaJIbHOTO MOHSTTS «3aXUCT KPUTUYHOI iH(Dpa-
CTPYKTYPH», aKTUBHO BUKOPHUCTOBYBAHOTO Y TIPOBIZIHMX KpaiHax 3axoy,
kpainax — uirenax €C i HATO sik oyiuH i3 cy4acHUX iHCTPYMEHTIB peaisa-
11ii 6e3MeKOBOI MO TUKY.

TepmiHoM <«kpuUTHYHA iHGPACTPYKTYpa» 3a3BUYAll OXOILIIOIOTHCS
o0’exTH, cucTeMu, Mepeski abo 1X YaCTHHY, HOPYIIEHHS (QYHKI[IOHYBaHHSI
abo pyWHYBaHHS SIKUX MPU3BE/IE 10 HAUTSKUMX HACIIKIB 7T COIaIbHOT
Ta €EKOHOMIUHOI chepH JIepsKaBH, HETaTUBHO BILIMHE HA PiBEHb 1i 000POHO3-
JaTHOCTI Ta HallioOHANBHOI Gesnekn. Kpim Toro, hyHKI[IOHyBaHHS KpUTHY-
HOI1 iH(PACTPYKTYPHU B MUPHUE Yac MOB’I3YETHC i3 MiITPUMYBAHHSIM KUT-
TEBO BaXKIUBUX (DYHKIIN y CYCIIIbCTBI, 3aXUcTOM 6a30BUX I10TPed HOro
YJIeHiB 1 (GOPMYBAHHSIM y HUX BiA4yTTs1 OE3IEKH i 3aXUILEHOCTI.

B YxpaiHi, sk 1 B iHIIUX KpaiHax, HassBHI Taki cucTeMu, 00’€KTH i pe-
CypCH, 3HUILEHHS a00 MOIIKOAKEHHS SKUX MaTHMe ICTOTHUN HeraTuBHUN
BILIMB Ha TPOMaJIsIH, CYCHIJIBCTBO U epskaBHi iHcTUTYIII. IIpu nbpomy
6ys10 6 HEIpaBUIbHO CTBEPIKYBATH, 1[0 B HAIIIN KpaiHi He IPUILIAETh-
ca yBara ix saxucry i Gesmerni. HaBnaku, Ha cbOrogHi YMHHUMU € HU3KA
3aKOHO/IaBYMX 1 HOPMATUBHUX aKTiB, 1[0 BU3HAYAIOTh IIOBHOBAKEHH Ta
KOMIIETEHITIIO IeP;KaBHUX OPTaHiB y IIilf i CyMiKHUX chepax, BCTAHOBJIIO-
I0Th 0COOJIMBOCTI 3a0€3Te€UeHHsT OXOPOHU Ta 6e3MeTHOTO (PYHKI[IOHYBaH-

1
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Hs1 3a3HayeHuXx 00’ekTiB i cucteMm. IIpore B YKpaiHi Ha HallioHaJTbHOMY
piBHI 1 moCi BiACYTHIH CHCTEMHMI THAXIT 0 YIPABIIHHS 3aXUCTOM i Ge3-
IIEKOI0 BChOTO KOMILIEKCY TaKMX crcTeM, 00’'€KTIB 1 pecypciB 3 OrJisiy Ha
B3aEMOIIOB I3aHICTh 00’ EKTIB, sIKi 3a3BMYail HaJIexKaTh 10 KPUTHYHOI iH(-
pactpykrypu. KpiM ToTO, 0Ci HE PO3pO6AEHO MEXaHi3M HONepeIyKeHH
MOKJTUBUX KPU30BUX CHUTYaIlill, MOB'sI3aHUX 13 (DYHKIIOHYBAHHSIM KpPH-
TUYHOI iHDPaCTPYKTypH.

YTpoBaiZKEHHST TAKOTO MEXaHi3My moTpeGy€e I'PYHTOBHOTO BUBYEHHS
HASIBHOI [TPAKTUKHU 3a0€311eUeHHS 3aXUCTY 00’ €KTIB KDUTUYHOI iH(PPACTPYK-
Typu B YKpaiHi, 1[0 HUHI XapaKTePU3yETbCS TOMIHYBAaHHSIM BiJIOMYUX ITiJI-
XOJIiB, aHAJTI3y B3aEMOJIi1 Ta KOOPAWHAIII /il Bi/IMOBIAATBHUX /IEPKABHUX
OpraHiB, cr1oco6iB 3ayyeHHs cy6 €KTiB roCIofapcTBa A0 MiABUIIeHHS 6e3-
HeKu Ta cTabinbHOCTI PYHKI[IOHYBaHHS KPUTHYHOI iHDPACTPYKTYPH.

3ejieHy KHUTY PO3POOJIEHO 3 METOI0 CIPHUSHHS €KCIIEPTHOMY 0OTOBO-
PEHHIO Ha HAI[iOHAJIbHOMY PiBHI OCHOBHUX IIP00JIEM HIOL0 CTBOPEHHS CUC-
TeMU 3aXUCTy KPUTUYHOI iHPpacTpyKTypu B YKpaiHi Ta criocobiB ix Bupi-
IIEHHS, 10 Oy/ie BATOMUM BHECKOM Y TIPOIIEC CUCTEMHOTO PehOpMYBaHHS
YCBOTO CEKTOPY Ge3MeKu [epKaBu, HAGIU3UTH HOTO CTPYKTYPY Ta HYHKITT
110 B’ke HasiBHUX y KpaiHax — wienax €C 1 HATO.

2. Illo Take KpuTH4Ha iHPppacTpyKTYpa

Il crabisbHOTO i 6e3MeYHOT0 ICHYBAHHS CydYacHe CYCIIBCTBO Ta
1IOT0 WIeHU MAIOTh TADAHTOBAHO OTPUMYBATH HAWPI3ZHOMAHITHIII TTPOIYK-
TU U TMOCJYTHU, MATU JOCTYTI /0 HU3KHU BAXKJINBUX PecypciB Tomro. s 1mbo-
TO CTBOPIOIOTHCS I BUKOPUCTOBYIOTHCS MEBHI 00’€KTH, MEPEXKi Ta CHCTEMH,
(dizmuni ab0 BipTyasbHi.

OcTraHHIMU AeCATUITTAMEI OYPXIUBUN PO3BUTOK TEXHOJIOTIi, 0COGIH-
B0 B IT-cepi, cipuuvHUB 3HAUHI, a iHOAI U PEBOJIONiiTHI, 3MiHU Y 301J1b-
NIEHHI CTYTIEHS B3AEMO3B 513Ky, B3AEMOITPOHUKHEHHS Ta B3AEMO3JIEKHOCTI
PI3HOMAHITHUX MEPEX i crcTeM, BUPOOHNYKX, (PIHAHCOBUX, TOPTOBEIBHIX
Ta IHIIKX IIPOLECIiB y BCiX cdepax KUTT OLabIIoCTi Kpail cBity. Ile cyTre-
BO TI/IBUIIYE BPa3IMBICTh TAKMX CUCTEM Ta 00’E€KTIB, 3HAYHO YCKJIAHIOE
3abe3MeveH st X HaliTHOTO 3aXUCTY i Ge3TeKN.

BopHowac 3rajaHi mporiecy BiOyBaiucs Ha T Pi3KOTO 3POCTAHHS
3arpo3u Tepopu3My, HacamIiepe]] Mi>KHAapOJHOTO, 3POCTAaHHS KiJIbKOCTI
TEXHOTEHHUX KaTacTpod, y T.4. BUKIUKAHUX JIOJCHKUM YHHHUKOM, 36i/1b-
HIeHHS KiIJIBKOCTI MPUPOAHUX KaTacTpod, CIPUYMHEHUX, 30KpeMa, IJIO-
GaJIbHUMM KJIIMAaTHUYHUMU 3MiHAMU. YCi I[i YNHHUKK OOYMOBWIIU T€, IO
TPOBI/HI KPaiHW CBITY CTANN MPUAITISATH 3HAYHY YBATy 3aXUCTY HAWOITBIT
BaKJIMBUX JIJIsT OE3TEKU CBOIX TPOMAJISTH, CYCIIIbCTBA H iepKaBu 06 €KTIB,
CHCTEM 1 pecypciB.
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2.1. Busnauenns mepmina
<Kpumuuna inppacmpyxmypas

3 orJIsiy Ha 3HAYHY KiJTbKiCTh YMHHUKIB, BiJl SKUX Y TOU UM iHIIWH CITO-
ci6 3aJIeKUTh KUTTSA Cy4acHOI JIOAUHM, CYCIJIbCTBA U [Iep:KaBH, yKpaii
BKJIMBO JIOCTATHBO YiTKO OKPECIUTH KOJO CaMe THX CHUCTEM, MepeX i
00’€KTiB, 3aBISIKU (DYHKI[IOHYBAHHIO SIKMX HACEJICHHIO, CYCIIJIBCTRY i J1ep-
JKaBl HAIAIOTHCA KPUTUYHO BAXKJIWBI [IJIS X iCHYBaHHS IMOCTYTU Ta 3[iM-
CHIOIOThCS HeoOxinni dyukiii. CaMe e 3aBIaHHI MAac BUKOHYBATH BU3HA-
YEHHS TePMiHa «KPUTUYHA iIHPPACTPYKTYypay.

Heo06xigHOo 3a3Ha4NTH, 110, He3BaKal0uy Ha MOiOHICTh BU3HAYEHD I[bO-
TO TepMiHa B 3aKOHO/IABCTBI TPOBIJIHUX KPaiH Ta Mi>KHAPOJHUX OpTaHi3a-
1if, € i meBHi BiAMIHHOCTI, sIKi, 04€BUIHO, BIJOOPAKAIOTH HAIIIOHATIBHY 200
opranizaiiiiny (y unazkax €C i HATO) cnemmdiky cdepu 3acTtocyBanus
TepMiHa, 0COOJUBOCTI HOPMATUBHO-IIPABOBUX CHCTEM.

V sakonomasctsi CIIIA, kpaiHu-igepa B PO3BUTKY L[OTO OE3MIEK0BO-
TO HANPsAMY, Ml KPUTHIHOIO iHPPACTPYKTYPOIO POSYMIIOTBCS <«CUCEMU
ma 3acobu, Qisuuni uu eipmyanvii, HACMiTLKYU JHCUMMEGO 8axcAusi onss Cno-
nyuenux IlTmamis, wo nediesdammicmv abo 3nUEeHHS MAKUX cUCeM abo
pecypcis nidpusae nayionaviy 6e3nexy, HauionaIbiy eKoHOMIKY, 300p06’s
abo besnexy nacenenns, abo mae céoim pesyavmamom 6yov-aKy KombiHayio
3 nepeniuenozos (Patriot Act, 2001).

Y HimeuunHi 10 KpuTHYHOI iHPPACTPYKTYPH HAJEKATD «OP2aHi3auyiliti
ma Qisuuni cmpyxmypu i 00’ 6Kmu HACMIILKU HCUMMEBD BANCIUGT 0Ll CYC-
niIbCMea ma eKOHOMIKU Kpainu, wo ix euxio 3 1ady abo nozipuenns Qynx-
uionysanus 6yoymv mamu ce0IM Pe3yrbmamom CMmiiki 3pusu NOCMAuAHHS,
suaunutl niopus depcasnoi 6esnexu abo inui Opamamuui Hacrioku»®.

Benuka Bpuranis Busnaumsa ejeMeHTaMu KPUTHYHOI iH(PACTPYKTY-
DU «Mi YCMAHOBKU, CUCTEMU, 00 €Kmu 1 Mepedci, HeoOxioni Ons ynxuiony-
8aHHsL KPATHU MA HAOAHHS BANCIUGUX NOCTY2, 610 IKUX 3ANEHCUND NOBCIK-
Oenne scummst Beauxoi Bpumanii»®. Y Higepianzax o6’ektaMyu KpUTUYHOT
iHbPACTPYKTYPH, 30KPEMA, € <«NPOOYKYis, NOCAYeU Ma N6 SA3AHI 3 HUMU
npoyecus. IcHyIOTDb # iHII TPUKIAAN IeSKUX BiIMIHHOCTe! y BU3HAUEHHI
IIbOTO TepMiHa B HAI[IOHAJIbHUX 3aKOHO/IABCTBAX.

Ha nmam norssj, BaKJIMBUM € Te, 1[0 B J€IKMX HAI[IOHAJbHUX 3aKO-
HOJIAaBCTBAX y BU3HAYEHHI TEPMiHA «KPUTHUYHA iHPPACTPYKTYpa» aKIEHT
JIETI0 3MIIIEHO 3 (DiBUYHOTO BUMIPY, TOOTO OCOOJIMBO BaXKIUBUX CHCTEM
Mepex i 06’eKTiB, Ha (DYHKILT Ta HOCTYTH, SKUMU BOHU 3a0€31eUyI0Th CyC-

8National Strategy for Critical Infrastructure Protection [Esnexkrponnuii pecypc]. —
Federal Ministry of Interior, Germany, 2009. — Peskum gocryiy: http://www. bmi und.
de/cae/servlet/contentblob/598732 /publicationFile/34423 /kritis_en%hsch pdf

9Strategic Framework and Policy Statement on Improving the Resilience of Critical
Infrastructure to Disruption from Natural Hazards [Exexrponnuii pecypc]. — UK
Cabinet Office, March 2010. — Peskum nocryny: https://www.gov.uk/
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minbeTBO, GisHec 1 gep:xaBy. Came Taki (GyHKINI Ta MOCTYTH HAAAIOTH Me-
TOZOJIOTIYHI MOKJIUBOCTI JIJIsT BCTAHOBJIEHHST KPUTEPIiB BiAGOPY €1€MEHTIB
KPUTUYHOI iHPPACTPYKTYPH Ta IIPiopuTeTHOCTI iX 3axucTy!’.

3pO3yMiJio, IO BU3HAYEHHS B YKPAiHCbKOMY 3aKOHOJIABCTBi I[bOTO
OCHOBHOTO JIJIsI IaHOT TIPOGJIEMATUKY TEPMiHA MA€ 3aJUIIATHCS B MEKaxX
3araJlbHOBU3HAHUX Y CBITI MiZXOMAIB 1 MOBHOIO MipoO BigoOpaskaTu Crieru-
(iky 6e3MmeKoBUX YMOB, Y AKHUX MepedyBae KpaiHa.

B Yxpaini TepMiH «kpuTUYHa iHOPACTPYKTYypa» HEOTHOPA30BO BUKO-
PUCTOBYBaBCS B HOPMAaTHUBHO-TIPABOBUX JIOKYMEHTAX, MIPOTEe HOT0 BU3HA-
YeHHs i JI0Ci Bi/ICYTHE B UNHHOMY 3aKOHOJABCTBIi. Y1epiie B o]illiliHnX
JIoKyMeHTax 1ieil Tepmin 3’siBuBca y 2006 p. B Texcti Pexomenpgariit map-
JIAMEHTCBKUX CJIyXaHb 3 IMTAHHS PO3BUTKY iH(OpMalliiiHOro cycIiibeTBa,
Ha KaJib, Oe3 moganbinoro posBuTky. B Crpaterii HalfioHaabHOI Ge3HeKH
«Yxkpaina y cBiTi, mo 3miH0eTbes> (2012 p.) 1eit TepMiH 3rajyBaBcs IpH
BU3HAYEHHI CHOCOGIB 3MIIHEHHST €HEPreTUYHOI GE3MeKN Ta HAIPSIMIB 3a-
Gesnedends iHGopMaLiiiHO] Ge3HIeKy.

V nosiit Crparerii Hamionanbuoi 6esnexn Ykpainu (2015 p.) tepmin
«KPUTHYHA iHPPACTPYKTYpa» BUKOPUCTOBYETHCSA OiTBIN AETATI30BAHO.
VYiepiire moMixK «aKTyaJbHUX 3arP03 HAI[lOHAIBHIN Ge3Ielli» BUOKPEMITIO-
I0TBHCS 3aTPO3U KPUTHUHIHN iHGPACTPYKTYPi, KPiM TOTO, OKPEMO B TTiIPO3/Ii-
Jii «3arposu kibepbesrerti i 6esmnetti iHOOPMAIIITHIX PECYPCiB» 3raly€ThCsT
BPa3IUBICTh 06'E€KTIB KPUTHYHOI iHGPACTPYKTYPH, AepKaBHUX iHbopmMa-
UiiiHUX pecypciB 1o kibeparak. TaKox ymepiie OJHUME 3 <«OCHOBHUX Ha-
IpAMiB AepskaBHOI NoJMITHKU B cdepl HalloHANIbHOI Oe3leKn» Ha3BaHO
3abe31eueHH st 6e3IeKH KPUTHYHOI iHGPAaCTPYKTYPH Ta BUSHAYEHO TIpiopu-
TETHW TAKOTO HATIPSIMY.

BincyTHicTh BU3HAYEHHS TepMiHA <«KPUTHYHA iH(MpACTPyKTypa» B
YKPaiHChKOMY 3aKOHOAABCTBI i, SIK HACJIIOK, epeIiKy 00’eKTiB, SIKi HeoOXiz-
HO BiIHECTH [10 TIi€i iHPPACTPYKTYPH, HEOHOPA30OBO TTEPENTKOKAIN eek-
TUBHOMY BUKOHAHHIO MEPIIOYEPTOBUX OE3MEKOBUX 3aB/aHb, TAKUX SAK TI. 6
Pimennsa Pagu Harionanbroi 6esnexu i oboponu Ykpainu «I1po nesiaxiammi
3aX0JI 1010 3a0e3MeYeHH ST HAIIOHATBHOI OE3TIEKH, CYBEPEHITETY i TEPUTOPI-
aJIbHOI 1iticHocTi Ykpaitm» Bix 01 6epesust 2014 p. (BBe[eHO B /1il0 YKa30M
Ipesupenrta Ykpainu Ne189/2014 Bix 02 Gepesnst 2014 p.), Ha BUKOHAHHS

WHanpukias, eHepreTHYHUN CeKTOp y BCIX KpaiHaX i B TaKUX MisKHAPOIHHMX
o6’ennannsx, sk €C 1 HATO, BigHocsiTh 10 KpuTHYHOI iHbpacTpykTypr. OcHOBHA
fforo yHKIlis nossirae B 3a0e3medeHHi moTped HACEIEHHs], CYCIIIbCTBA i IepKaBu B
eHepril. SKIo akieHT POGUTHMEThCSI Ha eHepreTHYHNX 00’€KTax i cucreMax, To 6e3 Ha-
JIEKHOTO aHaJIi3y 10 KPUTUYHOI BaskKJIMBOI iHOPACTPYKTYPH MOXKYTH TIOTPAIIUTH Tepe-
BasKHO 00’€KTH eJIEKTPOreHepallii, Tzl IK 06’ €KTH CUCTEMH eJIEKTPOIIOCTAYaHHS € O1JIbII
BayKJIMBUMU J1JIs 3a0€311eUeHHS NOCIYT 3 €JIEKTPONOCTaYaHHs KiHIIEBUX CIIOKUBaYiB. STk
CBIIYUTD CBITOBUIl ZOCBi, HAUTSKYI HACHIAKKM A1 3a0€3le4eHHs €JICKTPOCHEPrieio
CYCIIJIbCTBA BUHUKAIOTh YHACJIIIOK aBapiil y cucreMax rnepejadi Ta po3noIiJeHHs eJleK-
TPOEHEPTIi, a He y BUTIA/IKY BUXO/LY 3 JIa/ly OJIHOTO UM KiJbKOX 00’€KTIB reHepaltii.
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stkoro MiHicTepCTBY BHYTPIIIHIX cIIpaB YKpalHU HaKa3yeThCst 3a0€3MeUnTH
«TIOCUJIEHY OXOPOHY 06'€EKTIB €HEPTETUKY Ta KPUTUYHOT iHDPACTPyKTypu».

3 orJisA/ly Ha BUKJIAJIEHE i IOCBI/I TIPOBIIHUX KPaiH CBITY 3 pO3POOJIEHHS
migxoziB 10 3a6e3nedeH s HallioHAJIbHOI Ge3I1eKH Ha OCHOBI 3aCTOCYBaHHS
KOHIIENII] «KpUTHYHA iH(PacTpyKTypa», MIPONOHYEMO BUKOPUCTOBYBATH
B YKpaiHi Take BU3HAUEHHS ITbOTO TepMiHa:

Kpurnuna indpacrpykrypa Ykpainu — ye cucmemu ma pecypcu, ¢i-
Suuni uu sipmyanvii, wo 3abesneuyomsv GyHKUii ma nocayzu, NOPYULeHHs
AKUX npussede 00 HAUCEPUOSHIUUX He2AMUBHUX HACAIOKIE O Jwcummeoi-
SNLHOCMI CYCNINbCMBA, COUIANLHO-EKOHOMIYHOZ20 PO3BUMKY Kpainu ma 3a-
besneuenns Hauionarvioi 6esnexi.

Xoya B HaBeJICHOMY BHM3HAa4eHHI He HAroJOUIEHO Ha B3a€EMO3B'S3KY
ab0 B3aEMOBIUIMBI MK OKPEMHMH eJIeMEeHTaMH KPUTHYHOI iH(pacTpyK-
TYpH, came 15T OCOOMMBICTD BIIMBAE Ha MaciTad HacaifkiB. Binmosigno
yIIpaBJIiHHs OE31EK0 OKPeMUX 06’€KTIB Ma€ 3/iHCHIOBATUCS 3 OTJISIY Ha
3araJibHOCUCTEMHI (DYyHKIII1 BCi€El KPUTUYHOI iH(PPACTPYyKTYpH.

[MoTpi6bHO HamATH TAKOX TIYMAYEHHS TOHSTTS <«3aXUCT KPUTHUHOI
IHQPACTPYKTYpH»:

3axucT KpUTHYHOI iHPpacTPYKTypu YKpaiHu — ye KOMNICKC 3ax00i6,
Peanizosanuii iy HoOpMamueHo-nNpPaABoOBUX, OP2AHIZAUIUNHUX, MEXHOJIOZIUHUX TH-
CIPYMEHMAX, CNPAMOBAHUX HA 3a0e3nedents 6e3nexu ma cmiukocmi Kpu-
MuYHoi ingpacmpykmypu.

g cmizixicmio kpumuunoi inghpacmpyxmypu po3yMiTIMEMO 11 CITPOMOZK-
HICTh HAJIITHO (DYHKITIOHYBAaTH B HOPMAJIBHOMY PEKMMI, afianTyBaTHCS /10
YMOB, MIO TOCTIfHO 3MIHIOIOTBCS, TPOTUCTOSITH M TBUKO BiJTHOBJIIOBATHUCS
micJIst aBapiit i TeXHIYHUX 3001B, 3MIOBMUCHUX [iil, IPUPOIHUX JIUX Ta HeOe3-
HeYHUX TPUPOAHUX sBuUIl(!!, TaKoK BapTO 3a3HAYMTH, IO MOHSITTS «Oe3rre-
Ka», BUKOPUCTaHE Y BUBHAYEHHI «3aXUCT KPUTUYHOI iH(DPpacTpyKTypuy, Mic-
TTH 1 PisnuHy (DisUUHMI 3aXKCT), EKCILTyaTaliiHy Ta olepaLiiiny GesIexy.

2.2. Cexmopu, 06’exmu, cucmemu i pecypcu,
aKi Moscymv Gymu eioneceni 0o kpumuunoi ingppacmpyxmypu

[epeniku cekTOPIB, AKi B Pi3HUX KpaiHaX HATEKATh O KPUTHIHOI iHb-
PaCTPYKTYPH, TAKOXK IIEPEBAKHO € HOAIOHMMHU, ajke PO3BUTOK CYYaCHOIO
CYCILIbCTBA BiAOyBaeThCs 3a equHUMH 3akonamu. Hassui Bigminnocti, 06y-
MOBJIEHI HacaMIlepe ] HalliOHAIbHOIO CIIeU(iKOI0, TPAAULIIAMU Ta 0COOIUBOC-
TsIMU Ge311eKOBOI TTOJII THKHY Ti€l UM 1HIIOT KpaiHu aG0 MixKHAPOIHOI CTPYKTYPH.

Anarnizytoun nocsin Crnonyuyenwnx IlltatiB Amepuku B 1iit cdepi, 3a-
3HAUUMO, 0 TEPeJTik CEKTOPIB, BKAIOUYEHUX 10 HAIIOHAJBHOI KPUTUIHOI

"Take TryMayeHHsI BiZIMOBIIA€ 3MiCTy TepMiHa «CTifiKicTh» (3 aHril. Resilience) npu
iioro BxxuBanHi B opiniinux fokyMenTax gk €sporneiicbkoi Komicii, Tak it HUSKU pO3BU-
HeHuX Kpait, 3okpeMa B [lupektusi [Ipesunenta CIIA Ne 21 (siiotmii 2013 p.).
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iHGPaCTPYKTYpH i€l KpaiHu, €, 04eBUIHO, HAUOIIBII IOBHIM 1 MiCTUTH 16
IIyHKTIB:

* ximiunuii cekrop (Chemical);

* xoMepuiitHi 06’exru (Commercial facilities);

* 38’930k (Communications);

* kpuTuHe BUPoOHUITBO ( Critical manufacturing);

* mam6u it i rigporexuiuni criopyau (Dams);

* oboponHo-TIpoMucoBa 6asza (Defense industrial base);

* CJIy’KOM €KCTPEHOT JIOTIOMOTH HACEJIEHHIO, PearyBaHHST Ha HaJ[3BUYAii-
Hi curyanii (Emergency services);

* eHepretTuanmnii cexrop (Energy);

* banku Ta pinancu (Banking and finance);

* MPOAYKTY XapuyBaHHS Ta ciabebke rocmopapctso (Food and
agriculture);

* ypsanosi 00’extu (Government facilities);

* oxopoHa 310poB’st Ta Meautuia (Healthcare and public health);

* indopmauiitai Texuosorii (Information technology);

* gyiepHi peakTopu, MaTepiaiu Ta Bigxoxu (Nuclear reactors, materials
and waste),

* Tpa"cniopTHi cucremu (Transportation systems);

* BOJIHI pecypcH, CHCTEMU BoJOTIOCTauaHHst Ta ctiurux Boj ( Water and
wastewater systems).

Y Himewuwnni kputnuHa iHGpacTpyKTypa po3Io/ijieHa Ha /[Bi TPy, sIKi
(akTH4HO O6'€MHYIOTH JEB’SITh CEKTOPIB — JCUMMEBO sadxciusy (abconom-
10 neobxiony) 6asosy mexniuny inppacmpyxmypy (3abe3neueHHs eHEePriero,
iHdopmariiiini Ta KOMyHIKaIliliHi TEXHOJIOTIi, TPAHCIIOPT, BOJOTOCTAYAHHS
i BuziasieHHs I00YTOBUX BIJIXOMAIB) 1 dcummeso sanxciusy (abcomomuo neoo-
Xi0ny) iHpacmpyxmypy Hadanus couiamHo-eKOHOMuHUX nocayz (OXOPOHA
37I0POB’sI Ta 3a6e3MEUEHHSI TPOIYKTAM; CIIYKGU HEBIIKJIAIIHOT IOTIOMOTH, Psi-
TYBaJIbHI CITyKOU, YIIPABIIHHS B HAIBBUYANHITX CUTYAIIisX; TAPIAMEHT, YPSII,
JiepsKaBHi OpraHy yIIpaBJIiHHS, TPABOOXOPOHHI Opranu; (hiHAHCOBHIA CEKTOP i
crpaxoBi kommanii; 3MI Ta 06’ekTr KyIbTypHOI criaaimuan). [Tpudomy mi-
KPECJIIOETHCS 3HAUHA B3AEMO3AJIESKHICTD I[UX /IBOX IPYTI, OCKIIBKU Malike BCi
ciysk0u HaZlaHHsI COLa/IbHO-eKOHOMIYHKMX IIOC/IYyT 3HAYHOIO MipOIO ITOKJIa-
JAI0ThCs Ha HeoOMeKeHUH JOoCTyIl 10 6a30BOi TeXHIYHOI iH(MPACTPYKTYPH,
a 6a3oBa TexHiuHa iH(MPACTPYKTYpa, CBOEIO UeProl0, 3aJIeKUTh BiJl HATAHHS
COLIATBHO-EKOHOMIUHKX TIOCJIYT, TAKKX SK MOCTIiHA IOPUANYHA CIyKOa abo
CJTyKOU HEBiIKJTTHOT IOTIOMOTH Ta PearyBaHHsI B Ha/[3BUUANHUX CUTYAIlisIX.

3posymMisio, 1o it YKpainu, sika nepedyBae B JKOPCTKUX OE3MTEKOBUX
i (hiHAHCOBO-EKOHOMIUHMX YMOBaX, MMpu (HOPMYyBaHHI TIepeJiKy CeKTOPiB
KPUTUYHOI iHPPACTPYKTYpU HEOOXIAHO CIIMPATUCA HacaMIlepe]l Ha HasBHi
pecypcu Ta nmorpebu miaATpUMaHHs i 3axucTy 6azoBux QyHKIi, 6e3 4oro
HeMOJK/TiBe Ge3leyHe iCHyBaHHS HACeJIEHHs, CYCIIJIbCTBA Ta (PYHKI[IOHY-
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BaHHSI €KOHOMIKU 1 iepKaBU, HAJEKHUHN 3aXUCT HAI[IOHATBHUX iIHTEPECIB.
3 orJisiy Ha Taki MipKyBaHHsT OB 3allPOIIOHOBAHUIN OPIEHTOBHUH TEPEITiK
CEKTOpiB KpI/ITI/I‘{HO'I' indpacTpykrypu YKpa'iHM (HaBez[eHO B ox. A).

HacrynnuMm micnsi BUSHaYeHHS CeKTOplB KPUTUYHOI 1H(bpaCprKTyp1/1
KPOKOM Ma€ CTaTH CKJIaJaHH Hepe]Ile KOHKPETHUX 006’€KTIB, CUCTEM i
pecypciB (esieMeHTiB) KpUTUYHOI iHGpacTpyKTypu. Bin Moxke MicTUTH Bij
KIJIBKOX JIECATKIB IYHKTIB [JIsI HEBEJIMKKMX KPaiH 0 6araThoX THCsY (Ha-
npukiaz, aas CIIA). 3 ornsmgy Ha Te, MO KOXKHA KpaiHa MOXKe BUAIJINATH
HA 3aXUCT HAIlIOHATBHOI iH(hPACTPYKTYpH JIKiile 0OMEKEH] PecypeH, HAIio-
HaJIbHE 3aKOHO/IABCTBO MA€ BCTAHOBUTY KPUTEPIi Bi/[HECEHHS TUX YU 1HIINX
06’€KTIB i cucTeM JI0 KPUTUYHOT 1H(bpaCprKTyp1/I CIMPAIOYUCDh HA 3aTBEP-
JUKeHI MeTO/IU OL[IHK! 3arpo3 Ta pI/ISI/IKlB ii cranomy (byHKuloHyBaHHIo Taki
Mepesiki BUKOPUCTOBYIOTHC ITiJ] Yac TJIaHyBaHHS Bi/IMOBIIHUX 3aXO/IiB i B
TIpotieci TPUHAHATTS pillleHb. BoHM 3a3BWYai Ti/JIATAIOTD MEPETJIsAY — Tie-
piograHOMY ab0 32 3HAUHHUX 3MiH y Oe31IEKOBOMY CEPEIOBHIIL Ta B pa3i BHe-
CeHHs ICTOTHUX 3MiH y HalliOHaJIbHEe 3aKOHOJIJABCTBO TOIIIO.

VY 3B’43Ky 3 BUKJIa/IECHUM 3aCJIYyTOBYE HAa yBary BUBHAYEHHS KDUTUYHOC-
Ti, HaBesieHe B HarrionasnpHi#l cTpaTerii 3aXucTy KPUTUYHOI iH(MPACTPYK-
typu HiMeuunnu: xpumuunicmo — uye 6i0HOCHA MIPa 8ANCAUBOCTNE 0anoi
iHpacmpykmypu, w0 6PaAxosye 6NAUS Panmosoz0 NPUNUHeHHs ii QyHKyi-
onysanns, abo Qynkuionarnozo 36010 na 6esnexy nocmauanis, moomo 3a-
Oe3neUeHHst CYCNiNbCmMea BajNCIUBUMU MOBAPAMU Ul NOCIY2ZAMU.

Amnasiz HasIBHUX MIXO/IIB /I0 BU3HAYEHHS TIEPEJIIKY eJIeMEHTIB KPUTHY-
HoI iHdpacTpykTypu (BigHECEHHS 06 €KTIB 10 KPUTUYHOI iHDPACTPYKTYPH)
CBIIYKTB, [0 MOKYTh OPATHCS [0 YBAark, 30KPeMa, Taki XapaKTePUCTHKIL

* Macmrrab (teorpadiute OXOMJIEHHST TEPUTOPII, IJIsT SIKOI BTpaTa eJie-
MEHTY KPUTUYHOI iH(DPACTPYKTYypH 3aB/la€ 3HAUHOI MIKO/IN );

* B3AEMO3B’I30K MiXK eJIeMEHTAMU KPUTUYHOI iHDPACTPYKTYPH;

* TPUBAJIICTD BIUVIMBY (K came W KOJU BUSABJISATUMYTbCS IIKOJA,
MOB’sI3aHa i3 BTPATOIO0 YM BiIMOBOIO, BUXOIOM 3 JIay ab0 TOPYIIEHHIM
(byHKIIOHYBaHHS 06’ €KTiB KpUTHYHOI iHPPACTPYKTYPH);

* Bpa3JIMBicTh 06’€KTa 10 BIUIUBY HeOE3TEUHNX YNHHUKIB;

* TSIKKICTh MOKJIMBUX HACJI/IKIB 32 TOKa3HUKAMI B TAKUX IPyIIax:

— exoHoMiyHa Oesnexa (BB Ha BBII, po3mip ekoHOMiuHMX
BTpaT — 1 MPSIMUX, 1 HETTPSIMUX, YACTKH TIPOJIYKITil HA PUHKY, YNCEJTb-
HOCTI 3aiHATHX CIIIBPOGITHUKIB, TIOIATKOBHUX HAAXOIKEHD Y OIOIKET);

— GesreKa JKUTTEAISTIBHOCTI i 310pOB’st HacesieHHsT (KLIbKICTB T10-
CTpaXKJaINX, 3ar0IuX, 0ci0, SIKi OTpUMAaJIU CePHO3HI TPAaBMU, 2 TAKOXK
YHCETHLHICTH €BAKyOBAHOTO HaceseHHsI, 3a0e3IedeHHst poboTH aBa-
piiiHo- PATYBAJIbHIX CJ1y>1<6 €KCTPEHOI I0TIOMOTY HACEJICHHIO );

- BHyTle.IHI)OHO]IlTI/I‘{Ha nepxaBHa Gesneka (BTpaTa BIEBHe-
HOCTI B IiECIIPOMOXKHOCTI BJIa/I¥, aBTOPUTETY Jiep:KaBy, IOPYIIEHHS
YIIPaBJIiHHS 1€P>KABOI0);
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— 060pOHO31ATHICTD (3HUIKEHHSI OOE31aTHOCTI 30POIHUX CHLII,
PO3TOJIOIIEHHS TAEMHOI iH(popMaITii);
— exoJsioriyuna Gesneka (BILUIMB Ha HABKOJIMILIHE IPUPOJIHE Cce-
PEOBHUIIIE).
Jleramizaliist IOKa3HUKIB, 3a SKUMU BU3HAYAETHCS TSIKKICTh HACIIIKIB,
3HAYHOIO MipOIO 3aJIEXKUTD BiJl CEKTOPY KPUTHUYHOI iIHDPACTPYKTYPH.
[Tporec imenTudikailii ereMeHTiB KPUTHYHOI iH(MPACTPYKTYPU MA€E
BKJIIOYATH aHAJ3 B3a€EMO3B’SI3KIB MiXK eJleMeHTaMU KPUTUYHOI iH(pa-
CTPYKTYPHU Ta OIliHEHI HACJIJIKU MOKJUBOTO TIPUITUHEHHS iX (PYHKITIOHY-
BaHHs (aBapii TOIO) Ha JOBrOTPUBAJINI TIEPIO/.

2.3. Kamezopii 06’exmie
Y HOPMAMUBHO -NPABOBOMY NONL YKpaiHuU,
OnusvKi 3a amicmom 0o 00’exmie Kpumuunoi ingpacmpyxmypu

YkpaiHcbKe 3aKOHOJABCTBO 1010 3aXKUCTY 00’€KTIB, K 3iIHO 31 CBiTO-
BOIO TIPAKTUKOIO HAJIEXKATD JI0 KPUTUYHOI iH(PPACTPYKTYPH, € 1OCUTH PO3-
TaTy’KEHUM 1 BKJIIOYAE YMCJIEHHI HOPMATUBHO-TIPABOBI aKTH, SKi, MTPOTE,
MalOTh [IePEBAKHO BiJIOMYMIL XapakTep.

YyHHe 3aKOHOJABCTBO BM3HAYAE Taki KaTeropii 06’€KTiB, s SKUX
BCTAHOBJTIOIOTHCST OCOOJIMBI YMOBHU 3a0e3MeUeHHs iX 3aXUCTy U (PyHKITO-
HyBaHHS:

* MiIITPUEMCTBA, SIKi MAIOThb CTpaTeriuHe 3HAYEHHS /I €KOHOMIKU Ta
Gesmexu gepxabu'?

* 0cOGJTMBO BaXKJINBI 06’ €KTH €JIEKTPOCHEPTETHKN ',

* 0co6MBO BaxkNBi 06’ekTH HahTOTA30B0OI ramys3i's;

* BAKJIUBI JlepKaBHI 00'€KTH, 30KpeMa TyHKTU YIIPaBJIHHS OPTaHiB
JIepKaBHOI BJIA/IM Ta OPTaHiB MiCIIEBOTO caM013p51/:[y13aHH${15

* 00’'€KTH MOKJIMBUX TEPOPUCTUIHUX TTOCATAHB '

2[Ipo sameepodrcentss TePemiKy MiATPUEMCTB, sIKi MAIOTh CTPATEriuHe 3HAYEHHS ISt
€KOHOMIKM Ta 6e31ek fep:kasy : octaHosa Kabinery Minictpis Y kpainn Big 23.12.2004 p.
Ne 1734 [Enexrponnuii pecypc]. — Peskum goctyiy: Kttp: //zakon.rada.gov.ua/

3[Ipo sameeporcenns NepesiKy 0cobIMBO BasKIUBUX 00'€KTIB €JIEKTPOCHEPTETHKH,
SIKI HiUIATAI0Th OXOPOHI Bi/IOMY0I0 BOEHI30BAHOIO OXOPOHOIO Y B3AEMOIII i3 celtiasizo-
BaHUMU TTiIPO3/IIJIAMM THIIUX IEHTPAJTbHUX OPraHiB BUKOHABUOI BJIa/H : moctaHoBa Ka-
6inery MinictpiB Ykpainu Bizx 28.07.2003 p. Ne 1170 [Esexrponnuii pecype]. — Peskum
nocryny: http://zakon.rada.gov.ua/

YTIpo sameeponcenns nepestiky 0cobJIMBO BasKINBUX 00’€KTiB HA(TOra30BoI rarysi:
posnopsipkentst Kabinery Miuictpis Ykpainu Big 27.05.2009 p. Ne 578-p [Esekrpon-
Huil pecype]. — Peskum pocryiy: http://zakon.rada.gov.ua/

BITocmanosa Kabinery MinictpiB Ykpainu Big 15.08.2007 p. Ne 1051 (arst cirysk-
6oBoro KopuctyBanis) [ Enekrponnuii pecypc]. — Pexxnm gocrymy: http://zakon5.rada.
gov.ua/laws/show/ru/1051-2007-%D0%BF

1%/ Ion0dicernra TIPO EMHY AICPHKABHY CHCTEMY 3aIT00iTaHHsl, peaTyBaHs i IPUITIHCH-
HsI TePOPUCTUYHKX aKTiB Ta MiHiMizaIlii X HaciAKkiB (3aTBepskere [TocranoBoo Kabi-
Hery MinictpiB Ykpaiuu Big 15.08.2007 p. Ne 1051) [Enexrponnuii pecypce]. — Pesxum
nocryny: http://zakon.rada.gov.ua/
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* 00’€KTH, SIK1 MiAJIATAI0Th 0XOPOHi Ta 000POHI B yMOBaX HaJ3BUYAHIX
cuTyariiii i B ocobmBuii mepiox!’

* 00’eKTH, 110 MiIATAIOTh o6013’;131<013i1‘/’1 OXOpOHI miaposaizamu [ep-
JKABHOI CITy KON OXOpOHU 32 JIOFOBOpaMI/I

* opranu aepmaBHm BJIaJIM, IO MifIATaloTh Ge30IaTHiil oxoponi Ha-
I[IOHAJIbHOTO TBapicio YKpainu'?;

* o0'exu migBuineHoi Hebesnekn® (B T.u. Iepenik ocobmBo Hebesey-
HUX TANPUEMCTB, TIPUITMHEHHST TiSUTHHOCTI SIKMX TIOTPeOYE MPOBEIEHHS CIIe-
I{iaJIbHUX 3aXOZiB 100 3arI00iraHHs 3al0AiTHHIO IIKO/M KUTTIO Ta 31[0POB’I0
IPOMAJISTH, MaitHy, CIIOPYIaM, HABKOJIUIITHHOMY TIPUPOTHOMY CepenoBHILy?!);

* 00’ekTH, BKIOYEH] 0 JlepKaBHOrO PeecTpy MOTEeHLINHO Hebesmed-
HUX 00’€KTiB%;

* pazianiiino Hebe3meuni 00’'€KTH, 1S SIKUX PO3POOISIEThCS 00’ €EKTOBA
MPOeKTHa 3arpo3a’

* 00’€KTH, BiJ[HECEH] 10 KaTeropiii i3 MBiIbHOrO 3axucTy?

* 06’eKTH, 10 HajlexkaTh cy0’€KTaM rocroaploBaHHs, IPOEKTYBaHHsI
SIKUX 3IHUCHIOETHCS 3 yPaXyBaHHIM BUMOT iH)KEHEPHO-TEXHIYHUX 3aXO7IiB
[UBIJIBHOTO 3aXUCTY?;

"[Iodo 3amsep89fceHHﬂ epenixy 06’€KTiB, SIKi THAMATAIOTH OXOPOHi i 060poHi B
YMOBaxX HaJI3BUYAHHUX cUTyallili i B 0cobHBHiT nepiox : nocraHosa Ka6inery MiHi-
cTpiB Ykpainu Bizx 24.04.1999 p. Ne 675-019 [ Enexkrponnwuii pecypc]. — Pesxxum nocryiy:
http://zakon.rada.gov.ua/

8Tpo 3axodu 1010 BAOCKOHAJIEHHSI OXOPOHU 06’E€KTIB JepKaBHOI Ta iHImUX (HopM
BJiacHocrti (i3 3minamu) : nocranosa KaGinery Minictpis Ykpainu Big 10.08.1993 p.
Ne 615 | Enexrponnuit pecypc|. — Pesxum noctyy: http: // zakon.rada. gov.ua/

“Ilpo sameepOdcentis TIEPETIKy OpraHiB JEp/KaBHOI BIajW, MO MIATAIOTh 6e3-
oIuIaTHIN oxopoxi HattionasbHoo rBapieto: octanosa KaGinery MiHicTpis YKpainu Biz
25.11.2015 p. Ne971 [ Enexrponnuii pecype]. — Pesxum poctyity: http://zakon.rada.gov.ua/

2[Ipo 06’exmu nigsuieHol Hebeaneku : 3akon Y kpainu Big 18.01.2001 p. Ne 2245-111
[Enexrponnuii pecypc]. — Pesxunm socrymy: http://zakon.rada.gov.ua/

*![Tepenix 0cOOTMBO HeOE3MEUHNX TIITPUEMCTB, TPUTMHEHHS MiANBLHOCTI SKIX
noTpebye MPOBEIEHHs CIEelialbHUX 3aXO0/iB MO0 3anobiraHHs 3allO/isIHHIO NIKOAN
SKUTTIO Ta 3/[0POB’I0 TPOMAJISIH, MAiiHy, CIOPY/aM, HABKOJIUIIHbOMY HPUPOJAHOMY Ce-
peznosuty (3ats. [TocraHoBoro Kabinery Minictpis Ykpaiuu Big 06.05.2000 p. Ne765)
[Enexrponnuii pecypc]. — Pesxum pocrymy: http://zakon.rada.gov.ua/

2[Ipo sameepdacenns Tlonoxenns npo JlepkaBHUN PeECcTp NOTEHIIHO Hebesney-
HUX 06’eKTiB : nocraHosa Kabinery Minictpis Y kpainu Big 29.08.2002 p. Ne 1288 [Enex-
TpomHmit pecype]. — Pesknm noctymy: http:/ / zakon.rada.gov.ua/

®I1po samsepdacenns Tlepenixy pajianiiino neGesnedvnnx of’extis B Ykpaini, s
SIKUX PO3POOIISIETHCST 00’€KTOBA MPOEKTHA 3arpo3a : Haka3 JlepsKaTOMperyJioBaHHs Bijl
17.12.2012 p. Ne 238 [ Enexrponnnii pecypc|. — Pexxnm focryy: llw)ttp ./ /zakon.rada.gov.ua/

*'BinosizHo /10 opsiaKy, 3aTBepskeHoro loctanosoio KaGinery Minictpis Y kpai-
Hu Bix 02.03.2010 p. Ne 227 (i3 aminamu BizmoBiuo 10 [Toctanosu KaGinery MinicTpis
Ykpainn Big 24.07.2014 p. Ne 545.

BIpo sameepdicenis nepestiky 00’ €KTiB, 10 HaJle)KaTh Cy(’€KTaM roCIofapIOBaHHs,
MIPOEKTYBAHHS SKUX 3[iHCHIOETBCS 3 YPaXyBaHHSM BHMOT iH;K€HEPHO-TEXHIUHUX 3a-
XO/iB IUBIIBHOTO 3axucTy : noctaHoBa Kabinery Minicrpi Ykpainu Big 09.01.2014 p.
Ne 6 [Esnrexrponnuii pecypc]. — Pesxxum poctyy: http://zakon.rada.gov.ua/
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* YeproBO-/UCIIETYEPChKA CUCTEMA EKCTPEHOI JOIMOMOTH HaCeJIeHHIO
32 €IMHUM OE3KOIITOBHUM TeJe(OHHUM HOMEPOM BUKJHUKY €KCTPEHUX
ciyx6 112%;

* aBapiiHO-pATYBAJbHI CIIyK0OU;

» HamionasipHa crcremMa KoHpifeHIiiHoTo 3B’ 13Ky,

* JlepsxaBHa cricTeMa ypsiZIoBOTO 3B’s13Ky Y KpaiHu’;

* maaTkHI cucreMn?,

* HEPYXOMi 00’ €KTH Ky IbTYPHOT CTIaIITHT .

Jlesiki i3 3a3HaUEHNX KaTeropiil 06'€KTiB 4acTKOBO ab0 TOBHICTIO TMiCJIsT
BUKOHAHHS BiIIOBIAHOIO aHAII3y MOXKYTh OyTH BiHECceH] 10 00’ €KTiB Kpu-
TUYHOI IHQPaACTPYKTYpH.

3. OcHoBHi 3arpo3u KpuTu4Hii inppacTpykrypi

Y npoBimHUX KpaiHax cBiTy, ski micasg TepaktiB 11 Bepecus 2001 p.
BU3HAYMJIM 3aXUCT KPUTUYHOI iH(GPACTPYKTYPHU Ta IABUIIEHHS PiBHS 11
CTIAKOCTI OZIHUM 13 HAiOLIbII IPIOPUTETHUX 3aBAaHb y cdepi GeseKu, BU-
XOIATh i3 HeoOXiAHOCTI 3abe31eueHHs 1l 3aXUCTy Bif ycix BuaiB 3arpos (all
hazards approach).

3a3Buvail y HalliOHATBHUX 3aKOHO/IABCTBAX MIPOBITHIX KPaiH CBiTY 3a-
IPO3U KPUTUYHIN iH(PPACTPYKTYPi PO3MOAINIAIOTh HA TP OCHOBHI KaTero-
pii, 3 origay Ha XapakTep ix moxomkeHHs. [IpoTe i TyT € ekl BiIMiHHOCTI.
Hanpukmnan, y CITA ta Kanazi o criektpa 3arpo3 KpuTH4Hii iHhpacTpyK-
TYpi HaJIexKaTh 3108MuUcHi 0ii (IpyIr ab0 OKPEMHX 0Ci0, TAKUX SIK TePOPUCTH
i 310umHIL ), npupooni nebesnexu (yparaHu, TOPHAI0, 3EMIETPYCH, I[yHaMI,
MOBEHI, HA/[3BUYANHI TIOTO/IHI YMOBH TOIIO) 1 mexHozeni Had3euuaiini cu-
myayii (aBianiitai katTactpodu, sS/epHi aBapii, MOKeXKi, aBapii B cucTeMax
eHeprosabesedenns, BUKMAY HeOe3[edHnx peyoBuH Toio). Y Himeuunni
KaTeropii 3arpo3 MaioTh TaKUNl BULJIAL: Hebe3neuni npupooni seuwa (Haj-
3BMYAliHI TTOTO/IHI YMOBH, JIiICOBI Ta CTEMOBI MOKEXi, CEHCMIYHI SBUIIA,
erigemii Ta naHgeMii, KOCMiuHi SABUILA); mexHiuni asapii/Mo0CoKi NOMULKU
(BigMOBU crcTeM, aBapii Ta HaA3BUYaliHi Hoil, HeaOaxiCTh, OpraHizaiiHi

%]Ipo cucmemy eKCTPEHOI TOTIOMOTH HACEJIEHHIO 32 €IMHUM Tesle(hOHHUM HOMEPOM
112 : 3akon Yxkpainu Big 13.03.2012 p. Ne 4499-VI [Enexrponnuii pecypc]. — Pesxxum
nocrymy: http://zakon.rada.gov.ua/

¥[Ipo Hayionanvny cucteMy KOHDIZEHIINHOTO 3B'SI3Ky: 3aKOH YKpaiHu Bix
10.01.2002 p. Ne 2919-111 (i3 smimamu) [Enexrponnuii pecypc]. — Pexum mpoctymy:
http://zakon.rada.gov.ua/

BIlonoscenns po JlepskaBHY CHCTeEMa YPSIOBOTO 3B’s13Ky Y KpaiHW: yXBaJeHO yKa-
3oM [Ipesugenra Ykpainu Bix 18.04.2005p. Ne 663

B]Ipo naamisxcni CHCTEMM Ta TlepeKas KOIITIB B YKpaiHi : 3akon Y kpainu B 05.04.2001 p.
Ne 2346-111 [ Enexrpontuii pecype . — Pesxkum goctyty: http://zakon.rada.gov.ua/

01Ipo oxopony Ky IbTYpHOI criaamuiy : 3akoH Y kpainu Bix 08.06.2000 p. Ne 1805-111
[Enexrponnuii pecypc]. — Peskum gocrymy: http://zakon.rada.gov.ua/
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TTOMUJTKH TOITIO ); MepOPU3M, 3N0UUHHICMY, 8itiHa (TEPOPU3M, TUBEPCii, 3710-
YUHHICTb, TPOMAISTHCHKI BITHH, BITHN).

3arpo3u KOXKHOI 3 Ha3BaHUX KaTeTOpiil y pasi iX peasisallii MOXYTb
MIPU3BOJIUTHU /10 HETAaTUBHUX HACJIZKIB, sIKi, CBOEIO Y€proio, CTaloTh iHi-
IIOI0OYUMU TIOISIMY JIJIS Peasti3allii 3arpo3 iHIIWX KaTeropiil i Ha iHINUX
ejleMeHTaX KpUTUYHOI iHGPACTPYKTYpHU. Y TAaKOMY pasi rOBOPSITH PO T.3B.
edekT JoMiHo Ta/ab0 KacKagHu edeKT.

CTOCOBHO CTIeKTpa 3arpo3 KpUTWYHIN iH(MPACTPYKTypi B YKpaiHi, TO
fioro crenugika 06yMOBIIOETHCS, HacaMIIepesl, 0coOUBICTIO Tiei Gesie-
KOBOI cuTyallii, B sIKiii repebyBae Haia gepskaBa. Boiiosi zii B Mexax aH-
TuTepopucTHdHoi onepaitii (dari — ATQO) Ha TepuTopii Jonbacy, sgka it 10
HUHINTHBOI KPU3W XapaKTepu3yBasacs BUCOKOIO 3HOIIEHICTIO OCHOBHUX
onzis, 3HauHUME IPOGIEMAMH i3 3a0€311e4E€HHAM €KOJIOTIUHOI 1 TeXHOTeH-
HOT G€e3MeKH, Pi3KO 301IbIIYIOTh 3arpo3 BUHUKHEHHST aBapiil Ha 06’€KTax
HigBUIIeHoI Hebe3IeKy, MmaxTax, 00’'eKTax eJIeKTPOEHEPreTHKH, XiIMIYHUX 1
MeTaLyprifiHuX MiIPHUEMCTBAX Ta MEpeKax KUTTe3abesedenns (1 BHACIi-
JIOK iX BUIIAQAKOBOTO HOIIKOIKEHHS a00 BTPaTH KOHTPOJIIO HAJl TEXHOJIOr Y-
HUMM TIPOIIeCaMH, i B pe3yIbTaTi TEPOPUCTUIHUX aKTiB i IUBEPCIii).

ITpu 11pOMY HEOOXITHO MAKPECTUTH, IO 3eJIeHa KHUTA 3 TUTAHb 3aXUC-
Ty KPUTUIHOI iHPACTPYKTYPHU B Y KPaiHi He PO3IJISIAE 3aXUCT KPUTUIHOT
iHppacTpyKTypu B YMOBAX IPaBOBOTO PEKHMY BOEHHOTO CTaHy (11e mae

YTH HPeIMeTOM aHaJIi3y iHIIMX /:[OKymeHTlB)

bes cymniBy, po3BuTok cmyauu Ha CXOJIi YKpalHI/I Oyze 3HAYHOIO Mi-
pofo BIJTMBATU HA 3aTPO3U HAIIOHAJIBHIN KPUTUYHIN iHGPACTPYKTYpi. 30-
KpeMa, MMOBIPHO, 110, HUHIIIHSA KPU3a MOKE CIPUYUHUTH 30epesKeHHs
VIPOZOBK JOCUTHh TPUBAJIOTO Yacy BUCOKOTO PiBHS TEPOPUCTUYHUX, JIU-
BEPCITHNX 1 KpUMIHAJbHUX 3arPO3 711 KpUTUYHOI iH(PPACTPYKTYPH.

Y ynHHOMY HOPMATUBHO-TIPABOBOMY TOJ1 ¥ KpaiHU, 1[0 PETYJIIOE Mpa-
BOBIJTHOCUHHY B IIMTAHHSAX, OJIM3bKUX 0 IIMTaHb 3aXUCTY KPUTUYHOI iH(pa-
CTPYKTYPH, KITacu(piKyIOThCS He 3aTPO3H, a HaZ[3BUYAlHI CUTYyallil, 30KpemMa
3a ix noxomxenusiM. Crarreio 5 Kogekcy nuBiibHOTO 3aXucTy Y KpaiHu BU-
3HAYAETHCS, 10 3aTEKHO BiJl XapaKTepy MOXO/KEeHHS TOIiH, 10 MOXKYThb
3YMOBUTH BUHUKHEHHSI HaJ[3BUYAHUX CUTyallill Ha Teputopil YKpaiHu,
BU3HAYAIOTHCS TaKi BUAW HAJ3BUYANHUX CUTYAIlill: TEXHOTEHHOTO XapakK-
Tepy; TMPUPOHOTO XapaKTepy; COoIliaibHi; BoeHHi. Ha wamr morss, taka
KJIaCI/I(InKaum He MOXe 6yTI/I nepeHeceHa Ha 3arposu KpI/ITI/I‘-IHH/I 1H(1)pa-
CTPYKTYpi 6€3 3MiH, OCKIJIBKM Ma€ TeBHI METOOIOTIuHI OOMEKEHHS 1 He
Jla€ 3MOTHY peasi3yBaTH BCi MepeBard, CTBOPIOBAHI 3alPOBA/KECHHSIM KOH-
HENIIii 3aXUCTY KPUTUYHOI iH(PPACTPYKTYPH.

Jlo1iIbHO BUALINTY TaKi KaTeropii 3arpos, Ha ki Ma€ OyTH HaJalToBa-
HO 3aXHCT KPUTHYHOI iH(DPACTPYKTYPH:

* asapii 1 mexuiuni 3001, 30KkpeMa aBialiitai katactpodu, sepHi aBapii,
HosKesxi, aBapii B cucreMax eHeprosabesnedeHns, BUKUAU HeGe3leuHuX pe-
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YOBMH, BIIMOBH CHCTEM, aBapil Ta HaA3BUYaliHi TO/i1, 3yMOBJIEH] HexbasIic-
TIO, OPTaHi3aIliMHUMI TTOMIJTKAMH TOTIIO;

* Hebe3neuri NPUpPooHi A6uWLA, 30KPeMa HaJI3BUYATHI OTO/HI YMOBH,
JIiCOBI, cTENOBI U TOPQ’sIHI TOXKeXKi, CENCMIUHI SBUIIA, erni/ileMii Ta TaH/e-
Mii, KOCMIUHI SIBUIIA, yparaHu, TOPHA/IO0, 3eMJIETPYCH, IIyHaMi, TIOBEH] TOIIIO;

* 3106MuUCHi Oii, 30KpeMa 3JOBMUCHI il Tpymr abo OKpeMUX 0ci0, TaKUX
SIK TEPOPUCTH, 3JI0YMHIII ¥ IMBEPCAHTH, 2 TAKOK GOMOBI /1ii B yMOBaX BilHIL.

Oco6mBo Hebe3eyHnMY € KOMOIHOBaHI 3arpo3u i 3arposu, peaJiisa-
ITisg IKUX MO3K€ TTPU3BECTH JI0 KaTacTPODIuHMX i piI3HOMAHITHUX KACKAJHIX
eexTiB yHACIIIJIOK B3AEMO3AJIEXKHOCTI €JIeMEHTIB KPUTUYHOI iH(pPACTPYK-
TYpH.

Aeapii ti mexniuni 360i

Posrisipatoun asapii 1 mexuiuni 360i, BAPTO 3ayBasKUTH, 110 B Y KpaiHi
Yyepe3 BUCOKHUI PiBEHb 3HOIIEHOCTI OCHOBHUX (DOHJIIB iCHY€E 3arpo3a BU-
HUKHEHHS aBapiil Ha 00’€KTax MiZBHUILEHOI Hebe3leKku, 00’ €KTax eJeKTPo-
eHePreTHKY i Mepexkax KUTTe3a0e3I1eueH s, SHAYHUI PUSUK TEXHOTEHHIIX
aBapiii TOB’I3aHUH i3 HASIBHICTIO HA TEPUTOPIi YKpaiHU 3HAYHOI KiJTbKOC-
Ti 00’€KTiB, 110 HAJEKATh O KaTeropii MoTeHIiiHO HeGesnedHnX (IoHa/
24 THC.), IPUYOMY TOHAJ YBEPTH i3 HUX ifeHTUDIKOBAHO SIK 00 €KTH Iij-
Bunienoi nebesnexn®!. 3a ganmmu JCHC®, aBapii Ha 955 o6’ekrax, BHe-
ceHux 710 JlepkaBHOTO peecTpy 00’€KTIB MifIBUIIIEHOT HEOE3MEKU, MOKYTh
[PU3BECTHU 0 BUHUKHEHH: HAA3BUYAHUX CUTYyalill AepKaBHOro abo peri-
OHAJTBHOTO PiBHS, MO TAKOK MOKE 3arPOXKyBaTH KPUTUYHIN iHGpACTPYK-
Typi, 30KkpeMa (QYHKIIOHYBaHHIO 00’€KTIB MaJMBHO-EHEPIreTHYHOTO KOMII-
JIEKCY, MOCTIB 1 ZIOpiT, KOMYHaJIbHOI iH(DPACTPYKTYPH TOTIO.

Hpupooni ruxa ma nebesneuni npupooni aeuwa

o npupodnux aux i nHebesneunux npupooOHUx sS6UW, MOXKHA BiJIHECTH
Taki iX BUIU:

* MeTeopoJIoriyni abo HaA3BUYAlHI MOrOAHI YMOBU (CHITOIIAAM, OKe-
Jie[lb, XyPTOBUHH, 3JIMBH, rpajobiil, 3aMOPO3KH, MIOCYXH, CIIeKa, yparaHi,
IITKBAJTH, CMepyi);

* TiZIpoJIoTivHI (TTOBEHI, cedt, TaBOIKY, TMiATOIIIEHHS, ITyHaMi);

* celicMivHi (3eMJIeTPyCH);

* reoJioriui (Hebe3neyHi eK30reHHi reoJIoriyHi MpoIecu — 3CyBU, IIPO-
CiJTaHHS Ta KapcT);

* reJiiodisnuHi (reoMarHiTHI coHsTuHi Oypi);

* JTicoBi, cTenoBi i TOpd dHi MoXKexKi;

3 Hayionanvna f0oN0OBiAb PO CTaH TeXHOTEHHOI Ta MPUPOAHOL Ge3neku B YKpaiHi y
2014 p. (C. 212). [Enekrponnuii pecypc]. — Pesxxum noctymy: http://www.mns.gov.ua/
files/prognoz/report/2014/ND_2014.pdf

3 Hayjionanvha TONOBiH PO CTaH TEXHOTEHHOI Ta MPUPOAHOT Ge3rekn B YKpaiHi y
2013 p. [Enexrponnuii pecypc]. — Peskum gocrymy: http://www.mns.gov.ua/content/
annual_report_2013.html
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* elrijieMii Ta aHaeMii, emi300Tii, emipiToTii.

[Tomix 3a3HaUEHNX BU/IIB 3aTPO3 BAPTO BUIIIUTH METEOPOJIOTIUHI, Yac-
TOTa IKUX B YKpaiHi 3HauHO 301/IbIIMIACS OCTAHHIMU JeCATUIITTIMME, 30-
KpeMa TakuX sk 06Jie/IeHiHHS, [iATOIJIEHHS], [IOCYXH TOLIO.

Haiine6esneynimmuMu riIpoJIOTiyHIMI 3arpo3aMu 3a HACJAiAKaMU J1J1Is1
KPUTUYHOI iHPPACTPYKTYPU € HABOAKU. 30KPeMa, Haitbiibin MacrtaGHuii
32 OCTaHHI POKM MaBojOK B YKpaiHi y 2008 p. cnpuunHNB MOMTKO/>KEHHS
nonaz 500 aBToMoOiIbHUX MOCTIB, posMuBanHsa 1660 kKM aBTOMOOLILHIX
JTOPIT Pi3HOTO 3HAYEHHS TOTIIO.

3HauHy 3arpo3y s GyHKI[IOHYBaHHsS Ta Ge3leKkyu KpUTUYHOI iHdpa-
CTPYKTYPH CTaHOBJSATH Hebe3IeuHi eK30reHHi Teosoriyni mpouecy (Imii-
TOILJIEHHSI, TIPOCiIaHHs, KapcT, 3cyBu). Tak, 10 20 % 3aTi3HUYHUX KOJIiN
nepeOyBaoTh 1M/l BILIMBOM PETIOHAJBHOTO MiATOIIEHHS 3eMeJib, OJIU3bKO
40 % — y 30HaxX KapcTOBUX 3arpos, 10 11 % — Ha TepUTOpisX MOKJIUBOI
akTuBizaiii 3cyBHux mporiecis. /o 59 % maricTpanbHuX ra30npoBOIiB 3HA-
XOZSITBCST B 30HAX MOKJIMBOTO MPOSIBY Kapcry, 70 21 % — perioHaabHOTO
HiATOILIEHHS 3eMeJib. AKTHBI3allis HeOe3IIeUHNX eK30T€HHUX Te0IOTIUHIX
TIPOTIECiB TIOTIPINY€E iHKEHEPHO-TEOJIOTIUHI YMOBU €KCILTyaTallii IpoMuc-
JIOBUX CIIOPY/I TA iH)KEHEPHUX MePexX IIPOMUCIOBO-MIChKIX arJaoMepartiii.

3n06mucHi 0ii

Hampy:keHa BOEHHO-TIOJITUYHA CUTYyallid, B YMOBaX SKOi Hailla Jep-
’KaBa BiJICTOIOE BJIACHY TEPUTOPiaIbHY IJIICHICTD 1 CyBepeHiTeT, XapaKTe-
PU3YETHCSA 3HAYHUM 3POCTAHHIM PIiBHS 3a2p03 3M06MUCHUX Oill: BAMHEHHS
TEPOPUCTUYHNX aKTiB i AWBEpPCIMHUX oOIllepalliii Ha TepuTOpii YKpaiHw,
CIIPSIMOBAHMX Ha 06’€KTH KPUTHYHOI iHPPACTPYKTYPH.

BesymoBHO, Halicepiio3HiNIO0 MOKe OYTH MOTEHIliiiHA 3aTpo3a BUKO-
PHUCTAHHS 3 TEPOPUCTUYHOK METOKW O0'€KTIB siiepHOl eHepreTuku. IIpu
LbOMY IIOTPIOHO 3ayBasKUTH, 10 Ha choroani Ha ykpaincskux AEC 3abes-
TIeYYETHCS PiBeHb (PI3UTHOTO 3aXUCTY, a/IEKBATHUI TTOTOYHUM 3aTPO3aM.

Bizsnayaerbes 3HaYHe 3pOCTAHHS IHTEHCUBHOCTI Kibeparak, 3/iiiCHIO-
BaHMUX Ha iHGOPMAIIIITHO-TeJIEKOMYHIKAIiHYy iH)PacTpyKTypy B YKpaiHi.
KiGepaTak uepes MepeKy iHTEPHET 3a3HAOTH CEPBEPH JIEPKABHUX YCTAHOB,
BEJIMKMX KOMIIaHii, (hiHAHCOBUX YCTAHOB, MOJITUYHUX napTiit Ta 3MI, a
OCTaHHIM yacoM i iHdopMaIliliHO-TeJleKOMYHIKaIlilHA iH(QpacTpyKTypa
BOECHHMX 00 €KTIB.

Oxkpemoi yBaru morpebye npobiema 3abesnedeHHst Oe3nekn QyHKINo-
HYBaHHs JI€P/KaBHUX OPTaHiB Biaad, 30POMHMX CHJI, HPABOOXOPOHHIX
opraHiB i criercayk6 (OymiBesb, HaleKHOI IHQPACTPYKTYPH TOMIO) Y KPH-
30BUX CHUTyaIllisX. BignosigHi iHGpacTpyKTypHi 00'€KTH B PO3BUHEHUX
KpaiHax CBITYy 3a3BUYAil TAKOXK HAJIEXKATH JI0 KDUTUUHOI iH(PACTPYKTYPH.

3arpo3u KpUTHYHIH iHGPACTPYKTYPi MOKHA PO3TJISIZIATH 3 OTJISILY He
JIVTIIe Ha XapaKTep iX MOXOIKEeHHs, a i Ha eJeMeHTH KPUTHYHOI iHppa-
CTPYKTYPH, HA SIKI I1i 3aTPO3U CITPSIMOBAHI:
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* (isuuni enemenmu, 30KkpeMa o6 THAHHS i pecypcu 00’ €KTiB KPUTHY-
HOi iH(DpacTpyKTypH;

* cucmemMu YnpasninHs ma KOMYyHiKayii, 30KpeMa aBTOMaTU30BAaHUX
CUCTEM YIIPaBJIiHHS Ta CUCTEM 3B’SI3KY;

* nepconan 06°exmie, 30KpeMa IUCIIETYEPChKUN, OIepPaTUBHUIMA, SKUii
6esmocepeHbo 3abesreuye HyHKIIIOHYBaHHSA KPUTHYHOI iIHPAaCTPYKTypH
B peabHOMY Yaci.

Buninennsa crnpsMoBaHOCTI [ii 3arp0o3 METO/I0JIOTIYHO YMOXKJIUBIIOE
OLIBII CUCTEMHUIT TiAXia 10 GOPMyBaHHS Jep:KaBHOI IOJITUKK i opra-
Hi3allii CUCTeMM 3aXUCTYy KPUTUYHOI iHOPACTPYKTYpH. Y IJIaHAX 3aXUCTY
KPUTUYHOI 1H(MPACTPYKTYPH, PO3POOIEHUX OMEpaTopaMu, MOTOMKEHUX
i cxBasleHUX BITOBIMHUMH JEPKABHUMHU OPTaHAMU, Ma€ OyTU JOKJIAIHO
OTIMCAHO 3aXO0/IX TPOTH/Iil 3arP0O3aM 32 TAKUMHU HAIIPSIMAMU 3aXUCTY:

* pisuuHUl — CIPIMOBAHUN Ha 3a0e3MEUEHHST 3aXUIIEHOCTI 06 €KTIB
BiJl HECAHKI[IOHOBAHOTO JIOCTYITY, TIONIEPE/I>KEHHS Ta IPUITUHEHHS IUBEp-
ciit, kpazixkku abo OyIb-KOro IHIIOr0 HE3aKOHHOIO BUIYYeHHs 001 [HaH-
Hs, TPUCTPOIB i MaTepiais;

* TeXHIYHUU — MIJBUIIEHHS BiZIMOBOCTIHKOCTI 1 JKMBYYOCTI CHCTEM,
(bynKkIioOHaTEHE PE3EPBYBaHHS;

* TIePCOHAJ — MiZITOTOBKA 11 TepeBipKa MepcoHay, KOHTPOJIb HOTO 371aT-
HOCTI /10 BUKOHAHHS BU3HAUYEHUX (DYHKIIiH, 3aXUIICHICTD TIEPCOHAIY;

* inpopmartiitai TexHosorii — 3axuct iHgopmMailii, cuctemM 3B’SI3Ky Ta
YIpaBJIiHHS;

* JOPUJIMYHUNI — YperyJloBaHHS IIMTaHb pearyBaHHs IIePCOHANLY Ta
(ysKIIOHyBaHHS 1HGPACTPYKTYPU B KPU30BUX CUTYAIlisX, 3aKPITIJIEHHS
PO3TIO/IiTY BiITTOBIZIATPHOCTI B HOPMATUBHUX 1 TPABOBUX JIOKYMEHTAX, PO3-
poGJIeHHST KEPIBHUIITB Ta IHCTPYKIIIN Ui IEPCOHATY, 30KpeMa MI0/[0 B3a-
€MOJIil B yMOBaX KPpU30BO1 CUTYyaIlii;

* TIJIAHU BiJHOBJIEHHSI — CTBOPEHHS TLIAHIB, PE3ePBiB 1 CEPBICIB /71
IITBU/IKOTO BIJTHOBJIEHHST BTPAYeHNX (QyHKITIH.

4. Aep>kaBHa OAITHKA 3aXMCTy KpUTHYHOI iHdpacTpyKTYypHu

4.1. Mema 3axucmy xkpumuunoi inppacmpyxmypu 6 Yxpaini

OpHuM i3 TPIOPUTETHUX HANPSAMIB OE3MEKOBOI MOMITUKU Y KpaiHu
Ma€ CTaTh IiJBUINEHHS Oe3leKH Ta CTIMKOCTI HalliOHaJbHOI KPUTHYHOI
iH(PaACTPYKTYPH MIO/I0 BChOTO CIEKTPA 3arPO3 i PU3UKIB, OCKIJIbKU came
KPUTHYHA iH(DPACTPYKTypa 3a6e3Meuye SKUTTEBO BAsKINBI JIJIsT HACEJIEHHS,
CYCIIJIBCTBA i JiepKaBH IIOCAYTH Ta (GYHKIIT, 6€3 AKX HEMOKJIMBI iX 6e3-
neyHe iCHyBaHHST U 10OpOOYT, a TaKOXK HaJeKHUN PiBeHb HalliOHAJTbHOI
Gesmexm.
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Merta 3axucTy KpUTHIHOI iHPPACTPYKTYPHU B Y KpaiHi BUTIJIUBAE 3 BU3HA-
YeHHsI KPUTUYHOT iH(PACTPYKTYPH Ta TIOJIATAE B 3a0€31eUeHHi TIOCTAYaHH
HACEeJIEHHIO, CYCILIbCTBY, Gi3HeCy i fepsKaBi JKUTTEBO BaKJIMBUX TOBapiB
i mocaryr. It BUKOHAHHS 3a3Ha4eHO1 (hyHKII KPUTUYHOI iH(PPACTPYKTY-
pu HeoOXiHO rapaHTyBaTi OesmepebiliHe craie QyHKIIOHYBaHHS 00’ €KTiB
KPUTUYHOI iH(GPaCTPYKTYpH Y BUSHAYEHUX PEKUMAaX; MaTH CIIPOMOKHICTb
3armobiraTi pyiHYBaHHIO UM 3aBIaHHIO HEBUIIPABHOI IIKOIM, TPUITHHEHHIO
(dyHKIIOHYBaHHS 200 BTPATi KOHTPOJIIO HaJl 00’€KTaMU KPUTUYHOI iH(pa-
CTPYKTYPU BHACJI/IOK /Iii BCIX YNHHUKIB; 3a0€31eUyBATH MIBUJIKE Bi[HOB-
JieHHs (PYHKIIOHYBaHH: UX 00’€KTIB y BUIIAAKY IIEPEPUBAHHS IX POOOTH.

4.2. Cmpameeiuni yini depicasnoi noaimuxu 3axucmy
Kpumuunoi inppacmpyxmypu

Kpurnuna iHdpacTpyKTypa CydacHOi Iep:KaBU € HAJCKIATHUM KOMII-
JIEKCOM PI3HOMAaHITHUX 32 CBOIM XapaKTEPOM €JIEMEHTIB, SKUW BKJIOYAE:
HU3KY OpraHizaliifHuX CTPYKTYP, pi3Hi yIlpaBJliHCbKI MOJeJi, 3ajexHi i
B3aeEMO3aJIeXKHI (PYHKIII i cuctemu i 'y pisuuHOMY, 1 y BipTyaJbHOMY TIPO-
cropax. B ympapninui kputuuHOi iH(pPacTpyKTypH GepyTh y4acTh ep-
JKaBHI CTPYKTYPH Ha BCiX PiBHSX (3 pisHUMU cepamMy BiIOBIIATIbHOCTI
i HOBHOBAKEHHAMM ), @ TAKOK BJACHUKHU Ta ONEPaTOpy 00’€KTIB 1 CUCTEM,
10 HAJIEKaTh 10 KPUTHYHOI iH(pacTpykTypu. B yMoBax riobasisariii Ha-
mioHabHa Ge3reka, BUPOOHUIITBO, EKOHOMIKA Ta (DiHAHCU KOKHOI KpaiHu
3HAYHOIO MIPOIO 3aJIeKaTh Bil YMHHUKIB, 1[0 BU3HAYAIOTH CTaH OE3IEeKH B
iHIIMX KpaiHaX Ta B r100aJIbHOMY BUMIpI.

HuHi BinbyBaeTbes po3BUTOK HOBOI (inocodii 3abesneueHHs Oe3nexu,
B OCHOBY $KOI TIOKJIA/IEHO CITJThHI 3yCUJJIST TPOMA/ISTHUHA, CYCIIJIbCTBA,
Gisnecy 1 mepxkaBu. Takok GOPMYETHCST «KYJIbTypa YIPABIiHHS PU3UKa-
MU», SKa MAa€ CTATU OCHOBOIO TIOJITUKY Y cepi 3aXucTy KpUTHYHOI iH(Dpa-
CTPYKTYPH i CKIAAATUCH 3 TAKUX €JIEMEHTIB:

* BiAKpUTHII 0OMiH iH(pOPMAIIEI0 MiXK AEP/KABHUME OPraHaMu, IIPH-
BaTHUM CEKTOPOM, HACEeJIEHHAM Ta OKPEMUMU I'POMa/IsSIHAMU CTOCOBHO pU-
3UKIB 3 OIJISIY HA HEOOXiHICTh 3aXUCTY TeBHOI (4yTIMBOI) iH(opMalrii;

* CIiBPOOITHUIITBO MiK yciMa cyh €KTaMu TIPOIIECY 3aXUCTY KPUTUIHOT
iHdpacTpyKTypH B 3arobiraHHi iHIMeHTaM Ta B pearyBaHHi Ha HUX;

* MiIBUIIEHHST PiBHS BJIACHUX MOKJUBOCTEN IPOMajisiH (CaMO3aXUCTY,
B32€EMOJIOTIOMOTHY TOIIO) Ta OPTaHi3ailiil, ypasJuBUX [0 MPUITHHEHHS ab0
TOTIPIIEHHS MOCYT, 3a6€3MeYyBaHIX KPUTHIHOIO iHPPACTPYKTYpoio;

* aKTHBHE MIKHAPOJAHE CIBPOOITHUIITBO IMOAO 3aXUCTy KPUTUYHOI
iHGPACTPYKTYPH 3 OTJISIAY Ha TIPOIecH TIo0amisalii Ta 3poCTaHHsT 3aJIesK-

BHanpukaaz, y Kanai HaceseHHS TOBUHHO GYTH TOTOBUM [0 TOTO, 11100 Y BUTIA/KY
HA/[3BUYAHOI CUTYAIlii YIIPOJOBK IIOHANMEHIIIE TIePIIuX 72 rOAUH CaMOCTIHO 3a6e3-
HeqyBaTy HepluIoYeproBi BIacHi moTpedu.
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HOCTI 6e3MeKOBUX, EKOHOMIYHUX, BUPOOHUYNX, (DIHAHCOBUX Ta IHIINX ITPO-
eciB y 6arathox KpaiHax BiJ MOCTAuYaHHS TOCAYT i PECYPCIB, 3/iCHIOBA-
HUX MiKHAPOIHUMU MepeskaMi, CUCTEeMaMH, KOMIIaHisSIMU TOITIO.

Bukiazere 06yMOBIIIOE TIEPILY CTPATEriyHy IiJib HOJITUKH LIOAO 3a-
XUCTY KPUTHYHOI iH(DPACTPYKTYPH: po3bydosa 6e3nexosozo napmuepcmea
05 nidsuwenns 6esnexu ma 3abe3newenis CMUKOCMI HAUIOHALLHOT KpU-
Mmuynoi inpacmpyxkmypu.

¥ GisbriocTi KpaiH CBIiTY i, 3 OISy Ha eKOHOMIUHI pehopMi, B YKpaiHi
OYEBUJIHUM € T€, 10 00’EKTH KPUTHIHOI iHPpacTPyKTYypH epedyBaTUMY Th
TepeBaKHo y anBaTHiﬁ BiacHocti. Came MmpUBaTHUM orepaTopam HaJe-
JKUTH i GLIBIIICTD 06’€EKTIB KpI/ITI/II{HOI 1H(bpaCprKTypH i JIl,Z[epCTBO B PO3-
pobIeHH] HOBITHIX TEXHOIOTIH BUPOOHUIITBA I TEXHOJOTIH iX 3aXUCTY.

3ayBakrMo, 110 B OLIBIIOCTI PO3SBMHEHHMX KPaiH CBITY OCHOBHA Bij-
HOBifaIbHICTh 32 6e3meKy 00’€KTiB/cUCTeM KPUTHUYHOI iH(GPACTPYKTypH
MOKJIAJIAETHCSI HA X BJIACHUKIB/OTEpaTopiB. BoHU MatoTh 3a0e3meuyBaTu
HaAilHICTD, JKMBYYIiCTb i CTIHKIiCTh cBOIX 06’eKTiB/crcTeM. lep:kaBa sk Ma€e
3abe3euyBaTy HaslekHe iHGOPMYyBaHHS BIACHUKIB/OIIEPATOPIB, CTBOPEH-
HS /IEKBATHOI HOPMATUBHO-TTPABOBOI (Ga3W Ta CTUMYJIIB JIJIsT iHBECTYBaH-
H4 B Ge3MeKy KPUTUYHOT iHPPACTPYKTYPHU, & TAKOXK YMOB JIJIST 30€PesKeHHsT
KOHKYPEHTOCITPOMOKHOCTI Oi3HeCy, M0 CIPUSE HATIEKHUM 1HBECTHUIISIM Y
6es1eKy KpUTHYHOI iH(PaCTPyKTYPH.

Tomy edexTuBHe JIepiKABHO-IPUBATHE TTAPTHEPCTBO (acuzz - IIHH) €
TOJIOBHUM €JICMEHTOM JI€BOI CTajIol MOMITHKH, CIPAMOBAHOI Ha TH/TpH-
MAaHHS HAJIEKHOTO PiBHsI Ge3MeKH Ta CTIHKOCTI KPUTHYHOI iHhPaCTPyKTY-
pu. ¥ CIITA ta HiMeuunHi HeOOXiHOK YMOBOK JJIsI PO30YA0BH TAKOTO
MapTHEPCTBA BUHAIOTH (DOPMYBAHHS MOBIpH>! MiXK ITApTHEPAME Ta CTUMY-
JiB i crisrpatti. ITosiTuka Kpain Mae CTUMYJIIOBATH 1 TPUBATHUX BJlac-
HUKIB, i OPTaHU [IePKABHOTO YIIPABJIiHHA 10 CTBOPEHHS Ha BCiX PIBHSIX Ta-
KOi CHCTEMU 3aXUCTY iHPPACTPYKTYPH KUTTE3a0E3TEUEHHST CYCITiIbCTRA,
sika Oysia 6 CIIPOMOJKHOIO IepebopoBaTH HaA3BUYalHI CUTYallil, 3HUKY-
BaTU PU3WKH i HACHIAKYM BUHWUKHEHHs TakuxX cutyaiiii. OG0B’ I3KOBIUM
€JIeMEeHTOM TaKOI'o IapTHEPCTBA € CTBOPEHHS CTUMYJIIB JIJIs1 iIHBECTyBaHHA
B 6e31eKy KPUTUYHOI 1HPPACTPYKTYPH, a TAKOK YMOB JJIsT 30€pEesKEHHS
KOHKYPEHTOCIIPOMOKHOCTI Gi3Hecy, IKuil iHBeCTy€ B Oe3IeKy KPUTUIHO]
iHGpacTpyKTypH.

Taxum unaoM, Mexani3Mm J[I1T] cTBoproe hyHIaMEHT /7151 CTUMYTIOBaH-
Hs1 IHBECTHIIIN y 3aXUCT KPUTHYHOT iHDPACTPYKTYPH Y CIIOCIO aleKBATHOTO
iHbopMyBaHHS Gi3HECY TIPO 3arPO3W W PUBUKH JIJIST €IEMEHTIB KPUTHIHOT
inbpacTpykrypu. BogHouac BpaxoBy€eThCs, 1110 BUTpaTH Oi3Hecy Ha Bif-

#Partnering for Critical Infrastructure Security and Resilience / U.S. Department
of Homeland Security, National Infrastructure Protection Plan, NIPP 2013 [ Esektpon-
Huil pecypc]. — Peskum gocrymy: www.dhs.gov/national-infrastructure-protection-plan
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HOBiHI 3aX0/11 MalOTh OyTH 30aJaHCOBAHUMH U TaKMMHU, 1[0 He igpuBa-
T0Th MOTO KOHKYPEHTOCITPOMOSKHOCTI i CITPOMOKHOCTI HalaBaTU KPUTUYHO
BAKJINBI JIJIsT HAceJIeHHSI, CYCIIIJIbCTBA U lepsKaBy TOCTYTH.

CrocoBuo Ykpaiau, to g0 2014 p. AT 3xiiicHioBamOCS 11€pEBAXKHO Y
cepi ekoHomikm B Mexax 3akoHy Ykpainu «IIpo mepskaBHO-TipuBaTHE
maptHepcTBO» Bix 01 mumas 2010 p. Ne 2404-VI, HopMu SIKOTO HE OXOTLITIO-
IOTh JiSIBHICTD Y cepi 3axucTy KPUTUYHOI iH(ppacTpyKTypu. BogHouac
mozii 2014—2015 pp. BUSBUIM BaKJIUBICTh 3Ay4EHHS] TPOMAICHKOCTI 110
3aXMCTy HAIlIOHAJIbHUX 1HTepeciB Y KpaiHu i, 30Kpema, /10 3aXUCTy KPUTHY-
HOI1 iH(PaACTPYKTYPHU.

g Yxpainy HeoOXi[HO 3aKOHOAABYO BPETY/IIOBATH IIMTAHHS JePrKaB-
HO-TIPUBATHOTO TIAPTHEPCTBA i3 3a0€3MeUeHHsT 3aXUCTY KPUTHYHOI iH(pa-
cTpyKTypi. IToTpiOHO TaKOK PO3POOUTH HOPMATHBHO-IIPABOBY 6asy OO0
BPETyJIIOBAHHS TMTaHb B3a€MHUX 3000B’sI3aHb Jlep:KaBU Ta Cy0' €KTiB He-
JiepKaBHOI (hOPMU BJIACHOCTI CTOCOBHO [IiSLIBHOCTI 13 3aXMCTy KPUTUYHOI
iHGPaCTPYKTYpH, 3aIIPOBAIKEHHS B JiAJIbHICTD Cy0’€KTIiB rOCIIOAAPIOBAHHSI
[IPaKTUKU aHaJIi3y pI/ISI/IKiB Ta pearyBanHsi Ha 3arposu (anru., contingency
plannzng) MeXaHi3MiB Ta lHCprMeHTlB B3a€EMO/II 11 y3rojkeHHs il 1ep-
JKABHUX i HeJICPKABHIX cy6 €KTIB TOCTIOZIAPIOBAHEH, IPOMaJICHKOCTI, MeXa-
Hi3My PO3IIOALTY BiMOBi1anbHOCTI Ta 30608 s13aHb (30KpeMa (hiHAHCOBHUX ).

ITorpibHO 3ayBakKMTH, 10 BAKUTTS 3aXO/iB 3 MiABUIIEHHS HaIlIHOCTI,
JKUBYYOCTI Ta CTiiiKocTi 00’€KTiB/CcHMCTEM BUMaraTHMMYyTh Bijl OIlepaTropiB
J0JIATKOBUX (piHAHCOBMX BUTPAT, IO MOKE IPU3BECTU /IO IT/IBUICHHS
co6iBapTOCTI TOC/IYT/TOBaPiB, AKI HaJIalOTh BiANOBiAHI 00’€KTH/CUCTEMU.
Ax HacHiOK, TpU PUHKOBOMY I[IHOYTBOPEHHI MiJIBUIATHCS IIHW HA BiJl-
noBifiHI MocayTn/ToBapu. lleil coriasbHO-eKOHOMIYHUN acleKT 3aXUCTy
KPUTUYHOI iH(GPACTPyKTYpH HEOOXiZHO BpaxyBaTH i IIiJ| Yac BU3HAYEHHS
00’eKTiB KpUTUYHOI iHPPACTPYKTYPH, 1 ITil YaC BCTAHOBICHHS BUMOT [0 iX
saxucty. [Ipudyomy iHirioBaHHs 3 GOKY Aep:KaBi BUMOT OO MiACHICHHS
3aXUCTY KPUTUYHOI 1HGPACTPYKTypH Ma€e OYTH YCBIOMJIEHUM KPOKOM 3
OTJISILy Ha 3a3HAYeHWH COIialbHO-eKOHOMIuHMI 3MicT. J[o ToTo X 1715 ne-
SIKUX CEKTOPIB KpUTHUIHOT iHPpacTpyKTypu AepskaBa (B 0cobi BiAMOBiAHUX
PETyJIIOIYUX OPTaHiB), MOKJINBO, MOBUHHA Oyl TIEPETTIAHYTU Tapudu Ha
MIOCJIYTH /TOBapy (HANIPUKJIA/l, HA €JIEKTPOEHEPTIIO).

OnHuM 3 HAUBAXKIMBIINUX IHCTPYMEHTIB (POPMYBAHHS JIOBIPU MiXK JIEP-
’KaBHUMU Ta mpuBatHUMHE mapTtHepamu i B CIIIA, i B iHIIUX pO3BUHEHUX
KpaiHax CBiTy BBaKalOTh OOMIH BiIIOBi{HOIO iH(GOPMAIII€IO.

Y 3B’43Ky i3 ITUM JPYTY CTPATETiuHy MiJIb MOJITUKHN MO0 HAI[iOHATBHOI
KPUTUYHOI iH(PACTPYKTYPHU B 3araIlbHOMY BUTJISIIi (bopMyJHOIOTb SK Hala-
2000censt O6M1Hy inpopmayiero: 36ip, aHaIIi3 Ta yCBIIOMJIEHHS 1H¢)opMauu
1010 3arPO3 1 PUBUKIB JJIsT KpUTUUHOT 1Hq)paCprI<Typ1/1 Bpa3JInBOCTEM Ta
XapaKTEePUCTUK CHUCTEM 3aXMCTy €JeMEHTIB KPUTUUYHOI iH(PacTpyKTypH,
MeXaHi3MiB 1 IPOIe/lyp pearyBaHHS TOIIO.
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Y cyuyacHOMYy CBITi ejleMEHTH KPUTHYHOI iH(PACTPYKTypH MaioTh
CKJIa[HI BePTUKAIbHI I TOPU3OHTAIbHI B3aEMO3B’SI3KH, 110 0OYMOBJIIOE
MOXKJIUBICTh KaCKaJHUX 1 Bifi/laJIeHNX y TPOCTOPI 1 Yaci HeTaTUBHUX Ha-
CJIJIKIB Bi/[MOBU OKPEMOTO eJleMeHTa KpUTUYHOI iHdpacTpykrypu. JK 3a-
3HAYAJI0Cs, B OiIBLIOCTI PO3BUHEHUX KPaiH CBITY OCHOBHA BiAIOBiAAIbHICTh
3a OesreKy 06’ €KTiB/CrCcTeM KPUTUYHOI IHDPACTPYKTYPH HOKJIAAAEThCS HA
ix omeparopiB. OfHaK KEPIBHUIITBO MPUBATHUX KOMIIAHIN 4acTO He Ma€
aHi aJIeKBaTHOTO YCBIIOMIIEHHST HEOOXITHOCTI 3aXUMCTy KPUTHUIHOL iH(pa-
CTPYKTYpH, aHi MOTHUBAIIil A I[bOTO, aJKe BUXOIUTH 3 iHTEpeCiB Jniiie
CBOE1 KOMIIaHii.

locTaTHbO MOBHUMU JAHUMHU Ta 1H(1)opMameIo II0/10 PU3HUKIB 1 3arpo3
i BCilt KpUTHYHIN 1H(1)paCprKTyp1 i okpeMuM ii ejleMeHTaM MOXYTb BO-
JIOZITH JIMIIE YITOBHOBaKEHI JeP/KaBOI0 OPTaHM, sIKi, OAHAK, IIOTPEOYIOTh
neTanmbHOl iHdopMarrii Ta cmiBmpari 3 60Ky MpUBATHOTO ceKTopy. Tomy
BaKJIMBUM aCIIEKTOM € CTBOPEHHSI a/IeKBATHOI HOPMATUBHO-TIPABOBOI Ha3u
mono oOMiny indopmaricio mpo Gesneky (QYHKIIOHYBaHHS KPUTHYIHOIL
ingpacTpykTypn um 3axuiieHi cuctemu. [Ipu mocaruenHi i€l iy Mix
MapTHEPAMHU BIITIOBITHO /10 BCTAHOBJIEHUX MPOIEAYP 3/IIHCHIOEThCS edhek-
TUBHUI 0OMiH iH(pOpMariieo (30KkpeMa PO3BiLyBaIbHOI) MIOA0 PI3HUX ac-
MEKTiB 3aXUCTy KPUTUYHOI iH(GpacTpyKTypH (Y T.4. PO HalieheKTUBHIIITY
PAKTUKY), 3a0€31eUy€eThCsT 3aXUCT 4yTAUBOI iH(popMaIli (30KpeMa Ko-
MepIIIHOI ), IKa MOKe OyTH BUKOPUCTAHA Y 3JI0BMUCHUX I[1JIIX.

YkpaiHcbka jiepskaBa Ma€e 3a6e3meuyBaTi HalesKHe BPETyIioBaHHs 06-
MiHy iH(popMalli€to, 30kpeMa y crioci6 hopMyBaHHS 3arajJbHUX CTAaHAAPTIB
00OMiHy, persiaMeHTallil AisIbHOCTI BIAMOBIAAJBHIX 3 OOKY OIEpaToOpiB 3a
3abe3TeueHH s I[bOTO OOMiHY, METO0JIOTIT 06pOb6JIeHHS i aHasi3y iHMOpP-
Mailii, inpopMyBaHHS O1epaTopiB iHMPACTPYKTYPH IIOAO MOTEHIINHUX i
peajibHUX 3arp0O3, BCTAHOBJIEHHSI BUMOT Ta 0OMEKEHD I0/[0 BUKOPUCTAHHSI
yyTINBOI iH(OPMAITii JI715T HEIOTYTIEeHHS 3JI0BKUBAHb.

V 6isbIoCcTi pO3BUHEHUX KPAiH CBITY CTPATEriuyHO0 I[iJLII0 TAKOK € 110-
OyI0Ba CUCTEMU 3aXMCTy KPUTHYHOI iH(GPACTPYKTYPH Ta MiJABUIIEHHS ii
CTIHKOCTI Ha OCHOBI 1i0xX00Yy 00 Ynpaesuinms pusuKamit, 06 I3aHUMU 3 ycima
eudamu 3aepos (auriL, all-hazard approach).

3 oruaay Ha 3apyOLKHUI JOCBiA IEPUIMM KPOKOM Ha MIISIXY 0 Il i
€ 3aCHOBaHa Ha BCeOIYHOMY aHai3i igeHTHdIKAIig BCixX 3arpos i PU3HKIB
JINE KpI/ITI/I'-IHOI 1H(bpaCprKTypI/I Ykpainu. Y nporieci ylpaB/iHHs pu3uKa-
MU JIJ1sI IX 3HUKEHHST TOIIJIBHO BKUBATH TAKUX 3aXO0/iB™:

* TBUIIEHHS CTIIKOCTI KPUTUIHOI iHGPACTPYKTYPH 110 imeHTudiKo-
BaHMX 3arpo3 i HeGesIekK;

$National Infrastructure Protection Plan / U.S. Department of Homeland
Security. — 2006 [Exexrponnuii pecypc]. — Peskum moctymy: http://www.naruc.org/
publications/nipp_plan4.pdf
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* 3am0biraHHs 3arpo3aM, IOB'sI3aHUM 13 3JIOBMUCHUMH AistMU (TEPO-
pU3M, 3JIOUUHHICTH TOIIO);

* IJIAHYBaHHSI CBOEYACHOIO pearyBaHHS Ha 3001 y (yHKIIOHYBaHHI
KPUTUYHOI iHPPACTPYKTYPU 3 METOIO 3MEHIIIEHHS iX HETATUBHOTO BILJIUBY
Ha 3710poB’s Ta Ge3IeKy HaceleHH s, EKOHOMIKY i1 6a30Bi QyHKIII AepKaBy;

* IJIAHYBaHHS IMBUIKOTO PEMOHTY W BiIHOBJIEHHS (DYHKI[IOHYBaHHS
KPUTUYHOI iHGPACTPYKTYPH 71T BUTIAZIKY HAZ3BUYANHUX CUTYAIliH, SKIM
He MOXKHA 3a100ITTH.

He3Baxkaroun Ha KpUTUYHY Ba)KJIUBICTH 3aXO/IiB i3 MiABUIIEHHS PiBHSA
3aXUIEHOCTI M CTIHKOCTI KPUTUYHOI iH(PPACTPYKTYpH, IX IJIAHYBAHHS B
OyIb-AKif KpalHl 3IIHCHIOETBCS] B MEKaX OIOJKETHUX i pecypeHux o6Me-
JKeHb. Y 3B'43KYy 13 1[UM 11le OJIHI€I0 CTPATEriYHOIO IIJIII0 NOJITUKY B 1l
chepi Mae GYTH MAKCUMATLHO eekmusHe SUKOPUCMANHS pecypcie 0s
saxucmy Kpumuunoi ingpacmpyxmypu. Po3bynoBaHe TapTHEPCTBO 1 Ha
HaIlOHAJILHOMY, 1 Ha Mi’KHAPOAHOMY PiBHSIX, KOODAMHALliA [iii Ta 0OMiH
iHopMalli€lo Mixk MapTHEPAMU CTBOPIOIOTH TIEPEAYMOBHU JIJIsI JIOCSTHEHHS
TaKoI 1iJIi, B pe3yJbTaTi 4oro BUKJIIOYAIOThCs AyOIoBaH s (DYHKIIINM, a Ta-
KO3K PO3TIOPOTIIEHHSI PECYPCiB MOMIX OKpeMUX cy6’€KTiB mporiecy 3abesre-
YeHHS 3aXUCTy KPUTUIHOI iHPPACTPYKTYPH.

3 OISy Ha CKJIAJHI COIiaTbHO-TIONITHYHI Ta (hiHAHCOBO-eKOHOMIYHi
YMOBH, B SIKMX HUHI TlepeOyBae YKpaiHa, BCTAHOBJIEHHS TaKoi I1iJii € 0co6-
JINBO aKTYyaJbHUM.

Vkpaina mMae 3abesneuntu (GOpMyBaHHs 3aralbHOAEPKABHOI CUCTEMU
OI[IHKM PU3WKIB i 3arpo3 KPUTUYHIN iHDPACTPYKTYPi, HATEKHY KOOPAMHA-
1[if0 OpraHiB JepsKaBHOI BJIAIH Ta Y3TOMKEHHS Aill Pi3HUX 3aIy4eHIX 0cib,
1o moTpebyBaTuMe BU3HAUEHHSI Bi/IMOBIAIBHOTO IEPKABHOTO OPraHy Ta
HaJlaHHSA OMY BiZITOBITHUX MTOBHOBAKCHb.

OueBuIHO, 1110 CTPATEriuHi IiJIi JiepKAaBHOI NOJITUKY Y Kpainu y cdepi
3aXUCTy KPUTUYHOI iH(PpacTpyKTypu Mae 6yTu 3adikcoBaHO y BITYM3HSI-
HOMY 3aKOHOAaBCTBI. Tak, I0IIJIBHO PO3POOUTH OKPEMUI 3aKOH Y KpaiHu,
MTPOTIO3UIIii O/I0 CTPYKTYPHUX eJIeMeHTiB sikoro HaBezieHo B JlomaTtky b.

4.3. Ocnoeni npunyunu popmyeanns 3axucmy
Kpumuunoi inppacmpyxmypu 6 Yrxpaini

[IpiopuTeTn MOJMITUKY 3aXUCTY KPUTUYHOI iH(PPACTPYKTYpU B Y KpaiHi
copMyTbOBaHi 3 OTJISILy HA 3HAYYIIICTh 3aXUCTY KPUTUYHOI iH(PPACTPYK-
TypH JUIs 3a0e3medeH s HAliOHATbHOI Oe3MeKy cydacHol aepskasu. [IpuH-
[UIIM, Ha SKAX Ma€ OyAyBaTHCST TaKUH 3aXKCT, MAOTh CTPaTeriuHmii 6e3-
IIEKOBUI KOHTEKCT.

Ha Hari morisizi, 10 OCHOBHUX IPUHIIUTIB (hopMyBaHHs (10Oy10BY) 3a-
XUCTY KPUTUYHOI iH(DPACTPYKTYpu B Y KpaiHi HaJIeXKaTh TaKi.

Ipunyun xoopounosanocmi, Mo O3HAYAE:
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* MJIaHYBaHHs Oe3IeKK Ha HAI[iOHAJILHOMY PiBHI, Y3TOKEHHST PO3BUT-
Ky HOPMaTHBHO-TIPABOBUX, OPTaHi3allifHUX i HAYKOBO-TEXHOJIOTIYHUX iH-
CTPYMEHTIB, TPU3HAYEHUX JIJIs BUKOHAHHS 3aB/IaHb 3aXUCTY KPUTUYHOI
iHpacTpyKTypH;

* ypaxyBaHHS HeOOXiZHOCTI 3a0e3ledyeHHs 3aXUIIEHOCTI KPUTUYHOI
iH(pacTPYKTypH TIi/l 4ac NJIaHyBaHHs, BU3HAUEHHS IIPIOPUTETIB Ta OIlIHIO-
BaHHS COIIAJIBHO-€KOHOMIYHOTO PO3BUTKY KpaiHU;

* CTBOpPEHHS MeXaHi3MiB BILJIMBY Ha CTaH 3aXUIEHOCTI KPUTUYHOI
inpacTpyKTypH;

* OYHKIIIOHYBAaHHS €IMHOTO 1IEHTPY OIIHIOBAHHS CTaHY 3aXUIIEHOCTI
KPUTHUYHOI iHGPACTPYKTYPH, IPOTHO3YBAHHS 3arpO3 Ta OI[iHIOBAHHS PU3U-
KiB 7ist 06’€KTiB KPUTUYHOI iH(PACTPYKTYPH, KOOPAMHAILI] Aill ycix 3airi-
KaBJIEHUX CTOPiH i3 3aXUCTY KPUTUIHO1 iHPPACTPYKTYPH;

* CTBOPEHHS MEXaHi3MiB KOOpJAUHALI 3yCUJIb YCiX 3al[iKaBJIeHUX CTO-
pir — Baaay, 6i3Hecy I CyCIIBCTBA — OO0 3aXUCTy KPUTHIHOI iH(pa-
CTPYKTYPH, 30KpeMa TOPU30HTAIBHOT KOOPJMHAII] OTlepaTopiB B3aEMO3a-
JIEKHMX Ta OAHOTUIIHUX 00’€KTIB KPUTUYHOI IHDPACTPYKTYPH;

* YIIPaBJIiHHS BCiMa HASIBHUMU B JIepKaBi pecypcaMy 3 METOIO iX partio-
HAJIbHOTO BUKOPUCTAHHST,

* 3aMIPOBA/KEHHS MAXOAY M0 (HOPMYyBaHHS HAIIOHATHHOI MPOEKTHOI
3arposu, po3podsIeHOT B sI[IepHIN rastysi, UIsT KPUTUYHOI iHDPACTPYKTYpU
Ta OKpeMUX ii eJeMeHTIB i3 ypaxyBaHHSIM OI[IHKM 3arpo3 HalliOHAJbHIl
Oesrert;

* MTAHYBAHHS PO3BUTKY KaJPOBOTO 3a0e3MeUeHHsI 3 OTJISI/IY Ha HasiBHI
MOSKJIMBOCTI CIEI[iali30BaHNX HaBYATbHUX 3aKJIA/IiB.

Ipunyun ednocmi memodonoziunux 3acaj 3aXucTy KPUTUYHOI iH(Dpa-
CTPYKTYPH, BIZITOBITHO JI0 SKOTO 3aITPOBA/KEHHS KOHIIEIIil 3aXMCTy KPU-
TIYHOI iH(GPACTPYKTYpH Ma€ 3iiICHIOBATUCS B TAKUH CIIOCIO:

* BUKOPUCTAHHS €AMHOI MOHATIMHOI Ta METO0JIOTIYHOI 6asu Jis aHa-
JIi3y 3aTpo3 KPUTUYHIN iHDPACTPYKTYPi;

* po3pobJIeHHsT METOAO0JIOTIT ieHTH(IKaIlli 06’€KTIB KPUTHYHOI iH(Dpa-
CTPYKTypH (BU3HAUEHHS TePeJiKy) Ha OCHOBI OI[IHKYM Ba)KJIMBOCTI HaJlaH-
HsI HUMU TOBapiB i TOCJAYT (OI[IHKY KPUTUYHOCTI );

* ypaxyBaHHs Ta OI[IHIOBAHHS BCbOTO KOMILIEKCY 3arpo3 00’€KTaM Kpu-
TUYHOI iH(PACTPYKTYPH, BUKOPUCTAHHS PU3UK-OPIEHTOBAHUX METO/IiB
aHaJTi3y Ta MPOTHO3YBAHHS PU3UKIB 1 3arpo3;

* mepiofINYHe OIHIOBAHHS 3arpo3, PU3UKIB Ta BPas3JUBOCTI 00’€KTiB
KPUTUYHOI iHGPACTPYKTYPHU 3 BAKOPUCTAHHSM BiZITTOBITHOTO JIOCBILY;

* BCTAHOBJICHHST 0COOIMBOCTEN (DYHKI[IOHYBAHHS Ta 3aXUCTY KPUTUY-
HO1 iH(pPaCTPYKTYypu B MUPHUIL Yac (B yMOBaX MOBCIKIEHHOTO (PYHKIIIO-
HYBaHH, Ha/[3BUYAWHOI CUTYyaIlii i peXXuMy Ha/I3BUYAHOTO CTaHy) Ta B
ocobiBmii 1epion (6epydr K0 yBarm ocoOJIMBOCTI Tepiogy Mobijisarii,
PEKIMY BOEHHOTO CTaHy Ta BiZOyI0BHOTO MEPiofy);
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* HA/IAaHHS OJTHAKOBOI yBary 3aX0/laM i3 MOoNepe/KeHHs 3aTpo3 Ha/I3BU-
YaWHUX CUTYAIlill, TMABUIIEHHS TOTOBHOCTI /10 pearyBaHHs Ta JIKBiJaIlii
HACMIIKIB TAKUX CUTYAIIil;

* IOCAHAHHS 3aXOAIB (PI3UYHOro 3axXMCTy i3 3axogaMu 3a0e3redeHHst
HAJ[IHHOCTI, >JKMBYYOCTI] 1 3/[aTHOCTI 710 TIBUIKOTO BiIHOBJIEHHS;

* 3a0e3nedeHHs 6araTo eleJI0HOBAHOCTI i pisHoTUIIHOCTI Gap’epis 3a-
XHCTY;

* TIOCTYMIOBOTO BITPOBA/KEHHSI HOPMATHUBHO-TIPABOBUX, OpraHisalliii-
HUX 1 HAYKOBO-TEXHOJIOTIYHUX 1HCTPYMEHTIB, HA OCHOBI SIKUX MAIOTh YIO-
CKOHAJIOBATUCS 3ac00M Ta 3aX0iu i3 3abe3nedeHHs 3aXUCTy W Gesnexu
KPUTUYHOI iHDPACTPYKTYPH.

Ipunyun depacasrno-npusamnozo napmuepcmaa, T SKUM pO3yMi€ThCS
3aJTy4eHHs BCiX 3allikaBjeHNX y (DyHKIIOHYBaHHI KPUTUYHOI iH(pPpacTpyK-
TYPH CTOPiH Ta PO3MEXYBaHHS BIJIOBIAAIBHOCTI MiXK HUMN (Ziep:KaBa —
BJIACHUK; BJI3JIa — CYCIIJIBCTBO; PETYJISATOP — OTIEPaTOp).

Peauizatiist 11boro NpuHIMITY MAa€ BKIIOUATH:

* 0OMiH iH(pOpPMALi€I0 MixkK AepP:KAaBHUMU OPTaHAMMU, IPUBATHUM CEKTO-
POM, HaceJICHHSIM Ta OKPEMUMU IPOMa/ITHAMK CTOCOBHO PU3UKIB 3 OIVISALY
Ha HeOOXiIHICTh 3aXUCTY TIeBHOI (4yTaMBOI) iH(bOpPMAITiT;

* BUKOPUCTAHHS PECYPCiB i IeP>KaBH, i TPUBATHOTO CEKTOPY MJIST TOCST-
HEHHSI 11iJIell 3a0e31eUeHHsI 3aXUCTY KPUTHYHOI iH(DPACTPYKTYPH;

* IeKnapyBaHHs Oe3lekn 06’ €KTa BJIaCHUKOM (OIepaTopoM);

* MACOPTU3AILsA 06’ €KTIB KpUTHYHOI iHPPACTPYKTYpPH;

* MAPTHEPCHKUI PO3TIOLT 1 YiTKe PO3MeKYBaHHS BIJTIOBIIAIBHOCTI 32
3a0e31eueHH s 3aXUIEHOCT, OE3IeKH Ta CTIHKOCTI KPUTHYHOI iH(ppacTpyK-
TYPH MK OITepaTOpPOM i 1ep:KaBoIo;

* CTBOPEHHSI CTUMYJIIB JIJIs1 iIHBECTYBaHHsI B O€31eKy KPUTUYHOI iH(Dpa-
CTPYKTYPH, CTBOPEHHSI YMOB JIJIsI 320€31e€UeHHST KOHKYPEHTOCIIPOMOKHOC-
Ti 6i3Hecy, 0 poOUTH HaJIeXkKHI iHBeCTHIIII B 6e31eKy 00’€KTiB/CUCTEM KPH-
TUYHOI IHQPACTPYKTYPH;

* 3aJIy4eHHS TPOMAJICHKOCTI i1 €KCITEPTHOTO CIiBTOBAPUCTBA, BUKOPHUC-
TaHHS KOHCYJbTAIINHUX (I0pafuuX) paja IPU BU3HAUEHHI BUMOT /10 3aXU-
IIEHOCTI, 6e31eKU Ta CTINKOCTI KpUTUYHOI IH(PPACTPYKTYPH.

Ipurun sabesneuenns xongidenyitinocmi o3Havae, 1O YyTAMBA iH-
(opmartist Tpo Bpa3aMBOCTI 1 KOHKPETHI XapaKTEPUCTUKU CUCTEM 3aXUCTY
00’eKTiB 4u KoMepiliiiHa indopMaliis, 3a BUKIIOYEHHSAM BUINAJKIB, IE€Pe-
GaueHNX YNHHUM 3aKOHOJABCTBOM, HE Ma€ PO3TOJIOIIYBATHCS, OCKIIBKY
MOKe OyTH BUKOPHUCTAHA Y 3JIOBMUCHUX I[iJISIX,

Ipurgun mixcnapoornozo cnispobimnuymea, i AKUM pO3yMIi€ThCS BPaxy-
BaHHS TPAHCTPAHWUYHUX BILUIUBIB (DYHKIIIOHYBAHHS KPUTUYHOI iH(MPaACTPYK-
TYpH, MIXKHAPOAHKX 30008 s13aHb Y KpaiHu 1010 GYHKIIOHYBaHHS i1 Gesiie-
KU KPUTUYHOI 1H(GPACTPYKTYPH, a TAKOK yIacTh YKpaiHU y €BPOIEHCHKUX
MeXaHi3Max IMBiIbHOTO 3aXKUCTY, KiGepOeseK Ta MPOTH/Iii TEPOPU3MY.
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5. Cucrema 3axucTy KpUTUYIHOI iHppacTpyKTypu B YKpaini

5.1. Ocnosni 3a6danns cucmemu 3axucmy
Kpumuunoi inppacmpyxmypu 6 Yxpaini

3 oT7IsAMy Ha i Ta TPUHIUTY TIOOYIOBU CHCTEMU 3aXHUCTY KPUTHIHOT
iHbpacTpyKTYpH, MOKHA C(HOPMYJIIOBATU TaKi OCHOBHI 3a80anHs. M€l cuc-
TEeMH.

1. 3azanvna woopounauis 3axucmy Kpumuunoi inpacmpykmypu 6
Yxpaini, mo, 30kpema, BKIIIOYAE:

* CTBOPEHHS Ta MiATPUMKY (DYHKITIOHYBaHHS HAI[iOHAJILHOTO TIEHTPY 3
VIPaBIiHHS B KPU30BUX CUTYAIIiSAX i 3aXUCTY KPUTUIHOI iH(PPACTPYKTYPH;

* (hOopMyBaHHS MPOMO3UILN OO0 BIOCKOHATIEHHS HOPMAaTHBHO-TIPA-
BOBOI 0asu y cdepi HarioHaabHOI Oe3neku i 060poHU (30KpeMa, OO0
LUBIIBHOTO 3aXUCTY, GOPOTHOM 3 TEPOPUBMOM, IIPOTHIII Kibepsarposam),
OB sI3aHUX 13 3aXMCTOM KPUTUYHOI iHQPACTPYKTYPH;

* OIIHIOBAHHS 3arpo3 KPUTUYHIN iHGPACTPYKTYPi HA HAIIOHAIBHOMY
piBHI (3 ypaxyBaHHSIM B3a€MO3B’sI3KiB OKpeMHUX 00’€KTIB i cekTopiB iH(pa-
CTPYKTYPH, BIIMBY BCiX BUJIIB 3aIP03), @ TAKOK PU3UKIB HA PiBHI OKpeMUX
perioHiB i JIepsKaBH 3arajiom;

* HPUIAHATTSA PIMICHHS Ta OTOBIMECHHS O/10 3MIHN PeKUMY (pyHKITiO-
HYBAHHS CHCTEMH 3aXMCTY KPUTHYHOI iH(DPACTPYKTYPH 3a/€KHO Bil PiB-
HsI 3arpo3, 3MiHU TIPABOBOTO cTaHy (MUPHUN Yac, HaJI3BUYATHA CUTYaIlis,
0cobMBHMii TIEpion);

* TZITOTOBKY HAIIOHAIBLHOTO TIJIAHY 3aXUCTY KPUTUYHOI iH(PaCTPyKTypy;

* MiZITOTOBKY HAI[iOHAJIBHOI IPOEKTHOI 3arPO3H /IJisl KPUTUYHOI iH(ppa-
CTPYKTYDU;

* KOOP/IMHAIIIf0 3YCUJIb YCiX 3aIliKaBJIeHNX CTOPiH (JIep:KaBHUX OPTaHiB
i miciieBoi Birazu, 6isHecy i CyCIIBCTBA) MO0 3aXUCTY KPUTHUHOI iH(ppa-
CTPYKTYPH, BKJIIOYHO 3 TOPU3OHTAIBHOIO KOOPAMHAIIEIO OMEPaTOPiB B3a-
€MO3AJIeKHUX Ta OJJHOTUITHUX 00 EKTIB;

* B3acMOJIiI0 Ta 0OMiH indopMalicio 3 Mepexero cutyauiinux (imdop-
MaLifiHO-aHAIITHYHKX ) HEeHTPIiB y cdepi 6e3nexu i 060poHy;

* MZITOTOBKY /leP:KaBHOI I[iJThOBOI TpOTpamMu y cepi 3aXUCTy KPUTHY-
HOI iHGPaCTPYKTYypH;

* (hopMyBaHHS KOMILIEKCHOT HAYKOBO-IOCJITHOI MMPOTPaMU 3 MUTaHb
3aXUCTY KPUTUIHOI iHPPACTPYKTYPH;

* 3qilicHeHHs B3aEMO/Iii (TOUuKa KOHTAaKTYy) 3i crpykrypamu €C i nep-
JKaBHUMU OpraHamu Kpaid — ujyeHiB €C.

2. Honepedacenns xkpusosux cumyauiil, sabesneuenms 20moeHocmi 0o
0ill Y KPU30BUX CUMYAUIAX, YNPACTIHHS 68 YMOBAX HAOICUUATIHUX CUMYAUT,
no6’s3anux i3 pynxyionysanuam kpumuunoi ingppacmpyxmypu (06’ekmamu
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Kpumuunoi inpacmpyxmypu), sadesneuenns 6I0H0BACHHS PYHKUIONYEa-
HSL KpUumuunoi ingppacmpyxmypu:

* BKUTTS po3pobJieHuX i OpMyBaHHST HOBUX 3aXOJIiB i3 MOTEPE/KEH-
HS MOKJIMBUX KPU30BUX CHUTYalliif, 10 TOB'g3aHi 3 (DYHKIIOHYBAHHIM
KkpuTHYHOI iHGpacTpykTypH (il OKpeMUX CEKTOPIB YM 06’EKTIB);

* 3a0e31e4eHHs TOTOBHOCTI KPUTUYHOI iH(GPACTPYKTYPH, ii CIIPOMOK-
Hocti pyHKIIOHYBaTH B yMOBaX KPU30BOI CUTYaIlii;

* CTBOPEHHSI HOBUX 1 BIIOCKOHAJIEHHSI HASIBHUX IHCTPYMeHTIB (HOpMa-
THBHO-PErJIaMeHTYIOuNX, OPraHi3allifH1X, TeXHOJOTIYHUX) MONepe/KeH-
HS Ta praBJIiHHH B KPU30BUX CUTYaIlisIX, MOB’sI3aHUX i3 (DYHKI[IOHYBaH-
HAM KpUTH4HOT iHdpacTpyKTypH (il OKpEMUX CEKTOPIB Uit 006’ekTiB);

* I/IFOTOBKAa B MeXKaX HaI[lOHAJIbHOIO ILIaHY 3axucry KpI/ITI/I‘-IHOI
iH(PpacTPyKTypH IJIaHIB MONEPesKEHHST KPU30OBUX CUTYAIlii, TOB SI3aHIX
i3 (pyHKITIOHYBaHHSAM KPUTUYHOI iH(PPACTPYKTYPH;

* 3a0e3meueH st (DI3MYHOTO 3aXUCTY 06’€KTIB KPUTUUHOI iH(DPACTPYK-
TypH, 3amo0iraHHs HeCaHKIIOHOBAHUM IisM (30KpeMa TepPOPUCTUYHUM
akTaM) moA0 00'€KTiB KPUTUYHOI iH(GPACTPYKTYPH, IIOM SIKIIEHHS Hera-
TUBHHUX HACJIIKIB 1 BiZHOBJEHHs] (DYHKIIOHYBaHHS 00'€KTIB KPUTHYHOI
IHGPaCTPYKTYpH, SKIIO MaJIU MicIle HeCaHKITIOHOBaHi ii;

* 3a0e3MeueHHsT 3aXUCTy 00'€KTIB KPUTUUHOI iH(OpMaliiiHoi iHdpa-
CTPYKTYPH Biji KibepaTak, a TaKOX JaHUX i TEXHOJOTIYHOI iH(opMariii,
10 MICTATBCA B CUCTeMax YIPaBJiHHSA TEXHOJOTIYHUMU IPOIlecaMyu Ha
00’ekTax KpUTHYHOI iHDPACTPYKTYPH, Bil HECAHKI[IOHOBAHOIO GJIOKYBaH-
Hs Ta MoaudiKarii;

* 3abe3meveHHsT HEOOXITHOTO PIBHS eKCIUTyaTariiinoi Ge3mekn Ha
00’€KTax KPUTUYHOI iH(PPACTPYKTYPH, PO3POOIEHHS Ta BKUTTS 1HKEHEp-
HO-TEXHIYHUX 3aXO/[iB I[BUIIEHHS Oe3IIeKU KPUTHIHOT iHDPaCTPyKTYpH;

* 3abe3neverdst crablIbHOrO (BYHKIOHYBaHHSI KPUTHUYHOI iH(pa-
CTPYKTYPH B yMOBaxX HaZ3BUUYAHUX CUTyaIlill Ta B 0COOIUBUI Iepioz;

* (hopMyBaHHS MaTepPiaJIbHUX PEe3ePBiB, OIIHIOBAHHS Ta iHBEHTapu3a-
11is1 pecypciB;

* 3a0e31eUeHHsI Bi/IIIOBITHO 10 BCTAHOBJIEHUX 3aKOHOIABCTBOM BUMOT
KoHbizeHIiHOCTI iHbopManii iy yac oOpobaeHHs JaHUX PO 00'€KTH
KPUTUYHOI iH(pacTpyKTypHy;

* 3a0e3IIeueHHs] BiJHOBIEHHs (QYHKI[IOHYBAaHHS KPUTHYHOI iH(Dpa-
CTPYKTYPH B pasi BUHUKHEHHs aBapiii/300iB, BUNHEHHS 3JIOBMUCHUX JIiif,
110 3AITKOMIIH il (PYHKI[OHYBaHHIO, a60 BILIMBY MPUPOAHUX SIBHIIL,

3. Iliompumxa nputinamms. piwens wo0o 3axucmy Kpumuunoi inppa-
cmpyxkmypu, 30KpeMa:

* MOHITODHUHTY Ta BHUSBJIEHHI MOXKJIUBUX KPU3OBUX CHUTYaIlil,
OB s13aHUX 13 YHKITIOHYBAHHSIM KPUTUYHO1 iH(PACTPYKTYPU;

* (hopMyBaHHS TIPOIMO3UIINH 10/I0 TIOTIEPE/PKEHHST 3aTPO3 KPUTUUYHIN
iHppacTPyKTYpi;
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* BCTAHOBJICHHSI Ta TIEPETJISIAY BUMOT 0 3aXUCTy 00’€KTIB KPUTUUHOI
iH(dpacTpyKTypH B pi3HUX pexkuMax (hyHKIIOHYBaHHS;

* inenTudikaiii 06’eKTiB KpI/ITI/I‘{HOi iH(pacTpyKTypH; BeleHHS aBTO-
MaTU30BAHOTO PEECTPY KPUTUYHOI 1H(1)paCpr1<Typ1/1 36upanHs, ysarasb-
HEHHsI i aHami3y JaHux MoA0 00’€KTiB KPUTHYHOI iHDpacTpyKTypH Ta ix
(ynkiionyBanus;

* 3a0e3meueHHs (DYHKI[IOHYBaHHS cucTeMH OOMiHYy iH(opMaIii€ro,
3/IiHICHEHHS MMOCTIHHOTO MOHITOPUHTY, aHaJi3y Ta MTPOTHO3YBaHHS 3arpo3
00’eKTaM KpUTHYHOI iHPPACTPYKTYPH;

* BUSIBJIEHHSI Ta OI[IHKU B3aEMO3JIEKHOCTI MixK 00’ €KTaMKU KPUTHYHOI
iHQpacTpyKTypH;

* BU3HAYEHHS Ta IIPOTHO3YBAHHS 06’ €MiB HEOOXiHIX PECYPCiB 1/ 3a-
GesIeYeHHsT 3aXUCTY KPUTHYHOT iHPPaCTPyKTYpH;

* MATPUMKY TPUUHATTS pillleHb 100 pearyBaHHS Ha Ha/A3BUYAlHI
cuTyariii, os’si3aHi 3 6€3MEKO0 Ta CTIRKICTI0 KPUTHYHOT iH(DPaCTPYKTYPH;

* aHami3 edEeKTHBHOCTI OpraHisaliiiHO-TEXHIYHUX 3aC00iB CTOCOBHO
3HUKEHHS PU3UKIB JKUTTEMISIBHOCTI B YMOBaX MOKJIMBUX 1 pealbHUX 3a-
rpo3 (GYHKITIOHYBaHHIO KPUTUYHOI iHPACTPYKTYpPH.

4. 3acmocysanis Mexaniamis pezynioeanis ma KoHmpoo 3a QYnKyio-
HYBAHHAM KPUMUUHOT IHpacmpyxmypu:

* 3/[IICHEHHS PaHHbLOTO onoBilienHs (Monepe/KEHHsT PO 3arpo3n)
onepaToplB 00’eKTiB KpI/ITI/I‘{HOI 1H(1)paCprKTyp1/1 Ta Ha/laHH4 iHhOopMaIliii-
HOI, KOHchIbTaTI/IBHOI €KCIIEPTHOI, TEXHOJIOTIYHOI JIOIIOMOTH OIlepaTopam
KPUTHUYHOI iHGPACTPYKTYPH, KOPUCTYBayaM iX IOCIYT (HACeJIEeHHIO) 33114
ToTiepe/KeHHsI, pearyBaHHsI, MiHIMi3aIlil MOKJIMBOTO BIIMBY 3arpos;

* 3MiHa PEKUMiB (DYHKITIOHYBaHHS CUCTEMHU 3aXUCTY KPUTUIHOI iH(Dpa-
CTPYKTYPH 3aJI€5KHO BiJ/l PiBHS 3arpos i IpaBoBOTo CTaHy;

* 3alIPOBA/)KEHHS ABTOMATHU30BAHMX CHUCTEM PAaHHBOTO BUSBJIEHHS
HAJ[3BUYANHUX CUTYaIlill T2 OTIOBIlIEHH PO HUX;

* po3pobJIeHHs i YIPOBaIKEHHS CTAHAAPTIB, HOPM 1 perJaMeHTiB 3a-
XUCTY KPUTHYHOI iHDPACTPYKTYPH;

* 3/1iiCHEHHS TIePEBIPOK Ta OLIHKM 3aXUINEHOCTI 06’€KTIB KPUTUYHOI
inpacTpyKTypHu;

* 3ailicCHeHHs IepeBIPOK Ta OIIHKY iHdopMaliiinoi 6esnexn Ha 06’ eKTax
KPUTUYHOI iH(DPACTPYKTYpH;

* (opMyBaHHsI, 00JIK Ta OHOBJIEHHS ITACHOPTIB 00’€KTIB KPUTHYHOI iH(ppa-
CTPYKTYPH, @ TAKOK KapT PU3NKY a/IMiHICTPAaTUBHO-TEPUTOPIATTBHIX OTUHUIIb.

5. Midicnapooue cnispobimuuymeo y cghepax saxucmy Kpumuunol ingpa-
cmpyKkmypu:

* 3a6e31eueHHs OLIHKKM TPAaHCKOPAOHHKMX BILUIMBIB (DYHKI[IOHYBaHHS
KPUTUYHOI iHDPACTPYKTYPH i TPAHCTPAHUIHUX 3aTPO3;

* 00MiH iH(OpPMaIi€ro Ta JiMIIIM JOCBIIOM 3 TUTaHb 3aXUCTY KPUTHY-

HOI iHGPaCTPYKTYpH;
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* yyacTb YKpaiHM y €BPOINEHCHKUX MeXaHi3Max 3aXMCTy KPUTUYHOI
indpacTpykrypm;

* aHaJIi3 BUMOT HOPMATUBHUX M0KyMeHTiB €C Ta iX MOXIMBOI iMILIe-
MeHTaIlii B YKpaiHi.

Heo6xigHo 3ayBasKuTH, IO A€sKi 3aBIAHHS 3 HABEAEHOIO IepesiKy
YACTKOBO OXOIJIEHI HASBHUMHU B YKPaiHi CUCTEMaMU IIUBIIBHOTO 3aXUCTY,
60pOTHOM 3 TEPOPU3MOM, IIPOTU/LL Kibep3arposaM, 3abesnederHHs 060po-
HO31ATHOCTI Jepskasu. IIpoTe GiabIIicTh 3aBAaHD € IPUHIUIIOBO HOBUMU 1
MOB'sI3aHi i3 IPUHIUIAMU TTOOYIO0BY 3aXUCTy KPUTHIHOI iHDPAaCTPyKTypH
Bi/IITOBI/IHO /IO CTPATETiYHUX I1iJIell JiepKaBHOI TOJIITUKY B Tl cepi.

[ToTpi6HO OKPEMO 3YNUHUTHUCS HA AESKUX i3 HABEAECHUX 3aBJaHb CHC-
TEeMH 3aXMCTy KPUTUYHOI iHdpacTpykTypu. Ilepiia rpyna 3aBaanb 1mozn0
3araJibHOI KOOPAMHAIIIl MiCTUTH ITyHKT PO CTBOPEHHS 1 MATPUMKY (PyHK-
IIOHYBaHHS HAUIOHAILHOZO UEHMPY 3 YNPAGHIHHS 8 KPU30BUX CUMYAULAX
ma 3axucmy xpumuunoi ingppacmpyxmypu (dani — lentp). Take incTuTy-
LioHa/IbHe HOBOBBEAEHHS MA€ CIPUATU OPraHisaliiiHoMy 3a0e3IIeYeHHIO
POOOTH CUCTEMM 3aXHUCTy KPUTUYHOI iHGpacTpykTypu. LleHTp MOKe OyTH
CTBOPEHUH STK OKPEMUiT opraH abo K CTPYKTYPHA YACTHHA B MEKaX OPTaHy
BJIQJIM, AKWH Gy/ie BiAMOBifabHIIM 32 KOOPAMHAIIIIO AisIBHOCTI 13 3aXUCTY
kpuTuuHOi iHGpacTpykrypu. [omix dyukimiil [lenTpy MaoTh GyTH Taki,
3/IiiICHEHHSI SIKUX CIIPSIMOBaHe Ha BUPIIlIEHHs 3aBJaHb CUCTEMU 3aXUCTY
KPUTHUYHOI iHPPACTPYKTYPH, HEe BpAXOBAHUX Y HAABHUX JIEPKABHUX CHCTe-
Max (LIMBIJIBHOIO 3aXKCTY, GOPOTHOM 3 TEPOPU3MOM, IPOTUAIT KibGepsarpo-
3aM TOTIO ), 30KkpeMa (YHKIIi1, TIOB’sI3aHi 3 BUPIIIEHHSIM 3aB/IlaHb KOOPMHA-
il (BCix 3aBiaHb JaHOI IPYITN ), MATPUMKHY IPUAHATTS pitneHb (OirbImocTi
3aBJAHB ), MIKHAPOIHOTO CIIiBPOOITHUIITBA, & TAKOJK 13 YaCTUHOIO (DYHKIIII
JIBOX 1HIIUX TPYTI.

3aBHaHHsI 3aXUCTy KPUTHYHOI iH(GPACTPYKTYPU 3MIllyI0Th (POKyc
yBaru Ha Tomnepe/PKeHHs KPU30BUX CUTYaIlill, OB sI3aHUX i3 (DYHKITIOHY-
BaHHAM KPUTHYHOI iHGpacTpykTypu B Ykpaini. IToTpiGHO 3ayBasKuTH,
IO TIOHSITTSI KPU30Ba CUTYaIlisi He MAa€ OJJHO3HAYHOTO BU3HAYEHHS Y BiT-
YU3HSHOMY 3aKOHO/IAaBCTBi. BOHO BXKMBA€ETHCS 1 B MMPOKOMY PO3yMiHHI
SIK «KpaifHE 3aTOCTPEHHST MPOTUPIY, TOCTPA jecTabii3alis cCTaHOBUIA B
Oy ab-s1Kili cepi AisabHOCTI, periomi, Kpaini»*® abo sk CMHOHIM BOEHHO-IIO-
JITUYHOI KPU3U: «CTaH, M0 XapaKTePU3YETHCSA TPAHUYHUM 3arOCTPEHHSAM
perioHanbHoi a60 MiKHAPOAHOI BOEHHO-NIOJITUYHOI 0OCTAHOBKY, 32 AKOI
BHYEPITYIOTHCS MOKJIUBOCTI BPETYTIOBAHHS CITIPHUX MTUTaHb MUPHUMHU 3a-
cobaMu i HapoCTa€e peasbHa 3arpo3a 3aCTOCYBAHHS BOEHHOI CHITNY, i ¥ BY3b-
KoMy (TaJry3eBOMY ) PO3yMiHHI, HATPUKJIA/ [ cUcTeMU (hi3MUHOTO 3aXKC-

T3 mpumiTku B TekcTi 3akony Ykpainu «IIpo BHeceHHsI 3MiH 10 3aKOoHY YKpaiHu
«ITpo Pany HanionanbHoi 6e3texu i 060poHn YKpaiHus» M0/10 BIOCKOHAJEHHST KOOP/IH-
Haii i KOHTpoJIO y cepi HalioHAIbHOI Oe31eK 1 000POHI».
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Ty SIZIEPHUX YCTAHOBOK Ta S/IEPHUX MaTepiajiB: «CUTYaIlis, 0 CKJIAIacs
a00 MOJKe CKJIACTUCH BHACJIZIOK BYMHEHHS a00 3arpo3y BUMHEHHS JUBEP-
cii, kpagixkku ab6o GyIb-IKOTO iHIIOTO HE3aKOHHOTO BUJTYUCHHS A/IePHUX
matepiani»¥. Ilousarrs KPHU30BOI cuTyalii Uis KPUTHYHOI 1Hq)paCprK-
TYpU Ma€ MPOMIXHUN XapaKTep i BpaXOBY€ BIJIMB 30BHIIIHIX YNHHUKIB
6e3MEeKOBOTO CepeloBUIA Ta YNHHUKY (DYHKI[IOHYBAaHHS CaMUX 00’€KTiB
KpUTUYHOI iHppacTpyKTypu. [l YHUKHEHHS HEOAHO3HAYHOCTI HaJaMo
BU3HAUEHHS 1[bOI'O TePMiHa B TOMY PO3yMiHHI, B 4KOMY BiH BUKOPUCTOBY-
€ThCA B MaHill 3ejieHil KHU3].

Kpuzosa cumyauyis, nos’s13ana i3 GyHKIIIOHYBaHHSIM KPUTUYHOI iH(pa-
CTPYKTYPH — Ii¢ CUTYallisl, 32 IKOI BUHUKAIOTh i 3ar0CTPIOIOTHCS YNHHM-
KM, 3MIHIOIOTbCS YMOBH 41 XapaKTePUCTHKN 6e31eK0BOTO0 cepeoBuIa abo
cTaH (YHKIIIOHYBaHHS OKPeMUX 00’€KTiB KPUTUYHOI iH(PACTPYKTYPH Ta-
KM YHHOM, 1110 T[e CTAHOBUTH 3arpo3y 3abe3reueHHo Ge3nekn ta,/abo cTiii-
KOCTi KpUTUYHOI iH(DPACTPYKTYpH (OKPEMOTO CEKTOPY YU HOTO YACTHHM ).

Ortxe, came TOIEPEPKEHHST KPU3OBUX CUTYAIlil MA€ CTaTH TOJIOBHUM
CKJIAJTHUKOM POOOTH HAYIOHATILHOZO UCHIMPY 3 YNPABILIHHA 6 KPUIOBUX cumya-
yisaxma saxucmy Kpumwmoz ingppacmpyxmypu. IIpu 11boMy MAIOTh 3/11HCHIO-
BaTHUCS TIOCTIITHIIT MOHITOPUHT i BUSIBJIEHHST MOKJIMBUX KPU30BUX CUTYaIIii,
OB’ SI3aHUX i3 (PYHKIIOHYBaHHSAM KPUTHYHOI iHPPacTpyKTypu. Bukonanus
OCTaHHBOTO MOXKJIUBE JIUIIIE 32 YMOB CTBOpPEHHS B cTpyKTypi llenTpy miz-
po3aisy (BiyIiLy ), SIKUii BAKOHYBaTUMe (DYHKIiT, TPUTAMaHHI CUTYaIliiTHUM
LeHTpaM, OIIEPaTUBHO Ta B LLI0A000BOMY pexkuMi «24/7» 3ailicHIOBaTHME
yHKIii, TOB’s13aHHI i3 3aBJAHHSAMM TOJI0 MIATPUMKN TPUNHATTS PillleHb
y cucTeMi 3abe3MedeHHsT 3aXUCTy KPUTHYHOI 1HMPacTpyKTypu. 30KpeMa,
Takuii maposzain LleaTpy Mae B3aeMoIisitu (CTaHe HEeBil' EMHOIO YACTUHOTIO)
3 MEpeskero BIIOMYNX 1 KOPHOPATUBHUX CUTYalliHUX 1IEHTPiB (KPU30BUX,/
iH(popMaIiiiHO-aHATI THYHIX TOWIO). 3 OIJIsAAY Ha BUCOKI 300y TKH BiTYM3-
HIHUX BUeHUX y cdepi iHDopMaIiITHIX TEXHOIOTIi, TOCUTh ONTUMICTUYHO
CHPUKMAETBCA 3aBJAHHS TEXHOJIOTIYHOTO, METOJOJIOITYHOIO M KaJpoBOro
OCHAIIEHHST TAKOTO MiIPO3iIy 3 QYHKIISIMU CUTYAIITHOTO TIEHTPY.

[Ile omHUM HOBOBBEZEHHSM, 3aKJIaIEHUM Y TIEPETiK 3aB/IaHb 3aXUCTY
KPUTUYHOI iHPACTPYKTYPHU, € TMOHATTS «PEKUM (DYHKITIOHYBaHHS» 3a-
3HaveHol cucreMu. IToTpiOHO 3a3HAYUTH, HIO HA CHOTOAHI IIepeabadyeHo
BHOKpeMJIeHI PeskuMU (DYHKIIIOHYBaHHS B /IepsKaBHUX cUCTeMaX IUBiJIb-
HOTO 3axXHCTy (TIOBCSAK/IEHHOTO (DYHKITIOHYBaHHSI, TTiIBUTIIEHOI TOTOBHOCTI,
HaJ3BUYAlHOI cuTyallii, HaA3BUYAlHOTO CcTaHy), GOPOTHOU 3 TEPOPUIMOM
(3a piBHIMU TEPOPUCTUYHOI 3aTPO3U — HOPMATBHUM, MiABUICHUH, BU-
COKUH, KpUTUYHMI), (isuyHOrO 3axucTy (HOpMasbHe (PYHKITIOHYBaHHS,

¥3rifHo 3 BU3HAYEHHSMH HOPMATHBHUX Tajy3eBUX [OKYMEHTIB, 3aTBepIrKe-
Hux Hakasamu [lepskaromperymoBanns Big 28.08.2008 p. Ne 156 Ta Bixg 15.09.2011 p.
Ne 501/1001.
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IiJBUIEeHA TOTOBHICTD, (pyHKIiOHyBaHHSA y KPU30Bill cuTyauii, BiAHOB-
JIEHHST HOpMaJIbHOTO (hyHKITIOHYBaHHs ). He mifmsrae cymMHiBY, 10 pesku-
MU (PYHKITIOHYBAHHS [UX CUCTEM IIOB’sI3aHi 31 CTAHOM 3aXUCTY KPUTUUHOI
ingpacTpyktypu. OfiHAK TaKi pe;KUMU HE CITiBBIIHOCSATHCS 13 3aBIAHHSIMEI
3aXUCTy KPUTHYHOL iH(MPACTPYKTYpH i He MOXKyTh OyTH 3BeleHi pasoM y
€IMHY KAy JIUIS TOOYIOBY PEKUMIB (DYHKITIOHYBAHHST CHCTEMHU 3aXUCTY
KPUTUYHOI iHPpacTpykTypu. Takoxk mMOTPiOHO BPaxoByBaTH OCOOIUBOCTI
MPABOBUX PEXMMIB HAJ3BUYANHOTO CTAHY® Ta 30HU HAJ3BUYIANHOI €KOJIO-
rigaoi cutyartii*, Boeanoro crany®, siki Tesk TicHO IOB’s13aHi 3 QYHKILIOHY-
BAHHSIM 3aXUCTY KPUTUYHOI iH(DPACTPYKTYPH.

3 orJIsily Ha 3a3HavyeHe Ta Ha IPiopUTeT 3aBAaHHs IoNepe/i>KeHHs KPH-
30BUX CUTYaIlill /1T CUCTEMU 3aXUCTY KPUTHYHOI iH(MPACTPYKTypH, BU-
OKPEMHMO TaKi peskuMu ii (crcteMu) GYHKITIOHYBAHHS:

* TIOTIepe/KeHHST KPU30BUX CUTYAIlil (O/IHIET Y1 KOMIITIEKCY );

* YIIPaBJIiHHA B YMOBaX KPU30BO1 CUTYAITi];

* (DyHKIIIOHYBaHHS B PEKUMI HAI3BUYAHOTO CTaHY;

* (ODYHKITIOHYBaHHS B PEKUMi BOEHHOTO CTaHY.

Y uiit kracudikaiiii HOpMaTbHUN peskM (DYHKITIOHYBaHHS KPUTUIHOI
IHQPACTPYKTYPH € PEKIMOM MOHITOPUHTY Ta OIiHIOBAaHHS PU3NKiB BUHUK-
HEHHST KPU30BUX CUTYAIIiil 1 TOKIMKAHUH 3a6e3meunT Oe3nepepBHE TmoTe-
Pe/PKeHHST KPU30BUX CUTYaIlill. AKIINO K He BAAETHCSI YHUKHYTH KPU30BO1
cuTyallii, To CUCTEMA 3aXUCTY KPUTUYHOI iH(DPACTPYKTYyPU MAE TIEPENUTU B
HACTyTHUI pexxuM (PyHKITIOHYBAHHS — YIIPaBJIiHHS B YMOBaxX KPU30BOi CH-
Tyariii. BapTo 3ayBaxkuTi, 1110 KpU30Ba CUTYAllis MOXKe CKJIACTUCS B OKpe-
MOMY CEKTOpi KPUTHYHOI iH(PACTPYKTYpH, MPOTe depe3 B3aEMO3B SI3KHU
CeKTOpiB (B3a€MO3B’sI3KiB/BILUINBIB 00’€KTIB 13 PI3HUX CEKTOPIB) Taka
Kpu3a MOKe PO3MOBCIOUTHUCS HA BCIO KPUTUYHY iH(GPACTPYKTYPY Ta MaTH
Haiicepilo3Hill HACAIAKK [JIsI COLiabHO-eKOHOMIYHOIO PO3BUTKY, 060PO-
HOBJaTHOCTI YM HAI[lOHAJIbHOI Ge3IeKH KpaiHu.

PexxuM ynpaBs/iiHHsI B yMOBaX KPU30BOI cUTYaIlii 03HaYae HeOOXIiAHICTh
3aJTyuyeHHs HAJ3BUYAHUX 3aX0/[iB 33/I711 CTPUMYBAHHSI YNHHUKIB, TTOJIIII-
[IEHHST YMOB 1 XapaKTePUCTUK OE3EKOBOTO CEPEIOBUINA YU CTaHy (DYHK-
[IOHYBaHHS OKpeMuX 00’€KTiB KpUTUUHOI iH(pacTpykTypu Torro. Ileit pe-
JKUM 32CTOCOBYETbBCS TAKOXK TIPU BiJIHOBJIEHHI KPUTUYHOI iH(pacTpyKTypHu
mic/is 3AiCHEeHHS 3JI0BMUCHUX [ill, BAHUKHEHH aBapiil Ta 300iB, 3HAUHO-
TO BIJTUBY HeGE3MEUHUX TPUPOTHUX SIBUIIL.

¥]Ipo npasosuii pexxuM HaJ3BUUYAIHOTO CTaHy : 3akoH Ykpainu Big 16.03.2000 p.
Ne 1550-I1T [ Enexrponnuii pecypc]. — Pexxum goctyiy: http://zakon.rada.gov.ua/

¥]Ipo 30ny HAI3BUYANHOI €KOJIOTTYHOI cuTyalll : 3aKoH Y kpaiuu Bix 13.07.2000 p.
Ne 1908-111 [ Esntexrponnuii pecypc]. — Pexxum poctyiy: http://zakon.rada.gov.ua/

“]Ipo npasosuil pe;kuM BOEHHOTO cTaHy» : 3aKoH Ykpainu Big 12.05.2015 Ne 389-
VIII (B penaxiii Bix 11.06.2015 p.) [Enexrponnuii pecype]. — Peskum pocryiy: http://
zakon.rada.gov.ua/
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ITepexin 1o GyHKLUIOHYBaHHS y pekUMaX HaI3BUYalHOIO Ta BOEHHOIO
CTaHiB BifI0YBAEThCS i3 TIPOTOJIOIIEHHSIM BiITIOBITHIX IPABOBUX PEKIMIB.

BaxiuBoio ymoBoIO (DYHKIIOHYBaHHS KPUTUYHOI 1H(PPACTPYKTY-
pH Ta eJleMEHTOM YIPABJIIHHS B PI3HUX pEKMMAaX Ma€ CTaTH BU3HAYEHHS
TIPUHIIATIIB eKOHOMIYHUX B3a€EMOBITHOCUH Ta 1X 3MiH TIpU 3MiHI PeXNMiB
dynkmionyBanus. Oneparopu i fep:kaBa TOBUHHI YiTKO PO3yMiTH €KOHO-
MIYHI HACJIIKY Ta BiATOBIJATTBHICTD 32 BKUTTS 3aXO/[iB 3aXUCTy KPUTNY-
HOI 1H(MPACTPYKTYpH B KOKHOMY 3 peskuMiB ii (pyHkiionyBanus. [Ipore
B YNHHOMY 3aKOHOJIABCTBi HE BPETYJIbOBAHO TIOBHOIO Mipoto TUTaHHs di-
HAHCYBaHHS BUTPAT OIEPATOPIB KPUTUYHOI iH(DPACTPYKTYPH, 1O MOXKYTh
JIOJIATKOBO BUHUKATH B YMOBaX KPU30BUX CUTYyallid. BificyTHiCTh 4iTKO
IPOIKMCAHUX 30008 s13aHb 010 MiJICUIEHHS Oe311eKn 00’ €KTiB KpUTUUHOI
iHGpPacTPyKTYpH Ma€ OYTH YCYHEHO Y CIOciO PO3BUTKY BiAOBIAHIX HOP-
MATUBHUX JIOKYMEHTIB.

TpeTiM HOBOBBEIEHHSAM € CTBOPEHHS HAUIOHATLHOZO NAAHY 3AXUCMY
xkpumuunoi ingpacmpyxmypu (Oani — Ilnan). Meroio Takoro IOKyMeH-
Ta € JIeTAIBHUN OTJIS/l CUCTEMU 3aXUCTY KPUTUYHOI iHDPACTPyKTypH, 110
MICTUTh i BU3HAUEHHsSI CIIOCOOIB PO3BUTKY CHCTEMH, 1 3arajJibHHUl OINHUC
KOHKDETHUX MEeXaHi3MiB JOCATHEHHs 3aBaHb cucteMu. OcobIuBy yBary
B Ilnani HeOOXiMHO TPUMIIUTU OisiM 3 NONEPEONCEHHS KPUIOGUX CUMNYA-
yit"! 33U BUBHAYEHHSI MEXAHI3MIiB BUSIBJIEHHST Ta IMOM SIKIIIEHHSI 3aTPO3
kputuuHiil indpactpykrypi (ii cekropam). Ille ogHuM HOBOBBeJEHHSM
3aBJAHb CUCTEMU 3aXUCTY KPUTHYHOI iH(DPACTPYKTYPH, HA SIKY TOTPIOHO
3BEPHYTU yBary, € MiArOTOBKA HAUIOHANLHOL NPOEKMHOT 3a2posu Ot Kpu-
muunoi ingpacmpyxmypu. Ha cporogni B Ykpaini B pep:KaBHIi cuctemi
(dismuHOTO 3axUCTy HepeadadeHo po3pobeHHsS I MePioNIHE YTOUHEHHS
MIPOEKTHOI 3arpo3u, Mo (GaKTUYHO BU3HAUAE TIEPEJIiK THX 3arpo3 (Ta ixX Xa-
PaKTEPUCTUKHN ), Ha sIKi Ma€ OyT po3paxoBaHo (Hi3MIHUI 3aXUCT 00 €KTIB.
Xoya cucrteMa (i3sMUHOTO 3aXHUCTy CIPSIMOBaHA HA 3aXWCT JIMIIE OKPEMOi
KaTteropii 00’eKTiB (sIepHUX MaTepiaiB, IePHUX YCTAHOBOK, PaliOaKTHB-
HUX BIIXO[iB, IHITNX JKEPeJsl 10HI3yI0UOTO BUTIPOMIHIOBAHHS ), MEeXaHi3M
BU3HAUYEHHS MTPOEKTHOI 3aTPO3N € BAXJIUBUM 3 TIOTJISIY BU3HAYECHHS BU-
Mor 210 cucTeM (hisUYHOTO 3aXUCTY, 1, BIAIOBIIHO, 10 060B’A3KIB oliepaTopa
i3 3abesnevenna Gesnexku o6’ekTiB. Ha Hamty 1yMKy, JOCBij siaepHOI ramysi
IO/I0 PO3POOJIEHHS TIPOEKTHOT 3arpo3u MOKHA MOMMUPHUTH (i3 BHECEHHIM
BI/ITOBIJTHUX KOPEKTHB) 1 HA iHIIII CEKTOPU KPUTUYHOI iHDPACTPYKTYPH.

“Hanpukiaz, y Benukiit Bpuranii ypsinom pospobseno Ilnan npeBeHTUBHUX [Hiil
(National Preventive Action Plan: Gas) njis CEKTOPY Tra3olocTayaHHs B €HEepreTHILi
(nuB.: National Preventive Action Plan: Gas [ Enextponuuii pecype]. — Pesxxum gocryiry:
https://www.gov.uk/government/publications/national-preventive-action-plan-gas),
SIKUI Y3TO/DKYETHCS 13 3arallbHOEBPONEHCHKUMHI HOPMaMHU, BBeJleHUMH /IMPeKTHBOIO
Ne 2004/67/€C cTocOBHO 3ax0/IiB MO0 3abe3nedeHHst Oe3MepepBHOTO MOCTAYAHHS
IPUPOHOTO Tasy.
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5.2. Cy6’exmu cucmemu 3axucmy
Kpumuunoi inppacmpyxmypu

3BuyaiiHo, IPOBIZHY POJIb Y AisIbHOCTI, CIPSMOBaHiiil Ha 3a0e3IeueH-
Hs1 Oe3leKkn KpUTHYHOI iHppacTpyKTypH, Ma€ BigirpaBaTu aep:kaBa B 0co0i
VIOBHOBaXKEHMX Heto opraHiB. Ile cTocyeTbest HacamIiepesi CTBOPEHHS Biji-
MOBIiIHOI HOPMATUBHO-TTPaBOBOI Gasu. PoJib AEePKABHUX OPraHiB € TaKOXK
OUEBW/IHOIO JIJIs BUIIAJIKIB, KOJIM eJIEeMEHTU KPUTHYHOI iH(pacTpyKTypu
a60 IIOBHICTIO, 200 YaCTKOBO HAIEKATh JEP/KABI.

Pasom 3 TuM y Garathox KpaiHaX CBITY caMe B IIPMBATHiil BJACHOCTI
nepebyBae 3Ha4YHa, a MOAEKYAU I OCHOBHA YacTHHA O0’€KTIB KPUTHYHOI
inppacrpykrypu. Tomy, Hanpukiazn, y HamionanbHiit crparerii (6esmnekn)
KPUTUYHOI iH(DpacTpyKTypyu Kanamm miakpecaioeTbes, o «TOJOBHA Bif-
MOBIIAJIBHICTD 32 MiABUIIEHHS CTIHKOCTI/3aTHOCTI 10 MBUIKOTO BiTHOB-
serns (resilience) KpuTH4HOI iH(GPACTPYKTYPH 3AJIUIIAETHCS 32 BIaCHUKA-
MU Ta oreparopaMiu»i2. Y 3B’s13Ky 13 1M e(heKTUBHE JIeP:KaBHO-TIPUBATHE
napraepcTBo (dari — JIITIT) y cdepi Gesriekn 3arajoM i 3aXUCTy KPUTHIHO]
IHGPaACTPYKTYpH 30KpeMa € 4M He HAWBAKJUBIIINM CKJIATHUKOM 37iii-
CHEHH IeP>KaBHOI TOMITUKYU B IIbOMY HaIIPSMI.

CTOCOBHO BiZIIIOBIIAZIbHOCTI 32 3aXMCT KPUTUYHOI iHPPACTPYKTYPH
B ZepKaBi Ta KOOpAMHALII BiANOBIAHOI AisAbHOCTI, 3apy0isKHa IPAKTHKA
CBITYUTH PO MOKJTUBICTh PI3HOMAHITHUX OPTaHi3aIlilHNUX ITiIXO/IiB.

VY CIIIA, Hanpukiaz, 3a 6e3nexy KpUTHYHOI iHPPacTPyKTypH BiANOBI-
JIa€ CTBOpeHe Bizpasy micist tepopuctnyHux akTiB 11 Bepecus 2001 p. Mi-
HicTepcTBO BHYTPitHBOI Oestieku (Department of Homeland Security, DHS).
Cx0skuii 3 aMepUKaHCHKUM TTi/IXi] BAKOPUCTOBYEThCsI B Kanasi, /e anaso-
riuni QyHKII, 32 BUKJIIOYEHHSIM [TUTaHb Ge3IeKy Ha MOPi, BUKOHYE MiHic-
TEPCTBO CYCIILIbHOI Ge3IIeKU Ta TOTOBHOCTI 10 HaA3BUYaliHuX cuTyairiii Ka-
Hagu (Ministry of Public Safety and Emergency Preparedness of Canada).

¥ HimeuuwnHi KoOpAuHAIiS [iH MO0 3aXUCTY KPUTUIHOI iHppacTpyK-
TYPU Ha HallioHAJTbHOMY piBHI TOKIaneHo Ha Denepanbre MiHiCTEPCTBO
BHyTpiwHiX cupas (Federal Ministry of the Interior), y cucteMi sIKOro Biji-
MOBi/IHI OpTaHi3ailil Ta YCTaHOBU 3[iHCHIOIOTH OILIHKY 3arpo3 KPUTUYHIN
iHGpPacTPyKTypi, aHAMI3yIOTh MOTOYHI GE3IIEKOBI YMOBU Ta PO3POOJISIOTH
KOHIIETIIi1 3aXUCTy KPUTUYHOI IHPPaCTPyKTypH.

Y Besnukiit Bpuranii ypszoBa yctanoBa lleHTp 3axucTy HallioHATb-
Hoi iHdpacTpykrypu (Centre for the Protection of National Infrastructure,
CPNI), nionopsioxosana I'enepanvromy dupexmopy Cayxcou 6esnexu (MIS),
HaJla€ KOHCYJIbTATUBHI MOCAYTU ITPUBATHUM KOMIIAHISIM Ta OpraHizaligam
11010 (PizrmyHoi Ge3MeKn HalioHAIbHOI iIH(PACTPYKTYPHL.

“National Strategy for Critical Infrastructure [Enexropuuuii pecypc]. — Pesxnm
nocrymy: http://www.publicsafety.gc.ca/cnt/rsres/pbletns/srtg-crtel-nfrstretr/index-
eng.aspx
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¥ Ilosbiii 3aBgaHHs KOOPAMHAII 3aX0/iB IIOA0 3aXUCTy KPUTUYHOI
iH(bpPacTPyKTYpH TIOKJIafeHO HAa YpsimoBuii mieHTp Oesneku (Government
Centre for Security), sSsKuii € HaIMiHICTEPCHKOIO OPTaHi3aIli €0, T ITOPSIKO-
BaHoIO Oe3rocepennbo npem’ep-Minicrpy. Lum rentpom 6y10 po3pobaeHo
Harionanmpay iporpaMmy 3aXucTy KpUTUYHOI iHQPACTPYKTYPH.

B Yxpaini BifcyTHE BU3HaUeHHS KPUTUYHOI iHPPACTPYKTYyPH HA 3aKO-
HOJIaBYOMY PiBHi, TOMY BiICYyTHE I MOHATTS cy(’€KTA 3aXUCTY KPUTHIHO]
iHppacTpyKTypu. Y Haliii epkaBi CbOTOHI MapajieTbHO (PYHKIIOHYIOTh
€uHa cucTeMa 3amobiraHHs, pearyBaHHsT | IPUITHHEHHST TEPOPUCTUIHUX
akTiB Ta Minimizarii ix HacaigkiB (IlTosoxenns 3aTBepxeno [Tocrano-
Boto KabGinery Minicrpie Ykpainu Big 15.08.2007 p. Ne 1051), €xuna
Jeps;kaBHa cuctema 1uBiibHoro 3axucty (Ilosoxenns sarsepaxeno Ilo-
cranoBoo KaGinery Minictpis Ykpainu Big 09 ciunst 2014 p. Ne 11), ep-
’aBHa cucteMa dizmunoro 3axucty ([lopsimox dhyHKITiOHYBaHHS 3aTBEP-
mkeno Iocranosoro Kabinery MinicTpiB Ykpainu Bix 21 rpyaus 2011 p.
Ne 1337).

3a3HayeHi CMCTEeMHU CTBOPEHI, 30KpeMa, ISl 3aXUCTY JKUTTEBO BaKJIMBUX
IUISL JIepskaBy 00’€KTIB BiJl OKPEMUX BUIIB 3arpo3, IO 00YMOBJIIOE JOMiHyBaH-
HSI BIIOMYHX TAXOMIB 10 PO3B’si3aHHS O€3MEKOBUX MTPOGIEM HAI[IOHAIBHOTO
Maciiraly.

ITorpebye BUPpIillEHHSI TAaKOX MUTAHHS CTBOPEHHS €AMHOI JeprKaBHOI
CHCTEMU BUSIBJIEHHS U IOIEpeIKeHHs KibepaTak Ha 00’€KTH KPUTHYHOI
€JIEMEHTIB, CTBOPEHHS CUJI 1 3ac00iB BUABJIEHHS U IOIIEPEXKEHHA Kibep-
aTak, a TAaKOX OPTaHiB yIPABIIHHS Ta KOOPAWHAIIl PI3HNUX PiBHIB, /10 TIO-
BHOBaKEHHSI SIKUX Bi[HECEHO, 30KPeMa, 3a0e3TeueHHsT Ge3MEKN aBTOMATH-
30BaHUX CUCTEM YIIPABJIHHS 00 €KTIB KPUTHUHOI iH(DPACTPYKTYPH.

Yepes 00’eKTUBHY HEOOXIAHICTD 3a0e3IledeHHs 3aXUCTy Bix Kibepsa-
rpo3, aKTHBi3yBasacss pobOTa TOA0 CTBOPEHHS HAIIOHAJIBHOTO IEHTPY
KibepsaxucTy i nporuzii kibepsarposam, a TaKOK HAI[IOHAJIBHOIO IEHTPY
OTIEpPaTUBHO-TEXHIYHOTO yIIPABIIHHS MepekaMi TeJIeKOMYHIKaIliit Ykpai-
HU s 3a6esnederds notped 060pOHO3AATHOCTI JepKaBu B 0COOJMBUIN
mepioz (BiamoBiaHe 3aBAaHHS 3raayeThes B Pimenni PHBOY®).

V ciuni 2015 p. Kabiner MinictpiB Ykpainu Ilocranosoio Ne 18 3a-
tBepauB [Tonoxkenns nmpo Jlep:kaBHy KOMiciio 3 TUTaHb TEXHOT€HHO-EKO-
JIOriyHOI Ge3neky Ta HaA3BUYalHuX cutyauiit (dari — IomoskeHHs) Ta ii
CKJaj. 3TifHO i3 TIUM oKyMeHTOM Jlep:kaBHA KOMICisl 3 TUTAHb TEXHO-
TeHHO-eKOJIOTIUHOT Ge3MeKr Ta HaJ3BuIalHuX curyariiit (daxi — Jlepxas-
Ha HA/[3BUUAITHA KOMICisT) € MOCTIHHO [iI0YUM OpraHOM, IKWiT 3a6e311euye

BI1po nesiokaadmi 3aX0H MO0 3aXUCTyY YKpaiHu Ta 3MilIHEHHS 1l 000POHO3IaTHOC-
Ti : pimenns Paau HanionasnibHoi Gesiexu i oboponn Ykpainu Bix 28.08.2014 p. [Eex-
TpoHHuit pecype]. — Pexxum nocrymy: http://zakon.rada.gov.ua/
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KOOPAMHAIIIIO AiSIIBHOCTI IeHTPaJbHUX 1 MICI[€BUX OPTaHiB BUKOHABYOI
BJIa/IM, TIOB’43aHOI 13 3a0€3IICUCHHAM TeXHOTEHHO-EKOJIOTIUHOI Oe3IeKn,
3aXUCTy HaCeJIeHHS U TePUTOPIH Bifl HACTIAKIB HAA3BUIAWHUX CUTYaIlil,
OpraHizamiiHux 3aX0/iB MPOTU/il TEPOPUCTUYHIN AISATBHOCTI I BOEHHIN
3arposi, 3armobiraHHsa BUHUKHEHHIO HAJ3BUYallHUX CUTYalliil i pearyBaH-
HS Ha HUX.

[Tomixx ocHOBHUMX 3aBAaHb /lep:kaBHOI HaA3BUYANHOI KOMICIii 3a3Ha-
YeHO U Taki, 1o € GJU3bKUME 3a 3MICTOM JI0 3aBIAHDb 3aXUCTy KPUTHIHOI
indpacTpykrypu:

* KOOPAMHAIIISA MisIIBHOCTI IIEHTPAIbHUX 1 MiCII€BUX OPraHiB BUKOHAB-
901 BIAH O/I0 3206€3MeYCHHS:

— JKUBYYOCTi 00'€KTIB HAIlIOHAJIbHOI EKOHOMIKH Ta JE€P/KABHOTO
VIIPABJIHHS 7100 Yac peazyeanis Ha HA036ULAUNY CUMYAYIIo;

— cTabiIbHOTO (DYHKIIIOHYBaHHSI MAJTUBHO-EHEPTETUYHOTO KOM-
IJIEKCY Mi0 Yac BUHUKHEHHs HAO36UMAUHOT cumyayii, 371aro[KeHOT
pobOTH IIIPUEMCTB, YCTAaHOB Ta OpraHisaiiii s sabesnedeH-
Hs1 cTajol it GesnepebiiiHol poboT €xUHOI Ta30TPAHCIOPTHOI Ta
00’eiHAHOI eHEPreTUYHOI cucTeM YKpaiHu;

— Gesmekn Ta cTajiol poOGOTH TPAHCIOPTHOI iHMPACTPYKTYPH,
MOCJIYT MOTIITOBOTO 3B’SI3KY Ta BCiX BUIIB €JIEKTPUIHOTO 3B’SI3KY;

* BU3HAUEHHS NUISIXiB i CIIOCOOIB BUPINIEHHS TTPOOJIEMHUX MUTAHD,
110 BUHUKAIOTD ITiJI Yac TOPYIIEeHHS YMOB HAJIEKHOTO (QPyHKITIOHYBaHHS
00’ekTiB iHdpacTpyKTypH Ta Ge3MeKH KUTTEAISIBHOCTI HaCETIeHHS, 30-
Kpema y cdepax HamioHaabHOI 6e3eku i 060pOHH, eHepreTKH, hiHaH-
CiB, COIIaJTbHOTO 3aXUCTY, OXOPOHU 3[I0POB’S Ta HABKOJUITHLOTO cepe-
JIOBUTITA.

DopmasbHo TpUAHATTS 3a3HaueHoi [locTaHOBU 4acTKOBO BUPIIITYE MTHU-
TaHHS KOOPJIMHAILI il 11010 3aXUCTY KPUTUYHOI iH(DPACTPYKTYPH, TIPOTE
00MEKYEThCsI JIMIIE MeKaMU HaA3BUYAWHUX CUTYAllill y PO3YMIiHHI cucre-
MU IIUBIJIbHOTO 3aXUCTY.

CucrtemMHe KOMILIEKCHE BUPIMIEHHS] TUTAaHb 3aXUCTY KPUTUYHOI iH(ppa-
CTPYKTYPH HEMOKJIMBE B M€KaX HASTBHOI CUCTEMH ITUBLIBHOTO 3aXUCTY Ue-
PEe3 METOL0JIOTiUHI 0OMEKEHHS.

Bubip Tiei um iHmoi opranizamiiiHoi Mozesi 3aXUCTy KPUTHYHOI
iHppacTpyKTypu A YKpainu morpeOye PeTesbHOr0 BUBYEHHS 3apy-
6iskHOro noceimy. ITomepenHiil aHami3 CBIAYUTH PO IPUHHSATHICTD st
Ykpainu opranizaiiifHOTO TiZXOy, 3acTOCOBAaHOTO B cycinHiil [lopui,
B MeJKaxX sIKOTO MOKHA OyJi0 6 BUKOPUCTATH JAEsIKi YKPATHChKI HApaIlo-
BaHHS y CTBOPEHHI CUTYaI[iIHHUX IIEHTPiB HAI[iIOHAJIBHOIO i TaJy3eBOTO
PiBHIB 17151 106YI0BY HAIiOHAJIBHOI MEPEsKi PO3IOALIEHUX CUTYAIIITHIX
uentpis. OgHieo 3 ronoBHrX GYHKIIN 3a3HaveH0l Mepexi Mae OyTH iH-
(opmariiiiHo-aHATI TUYHA TATPUMKA HAI[IOHATBHOTO CUTYAIliiHOTO /KPH-
30BOTO IEHTPY.
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5.3. Pozeumox mexanizmie 3axucmy
Kpumuunoi inppacmpyxmypu 6 Yrxpaini

3axucT KPUTHYHOI iH(GPACTPYKTYpH — Ii€ CKJIQJ[HEe KOMILJIEKCHE 3aB-
JAHHS U KOKHOI JIepsKaBu, sKUMU 6 BeukuMu He Oyiu i1 pecypeu. Ha
OCHOBI aHaJi3y JOCBiy TPOBIAHUX KPaiH CBITY II0O/I0 3aXUCTY HAIlIOHAJIb-
HUX KPUTUYHUX 1HPPACTPYKTYP, a TAKOXK aHATI3Y CUTYyallii M0/10 3aXUC-
Ty TaKUX iHQPaAcTPYKTYyp B YKpaiHi, MPOMOHYEMO TaKi TOJIOBHI HATIPSIMHU
PO3BUTKY MEXaHI3MiB 3aXMCTy KPUTUYHOI iH(PACTPYKTYPH B HAIIIIH /iep-
JKaBi:

* CTBOPEHHST HOPMATUBHO-TIPABOBUX Ta OPTaHI3aI[iHHNX MEXaHi3MiB 3a-
XUCTY KPUTHUYHOI iH(DPACTPYKTYPHU;

* BU3HAYEHHSI IPIOPUTETHUX CEKTOPIB KPUTUYHOI iH(DPACTPYKTYPHU;

* BU3HAYEHHSI OPraHiB Jep;KaBHOI BJIAAW, BiAMOBIaTbHUX 32 ¢op-
MyBaHHS Ta peasizallilo Jep;KaBHOI MOJIITUKKU IIOA0 3aXUCTY KPUTUYHOI
IHQPacTPYKTypH, YiTKUN PO3MO/IIJ BiMOBIAATBHOCTI MiXK yciMa yJacHU-
KaMW¥ TIPOIIECiB,/3aX0/IiB i3 3aXUCTy KPUTUIHOI iHPPACTPYKTYPH;

* po3pOGJIEHHST T 3aTBEPIKEHHST KPUTEPIIB Ta METOJIOJIOTIi BifiHECEH-
Hs1 00’eKTIB (He3aneKHo Big IX GopMU BIACHOCTI) 10 MEPENiKy KPUTHIHO]
iHppacTpyKTypH;

* VIOCKOHAJIEHHST CUCTEMH MOHITOPUHTY CTaHy OO’E€KTiB KpPHUTHY-
HOI 1H(MPACTPYKTypH, aHai3y Ta TIPOTHO3YBAHHS 3arpo3 KPUTHUYHIN
iH(bpacTPyKTypi, BUBHAUEHHS IUISXiB i CHOCOGIB 3MEHIIEHHST PU3UKIB,
MOB’43aHUX i3 (DYHKIIIOHYBAaHHAM KPUTUYHOI iH(DPACTPYKTYPH, MiJIBUIIIEH-
HST HaAIHHOCTI, 5KUBYYOCTI Ta CTIHKOCTI 00’€KTiB KpUTHYHOI iH(PpacTpyKTy-
pH, 3am0biraHHs BAHUKHEHHIO Ha HUX HA/3BUYalHUX CUTYaITiif;

* YIOCKOHAJIEHHS MEXaHI3MiB /IeP>KaBHO-IIPUBATHOTO HapTHEPCTBA,
BHU3HAYEHHS JKepesl (hiHaHCYBAHHS 3aXUCTY KPUTUYHOI iH(PACTPYKTYPH;

* YIIPOBA/KEHHI IHHOBAIIMHUX PO3POOOK Ta BIOCKOHAJIEHHST HASTBHUX
3ac00iB 3a0e3reueHHst Oe3leKU Ta 3aXUCTy O0’€KTIB KPUTUYHOI iH(pa-
CTPYKTYPU;

* PO3pOOGJIEHHS I YITPOBA/KEHHS CTAHAAPTIB, TIPABUJI, TEXHIYHUX YMOB
3aXMIIEHOCTI 00’ €KTIB KpUTHYHOL iHPPACTPYKTYpPH;

* YIPOBA/)KEHHSI B CHUCTEMY YIPABJIiHHSA iSJIBHICTIO OIEepaTopiB
«KyJIbTYPH YIIPaBIiHHS PUSUKAMU»;

* YIOCKOHAJIEHHSI CHCTEM i PEXKMMIB OXOPOHU 00’€KTIB KDUTUUHOI iH(D-
PacTpyKTypu;

* 3aJIy4eHHs eKCIIePTHOTO CIiBTOBAPUCTBA, TPOMAJICBKOCTI, TIONIMPEH-
Hs iH]OopMaTlii Ta TepeoBUX NOCATHEHD, IMATOTOBKA KaAPiB, TPOBEICHHS
TPEeHYBaHb i HAaBYAHb;

* YCYHEHHSI [UKEPEJT 3arPO3, 3MEHIIEHHST PiBHSI 3aTPO3 Y c1ocil 3acTOCy-
BaHHSI KOMIUIEKCHUX OE3IEKOBUX 3aX0/(iB (HAMPUKIIAMA, Y MEKAX CUCTEMU
6opOTHOH 3 TEPOPUBMOM);
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* PO3BHUTOK MIsKHAPOAHOTO CIIiBPOOITHUIITBA 3 MUTaHb 3aXUCTy KPH-
TUYHOI iHPPACTPYKTYPH.

[l 3ampoBa/iKeHHS 3arajbHOTO IMiAXOAY [0 3aXUCTy KPUTHUYHOI
iHgpacTpyKTypu B Y KpaiHi nepiioyeproBuMu MOKHA BBAJKATU TaKi KPOKHU.

IIfodo 3abesnevenns HOPMAMUBHO-NPABOBO20 PE2YNIOBANHS 3AXUCTY
Kpumuunol ingppacmpyxmypu:

* BU3HAUEHHSI OCHOBHUX TEPMiHIB (KpUTUYHA iH(GPACTPYKTYpa, 3aXUCT
KPUTUYHOI iHPPACTPYKTYPH, OTIEPATOP KPUTHUIHOI iH(PPACTPYKTYPH TOIIIO);

* 3alIPOBA/KEHHS TOPSANKY ifieHTU(diKaiii (BU3HAUEHHS TEPEJTiKy)
00’€KTiB KpUTUYHOI iHDPACTPYKTYPH;

* 3aITPOBAIKEHHST TIOPSIIKY 3MiHU PEXUMIB (DYHKITIOHYBAaHHS CUCTEMU
3aXUCTY KPUTUYHOI iH(PPACTPyKTYpH 3aJIE3KHO BiJl BU3HAYEHOTO PiBHS 3aTPO3;

* BPEryJIOBaHHS HOPSIAKY OOMiHY iHdopMaliiero, 300py AaHUX PO
00’€KTH KPUTHUHOT iHPPACTPYKTYPHU, 3arPO3K Ta PUSUKH JIJIST ITX 06 E€KTIB.

IIodo incmumyuyitinozo sabesneuennst 6i0N0GIOHUX 3ax00i8:

* CTBOPEHHSI HAUIOHATHHOZO UEHMPY 3 YNPABHIHHA 8 KPUI0BUX CUMYali-
X MA 3AXUCTY KpUmuunoli ingpacmpyxmypu, 3adesrederHs opratisaiiii-
HO-TEXHIYHOI Ta HAYKOBOI MATPUMKHN (DYHKITIOHYBAHHS B HOTO CTPYKTYpi
CHUTYAI[ITHOTO IIEHTPY SIK By3Jla MepeXki CUTyalliiHUX IIeHTPiB, MoOy1oBa-
HOI Ha OCHOBI €JIMHNX PETJIAMEHTIB B3a€MO/Ii1 Ta YHi(hiKOBaHUX METOIOIO-
rYHAX Ta opraHisauif/’IHMX IiIXO/IIB;

* IIPOBE/ICHHST aHamisy Ta OUiHKH (bynkiionyBaHHs HasBHUX Tajy3e-
BIX CUTyalliiHUX I[EHTPiB (30KpeMa iX arapaTHOro, METO0JIOTIYHOTO, Kajl-
POBOTO 3a0e3TeYeHHsT) 3a//Is1 CTBOPEHHSI HAIIOHATBHOI MEPEKi PO3Mmozi-
JIEHUX CUTYAI[iHUX MEHTPIB, OAHIE0 3 TOIOBHUX (DYHKINH KO Mae GyTu
iH(hopMaItiiiHO-aHATI THYHA MATPIMKA [ 0JI0BHOTO CHTYAITiITHOTO TIEHTPY;

IIo0o opeanizayiiino-mexuiumnozo, Memooon0ziunozo i Kadpoeozo 3abe3-
neuennsi:

* po3pobJIeHHsT METOOJIOTII BigHeceH s 06’ €KTIB 10 KpUTUYHOI iHppa-
CTPYKTYpH;

* po3po0JIEHHST METOOJIOTI] BU3HAYEHHSI CTaHy O0'€KTiB KPUTUYHOI
iH(PaCcTPYKTYypH, a TaKOXK OIIHKU e(PEeKTUBHOCTI pearyBaHHs Ha Ha/l3BU-
YaiiHi cuTyallii Ha Takux 00’eKTax;

* YIOCKOHAJIEHHS CUCTEM MOHITOPUHTY, 30KpeMa AUCTaHIliiiHe 30HTY-
BaHHS 3eMJTi, CUCTeM MTPOTHO3yBAaHHS i MiZITPUMKY TPUWHSTTS PillleHb;

* PO3POOJIEHHS Ta BIPOBAKEHHS CUCTEMH THATPUMKY TTPUHHSITTS Pi-
IIeHb JI7151 HalliOHATBHOTO CUTYAIIfHOTO IEHTPY;

* po3po6JIEHHST PEKOMEH/IAITI T [10/I0 3aT0YaTKyBAHHS IIIBOBUX KOMII-
JIEKCHUX MPOrpaM HAYKOBUX JOCJIJIKEHD 1 GLJIbII aKTUBHOTO 3aJIyYeHHS
IIPUBATHOTO CEKTOPY /10 (PiHAHCYBAaHHA IOCJIKEHD 32 TEMATUKOIO 3aXUCTY
KPUTUYHOI iH(DpacTpyKTypH;

* I/IFOTOBKA Ta IIepeliirOTOBKA KaJpiB 32 TEMaTUKOIO 3aXMUCTy KpH-
TUYHOI iIHGPACTPYKTYPH, OPTaHi3allis creliaTi3oBaHuX TPeHyBaHb Ta Ha-
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BUAJIbHUX KyPCiB Ha 6asi BiKe HASBHUX HABYAJIBHUX IEHTPIB y siiepHiii ra-
Jy3i, y cepi UBLIBHOTO 3aXUCTY TOTIIO.

IIo0o samyuenns Gisnecy ma zpomadcokocmi 00 supiwenis npoonem 3a-
besneuenns saxucmy Kpumuunol inppacmpyxmypu:

* iHOpMyBaHHsI HaceJIEeHHs LIOA0 OCHOBHMX I[ijIell 3aXUCTy 00 €KTiB
KPUTUYHOI iH(DPACTPYKTYpH;

* Oprasisaiist IepKaBHO-TIPUBATHOTO TTAPTHEPCTBA y cepi 6esnexy;

* CTBOPEHHSI YMOB/CTHMYJIiB y4acTi KOMIIaHiif-onepaTopiB (BJacHU-
KiB) y 3a0e3Ie4eH i 3aXUCTy KPUTHUHOI iH(DPaCTPYKTYPH;

* [IATPUMKA HaI[iOHAJbHUX BUPOOHUKIB Ha PUHKY OE3IEKOBUX MOCIIYT
(3okpema y cdepi kibepbesiexn);

* CTBOPEHHS Ta MiZITPUMKA (DYHKITIOHYBAHHS BIIMOBITHUX KOHCYJIbTa-
MIMHUX, OPAAINX TPYII TOIIIO.

6. Kputuuna indpacTpykrypa B acnekri
€BPOiHTerpaniiiHOro Kypcy YKpaiHu
Ta MibKHapOAHE CIIiBPOOITHUI[TBO

Yepes cBoe reorpadivne po3TallyBaHHs YKpaiHa Ma€ 0COGIMBO TiCHI
3B’SI3KU 3 EHEPTETUYHOIO i TPAHCTIOPTHOIO 1H(MPACTPYKTYPOIO KPaiH — 4Je-
HiB €C. Hama kpaiHa € HeBiz'€éMHOI0 4YaCTMHOIO IJ100aJbHOrO Kibep-
IIPOCTOPY, TOMY, 3 OIJISIAY Ha Cy4acHi reonoiTHYHI peajii, moTpiGHO yCBi-
JIOMJIIOBATH, 1110, HAIIPUKJAJ], Ta30TPAHCIIOPTHA cUCTeMa YKpaiHM MOKe
PO3TJSAIATICS €BPONEHCHKUMU W TPAaHCATIAHTUYHWMY IapTHEPaMU SIK
€JIeMEHT KPUTHYHOI iH(DPaCTPYKTypHU 3araIbHOEBPOTIEHCHKOTO 3HAUEHHS.

Migmucannst 21 6epesnst 2014 p. nosituunoi (a 27 yepsus 2014 p. i
€KOHOMIYHOI) YacTHHHU YTOAU MPOo acomianio®, noganpmia ii patudikaris
VkpaiHoo Ta HU3K0I0 Kpail — wieHiB €C 06yMOBIIOIOTh HEOOXIAHICTh BU-
3HAYEHHS TIEPIIOYEPTOBUX KPOKIB, sIKi TIOBUHHA 3pO6GUTH YKpaiHa 3 METOIO
MIPUBE/IEHHS CBOIX IMiIXO/IB y chepi 3aXUCTy KPUTUIHOT iHDPACTPYKTYPH Y
BiJIOBITHICTB IO MiJIXO/IiB, 3aCTOCOBYBaHUX Y it cepi B €C.

B €C cTBopeHHs TPaBOBUX Ta OPTAHI3AIIITHUX MEXaHi3MiB 3aXUCTY KPH-
TUYHOI iH(ppacTpykTypu OyIio iHinioBano B 2004 p. y 3BepHenHi €Bporeii-
cbkoi Paau 1o €sponeiicbkoi Kowmicii (dazi — €K), B sikomy €K mopydanocst
MZITOTYBATH 3arajibHy CTPATETii0 3aXUCTy KPUTUYHOI iHGPACTPYKTYpu. Y
xoBTHI 2004 p. €K onpumoanmia odiriiiHe moBioMIeHHS ™, B TKOMY Mic-

“Yz00a ipo acorianiio Mizk YKpaiHoio, 3 ofiHiel cTOpoHH, Ta €BPOTIEHCHKUM COI030M,
€BporeiicbKIM CIiBTOBAPUCTBOM 3 aTOMHOI €Heprii 1 iXHIMU iep:KaBaMu-YJIeHaMH, 3 iH-
moi croporu [Enekrponnuii pecype]. — Peskum goctymy: http://zakon4.rada.gov.ua/
laws/show /984 011

% Critical infrastructure protection in the fight against terrorism : Communication
from the Commission to the Council and the European Parliament, 20 October 2004
[Enexrponnuii pecypc]. — Pexkum gocrymy: http://eur-lex.europa.eu/
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tuBcs orysiz it €K y miit cdepi Ta mporosutlii CTOCOBHO JIOZIATKOBUX 33aX0-
JIiB 3apajiy BIOCKOHAJIEHHS €BPOIIEHCHKOI CHCTEMU 3aII00iTaHHsL, TOTOBHOCTI
i pearyBaHHS TI0JI0 TEPOPUCTUYHUX ATaK, CIIPSIMOBAHUX TIPOTU €JIEMEHTIB
kputuyHoi iHgpactpykrypu €C. Y TOBiJJOMJIEHHI HATOJIONIYBAJIOCS, 1110
MiAXiJ 0 3aXKMCTy KPUTHYHOI iHGPAaCTPYyKTypH ¥ Beix kpainax €C mae GyTu
METO/IOJIOTIYHO GJIM3bKUM. 3a6e3MeYnTH BIIPOBAKEHHS Ta peasisario Ta-
KOTO 3aTaJIbHOTO MiIX0y MaloTh €Bporelichka IporpamMa 3aXucTy KpUTHY-
Hol irdpactpykrypu (dari — €TI3KI) ta €sporneiichka iHbopMmariiita me-
peKa ToriepeiKeHHsI 3arpo3 KputuuHiit indpactpykrypi (European Critical
Infrastructure Warning Information Network, dani — CIWIN).

B odimiitnomy nosimomsenni Ne 786 3a 2006 p.® €K pexomenmysasa
BciM Kkpainam €C B:RXUTH 3aX0/1iB, 3a3Hauennx B €II3KI:

* pO3pOOUTH HalliOHAJBHY TporpaMy (IJIaH) 3aXUCTy KPUTUYHOI
iH(PACTPYKTYPH K TOKYMEHT, IO MA€E MPABOBY CHIY;

* 33JI0BOJIBHUATH TaKWil PiBEHb OXOPOHU 3/[0POB’S, TEXHOJIOTIUHOI Oe3-
[IEKH, COLIIaJIbHO-eKOHOMIYHOTO 106p0o6yTY, SKUil O1 rapaHTyBaB CTIMKICTH
Hallii /10 3arpos;

* yHiDIKYBaTH 3yCHUJISI, CHPSIMOBAHI HAa 3aXUCT KPUTUYHOI iH(]pa-
CTPYKTYPH, HAZABIIN €INHOMY J€P>KaBHOMY OpPTaHy, IO Ti/A3BITHUH i3
IIbOTO MUTAHHS, PYHKITT KOOPAWHATII /il [ep:KaBHUX OPTaHiB BIAIH, sIKi
CHETiai3yI0ThCSA Ta MAIOTh TiCHI 3B’A3KM 3 Taly3sMU IIPOMUCJIOBOCTI, 110
SIKUX HAJIEXKATH 00’ €KTH KPUTHYHOL 1H(bpaCprKTpr

* BU3HAYHUTH OPraHu JIepKaBHOI BJIa/li, Bi/MOBIATbHI 32 CEKTOPH KPH-
TUYHOI iIHPPACTPYKTYPH, Ta BiJIIOBI/IHI IPUBATHI KOMIIaHiI;

* CTBOPUTH YMOBH JIJis1 €(DeKTHBHOI B3a€MO/Iii Ta 0OMiHY iH(popMaIii€o,
JTAHUMHU ¥ IOCBiZIOM MiXK Kpainamu — uieHamu €C, ypsIoBUMEU CTPYKTYpa-
MU Ta IPUBATHUM CEKTOPOM;

* 3p00OUTU BHECOK y CTBOPEHHSI TapMOHI30BaHOI METOZOJIOrI Ha PiBHI
€C Ta 3arabHOEBPOIENCHKOI CUCTEMU aHATI3y PU3UKIB.

ITponosuiiii mogo0 MpoLeAypy Ta KPUTEPiiB BUSHAYEHHS 00’€KTIB KpH-
THYHOI iHPPACTPYKTYPH Ha 3arajibHOEBPOIIEHCHKOMY PiBHI GYJIO TIPEICTaB-
Jsieno B 3eseniit kuausi (2005 p.)"": posrasinyTo 11 cexTopiB KputndHoi indpa-
CTPYKTYPH, SIKi OXOIUTo0Th 37 TijacekTopiB. Hazami mix dac migrotoBku
mnpoekry JIupexrisu, 6yao BusHadeno 11 cexropis i3 29 migcekropamu’®, a

6On a European Programme for Critical Infrastructure Protection: COM/2006,/786
final [Enexrpornmuii pecypc]. — Peskum gocrymny: http://eur-lex.europa.eu/

"Green paper on a European programme for critical infrastructure protection :
COM/2005/576 final [Enextponnuii pecypc]. — Pexum nocrymy: http://eur-lex.
europa.eu/

SProposal for a Directive of the Council on the identification and designation
of European critical infrastructure and the assessment of the need to improve their
protection : COM/2006,/787 final [Enekrpounuii pecypc]. — Pexum nocrymy: http://
eur-lex.europa.eu/
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BKe B yxBaseHiit [lupextusi €K sraayiorses TinbKY Ba CEKTOPH EBPOIIET-
CHKOI KPUTHYHOI iH(DPACTPYKTYPH, IO CKIATAOTHCS 3 BOCBMU MiZICEKTOPIB:

* eHepreTrKa (eJeKTpoMepexRi Ta 06’€KTH 3 TeHepyBaHHS U repena-
4i esekTpoeHeprii; HadronepepobHa i HaPTOBUAOOYBHA IPOMUCIOBICTD,
HaTOMPOBOIM Ta CXOBUINA; Ta30BUI00YBHA TPOMUCIIOBICTD, Ta30MTPOBOIH,
TePMiHAJM 3PiKEHOTO Ta3y);

* TpaHCOpPT (aBTOMOOLIBHUMN; 3a/i3HUYHWIL; aBialliiiHUil; piuKOBHA
(broT; okeaniuaMil i MOPCHKUIL (DJIOT 1 TOPTH).

Boptouac [TupekTUBO0O HE 3a00POHEHO BU3HAYATH HAI[IOHAJBHI KPU-
TUYHI iHDPACTPYKTYPH B iHIITUX CEKTOPAX.

[Mlomo CIWIN, To OCHOBHUM 3aBJIaHHSIM I[i€i MEPEXKi € CTBOPEHHS iH-
CTPYMEHTIB KoopauHaLii Ta iHdopMamiiHoro o6MiHY HIOAO KPUTHYHOI
iHppacTpyKTypu Ha 3arajbHOeBporeiicbkomy piBHI. CIWIN xapakrtepu-
3YETHCST BUCOKMMHU BUMOTaMu /10 3abe3rnedeHHs iHhopMaIliitHoi Ge3nex,
OCKIJIBKY B MePeski 00pOoOJISIETCST iH(MOPMAITist, 9y TJIMBA 111010 3a6e3meyeH-
Hs1 Oesrekn 06’ €KTiB KpUTHYHOIL iHdpacTpyKTypu.

Otxe, iz yac po3pobIeHHs CUCTEMU 3aXUCTY KPUTUYHOI iHppacTpyK-
Typu B YKpaiHi, 3 OTJIg/ly Ha €BPOIHTETpaIliiHNII KypC HAIOi /lep:KaBHy,
HeoOXiIHO CIPSIMYBATH 3yCHUJLIS HA JOCATHEHHST Y3TO/KEHOCT] HaI[iOHAIIb-
HOTO 3aKOHO/IABCTBA 3 HOpMAaTUBHNME akTamu €C 110710:

* 3araJIbHUX MPUHIIUIIIB 3aXUCTY KPUTUIHOI iHPPACTPYKTYPH;

* TIyMaueHHs OCHOBHUX TepMiHiB (nuB. [ox. B);

* BU3HAYEHHS <KOHTAKTHOT TOUKI»"!;

* Y3TO/PKEHOCTI 10/I0 TIPIOPUTETHOCTI 3aXUCTy KPUTHUYHOI iH(ppa-
CTPyKTYpH (BUOOPY MPIOPUTETHUX CEKTOPIB i BIAMOBIAHUX IiICEKTOPIB
KPUTUYHOI iH(GPACTPYKTYPH;

* METOJIOJIOTIH TIOPIBHSIHHSI Ta BU3HAYEHHSI MPIOPUTETHUX OO'EKTIB y
PI3HUX CEKTOpax;

* ypoBajpkeHHsT YuHHUX B €C cTaHAapTiB 3aXUCTY KPUTHUYHOI iH(pa-
CTPYKTYPHU.

Heo6xigHo Takok 3ayBakKUTH, 110 B poIieci Po30YI0BH CHCTEMHU 3a-
XHUCTY KPUTUYHOI iH(PPACTPYKTYpH B YKpaiHi OTPIOHO BPaxOBYBATH TON
(akt, 110 BiAMOBiIZHO 10 YTOAM PO acollialliio B YKpaiHi BjKe CTBOPEHO
MexaHi3M paHHLOTO TONEpPe/KeHHS, TPU3HAYEHUU [JIsT PAHHBOTO OIli-
HIOBAHHS IIOTEHLIMHMX PU3UKIB i MpobjeM, IIOB'A3aHUX i3 IIOMUTOM Ta

“On the identification and designation of European critical infrastructures and the
assessment of the need to improve their protection : Council Directive 2008/114/EC
[Enexrponnwuii pecypc]. — Pexum mocryiy: http://eur-lex.europa.eu/

N Accompanying document to the proposal for a Council decision on creating a
Critical Infrastructure Warning Information Network (CIWIN) — Impact assessment :
commission staff working document SEC/2008,/2702 [ Enexrpontmuii pecypc]. — Pesknum
nocryny: http://eur-lex.europa.eu/

13 anru. — «point of contact».
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MIPOIO3UITIEI0 HA TIPUPOJHUI ra3, HadTy YN eJeKTPUYHY eHepTilo, Ta JJIs
ToTiepe/KeHHsT 1 MBUAKO] peakIlil y BUIIAJKy Ha/J3BUUYAHOI CUTYaIlii 41
3arpo3u HAJI3BUYAHOI CUTYAIIi].

Oco6JBY yBary B IIPOIeCi PO3BUTKY HalliOHAIbHOI HOPMaTHBHO-TIPaBO-
Boi 6asu y cdepi 3aXUCTy KPUTUYHOI iHGPACTPYKTYPH IIOTPIOHO MIPUAIIUTH
MOKYMEHTaM, TIPU3HAYEHUM MaKCUMATbHO HaOJIM3UTA BUMOTH HAIIOHAID-
HOTO 3aKOHOZIABCTBA [I0 BUMOT OO (DYHKITIOHYBAHHS Ta 3aXUCTY KPUTHY-
HOi iH(pPACTPYKTYPH B Tary3i €HEePreTUKU i TPAHCHIOPTY, BUSHAUEHUX Y /U~
pektrBax €C i BKazaHuUX B YTOi 1Ipo acormiariii Mixk Ykpainoto ta €C2

* Tupextusa Ne 2005/89/€C mozno 3axois i3 3abesneyenns Oe3IeKn
MTOCTaYaHH eJIEKTPOEHEPTil Ta iHBeCTUIIH B iHGPACTPYKTYPY;

 TupextuBa Ne 2004/67 /€C cTOCOBHO 3aXO0AiB 1040 3a0€3Ie4eHHS
GesrepepBHOTO TocTavanHs mpupognoro rasy (y 2010 pormi Jupekrusa
Oysa 3aminena Pernmamentom Ne994/2010 mozxo 3axofisB 3abe3ledeHHs
6e31eKH ra3omnocTayanHs )’

» lupextua Ne 2005/65/€C €Epponeiicbkoro [lapramenty ta Paan
Biz 26 sxoBTHA 2005 p. 1Ipo MocHIeHHs Ge3eKH IIOPTIiB;

¢ Perimament (E€C) Ne 725/2004 Bix 31 GepesHst 2004 p. 11po HOCHIEHHST
Ge3IEKH CY/IeH Ta TOPTOBUX CIIOPYI;

» lupextuBa 2004/49/€C €sponeiicbkoro Ilapaamenty ta Paan Bij
29 kBitHs 2004 p. 1po Ge3nexy 3amizauilp y CriiBTOBapucTBi®S;

* Pernament (€C) Ne 336/2006 €sporeiicbkoro [Tapiamenty ta Pagu
Bix 15 smororo 2006 p. mpo immiemenTaniio MiKHapOAHOTO KOJEKCY 3
yIpaBJiHHs 6e311eKor0 B Meskax CriBroBapucTsa®,

BapTo migkpecanT BaXKIWBICTh (DOPMYBAHHS MiKHAPOIHUX PAaMKO-
BUX YTOJ MIOJO 3aXUCTy KPUTHUYHOI iH(GPACTPYKTypH HA TI0OATBHOMY
piBHI. ¥ maHOMY KOHTEKCTI mifirotoBka rpymnoio ekcreptiB OOH mpoekty
MeMopaHayMy [po HeHaraz Ha 06’€KTH KpUTUYHOL iHpPaCTPYKTypPH 3 BU-
KOPUCTAaHHAM iH(OPMALIHHIX TEXHOIOTIH Moxe OYTH MPUKIALOM TaKoi
iHimiatuBu. YKpaiHa Takok Mac GpaTé aKTUBHY y4yacTh y Takux (opMmax
CIiBPOOITHUIITBA.

2/lodamox XXVII go Yroau npo acomuiauiio [Enxekrponnuii pecype]. — Pexxum mo-
CTYILY: (lllgtp: //www.kmu.gov.ua/docs/Agreement/Annex XXVI _to XLIII to_ Agree-
ment.p

3 Directive 2004/49/EC of the European Parliament and of the Council of 29
April 2004 on safety on the Community’s railways and amending Council Directive
95/18/EC on the licensing of railway undertakings and Directive 2001/14/EC on the
allocation of railway infrastructure capacity and the levying of charges for the use of
railway infrastructure and safety certification (Railway Safety Directive

On the implementation of the International Safety Management Code within the
Community and repealing Council Regulation (EC) No 3051/95 : Regulation (EC) No
336,/2006 of the European Parliament and of the Council of 15 February 2006 [Exek-
tpounuit pecypc]. — Pesxxum pocrymy: http://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX%3A32006R0336
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7. OCHOBHi BUCHOBKI

3eJjleHa KHUTA OKPECJIMJIA IUPOKUI CIIEKTP IMUTaHb, OB’ SI3aHUX i3 3a-
XMCTOM KPUTUYHOI iH(MPACTPYKTYPH. Y Hill MICTUTBCS SIK aHAJI3 CUTYaIlil
B YKpaiHi I[0/I0 BUPIIIIEHHS 3aBIaHb 3aXUCTY OKPEMUX TPYIl 06’ €KTIB KpH-
TIUYHOI IH(PACTPYKTYPH, TAK i aHAJII3 JOCBIAY MTOOYA0BU CUCTEME 3aXUCTY
KPUTHUYHOI iH(GPACTPYKTYPHU y TIPOBITHUX KpaiHaxX cBiTy. He mpuMentyoun
3HAUEHHS {HITUX TUTaHb, yBary c(hOKyCOBAHO HA acIeKTaX, OB’ I3aHUX T1e-
penycim i3 popMyBaHHAM JIEPKABHOI TOJIITUKY B 11ii chepi Ta CTBOPEHHIM
y MailbyTHHOMY CUCTEMH 3aXUCTy KPUTUYHOI iHPPaCTPYKTYpH B Y KpaiHi.

1. Huni 3axucT KpUTHYHOI iHOPACTPYKTYPU € CKJIAIHUKOM Oesiie-
KOBOI TOJIITUKY 1 HA HAIlIOHATHPHOMY PiBHI OKpeMux Kpain — 4ieniB €C
ta HATO, i Ha MIXXHAPOTHOMY — B MeXXKax 3a3HAUEHOTO MiXIep:KaBHOTO
o0’€THaHHS Ta BOEHHO-MOJITUYHOTO OJOKy. [ljist YKpaiHu, 3 orisiay Ha
CKJIa/(HY GE3MEKOBY CUTYAIIIIO, 3aBaHHsI CTBOPEHHS CUCTEMU 3aXUCTY KPHU-
TIUYHOI IHPPaCTPYKTYpU MOsKe 3aaTics HaaTo amOiTHuM. IIpore iioro 1mo-
CTYIIOBE BTLJIEHHS B JKUTTSI YMOXKJIMBUTD 3MIIIHEHHS CUCTEMU 3aXUCTY Ha-
L{ioHAJIbHOI 6e3IeKH, TOCUIUBILY il 3JATHICTD 10 NONEPEIKEHHI KPU3OBUX
CUTYaIlili, TOB'A3aHUX i3 (DYHKIIIOHYBAHHSIM KPUTUYHOI iHOPACTPYKTYPH.
Pa3om 3 TUM 3aITpOBAKEHHS CUCTEMH 3aXUCTY KPUTHYHOI iH(PPacTPyKTy-
pu 1ie Gisiblire HaGJIM3UTh BITYUM3HSIHI MEXaHI3MU yIIpaBIiHHs y cdepi Halli-
OHaJIbHOI Ge3MeKH [0 BKe BIPOBAIKeHNX y Kpainax — wieHax €C 1 HATO.
3axucT KPUTUYHOI iHPPaAcTpyKTypu B YKpaiHi Ma€ cTaTW HEBi/€EMHOIO
YaCTHHOIO 3araJIbHOEBPOIENCHKOTO MeXaHizMy y cdepi Oe3reKu.

2.V 3eneHill KHU31 BUSHAYECHO Crmpameziuni uii 0epicagnoi nomimuxu y
cepi 3axucTy KpUTHYHOT iH(DPACTPYKTYPH, a BiIIOBIIHO 10 HUX — 3A80aH-
HSL CUCTeMU 3aXXUcmy KpUTUYHOT iIHDPACTPYKTYPH Ta nPUHUunu nodyoosu 3a-
XUCTY KPUTUYHOL in)paCprKTypI/I CBo€io ueproio, 3aBaHHst CHCTEMHU 00y -
MOBJIIOBAaTUMYTb (QYHKUiL cy6 €Kmig 3axucmy KpI/ITI/I'-IHOI iHdpacTpyKTypH.
J17151 cTBOpEHHS IepKaBHOI CUCTEMU 3aXHCTy KpI/ITI/ILIHOI iHdpacTpyKTypu B
Vxpaini HeoOXiZIHO BHECTH TIEBHI 3MiHU JI0 HAI[IOHALHOTO 3aKOHO/IABCTRA.
Jlopeuro npuiiHsaTu OKpeMuii 3axon Ykpainu, skuii O BU3HAYUB TPUHIAITN
JIEPKABHOI MOJIITUKY Y cepi 3aXUCTy KPUTUYHOI iHPPACTPYKTYPH B Y Kpai-
Hi, cy0’€KTH, 3aBAAHHS Ta CTPYKTYPY CUCTEMH 3aXHCTy KPUTUYHOI iH(pa-
CTPYKTYPH B Y KpaiHi, BCTAHOBUB Bi/ITIOBI/IAIbHICTh OPTaHiB JIeP>KaBHOI BJla-
[TV [IIO/I0 BUSHAYEHHST 0COOMMBOCTEN (DYHKITIOHYBAHHS Ii€1 CHCTEMU.

3. TlosiTiKa 3aXUCTy KPUTUYHOI iH(MPACTPYKTYPH Ma€ OyIyBaTHCS Ha
(dhyHmaMeHTi CIIBPOOITHUIITBA MK JEPKABHUM 1 TIPUBATHUM CEKTOPAMU.
Tomy ¢opMmyBaHHSI Ta PO3BUTOK CHUCTEMHU JI€P:KABHO-TIPUBATHOTO MapT-
HEpCTBa € Hap’KHUM KaMeHeM [Iep:KaBHOI IOJITHKW 3 IHUTaHb 3aXUCTY
KPUTUYHOI 1HGPACTPYKTYPU W Ma€ 3HAWTU 3aKOHOJ[aBYe BPETyJIOBAHHS,
METOJIOJIOTIYHE Ta OPTaHi3aIliiHO-TeXHiuHe 3a0e3MeUeHHsT Y3TOIKEeHNX il
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30KpeMa, B3aEMOBIZIHOCHHHU MiK OIEPATOPOM Ta AEP:KaBoIo 1 Mmoo 3a6es-
nedeHHs (QYHKITIOHYBaHHS CUCTEMU 3aXUCTY KPUTHYHOI iHGPACTPYKTYpH, i
111010 00MiHy iH(OpPMALI€0 BiAIOBIAHO 0 BCTAHOBJIEHUX BUMOI 1IOTPeOy-
I0Tb HOPMAaTUBHOTO, OPTaHi3alliiHOro 1 TeXHIYHOTO BPETyJII0BaHHS B MeXKaX
(yHKITIOHYBaHHS IEP>KABHOI CUCTEMHU 3aXUCTY KPUTUYHOI iHDPACTPYKTYPH.

ITapTHEpPCTBO 03HAYAE BUCOKMIL PiBEHb 30008’ A3aHb oreparopa 06 €KTiB
KPUTUYHOI 1H(PPacTpyKTypH 1010 3abesnedeHHs 6e3nekn 00’€KTiB, a Ta-
KOJK CIIPOMOKHICTD peryJisitopa e(eKTUBHO MisITu i 3a0e31medyBaT CTili-
KiCTb yci€l KpUTUYHOI iH(PACTPYKTYPH, 30KpeMa B YMOBAX BUHUKHEHHS
HAA3BUYAlHMX CUTYAaIliil Ha OKpeMHX 00’ €KTax.

OxpeMuUM MTUTAHHSM, 1[0 Ma€ GYTH BUPIIIEHO, € TIOBHE BPETYJIIOBAHHS
nuTaHHs (QiHAHCYBaHHS BUTPAT OMEPATOPIB KPUTUUYHOI iH(MPACTPYKTYPH,
10 MOKYTh JIOZATKOBO BUHUKATU B YMOBAaX KPU30BUX CUTYAITill.

4. OcobMMBOCTI 3aBIaHb 3aXUCTy KPUTUYHOI iH(GPACTPYKTYPH, IO Bi-
PI3HSIIOTH ii Bl IF0OYMX CHCTEM [IUBIJIBHOTO 3aXUCTY, 60POTHOU 3 TEPOPU3-
MOM, IPOTUZAIl KibepsarposaM TOIIo, 00yMOBIIOIOTH HEOOXIAHICTh Oprami-
3alliifHMX HOBOBBE/ICHD: CMBOPEHH S HAUIOHATLHOZO YEHMPY 3 YNPABIIHHS 8
KpU30BUX CUMYAUISAX Ma 3aXUcmy KpumuuHol iHppacmpykmypu Kk OKpe-
MOT0 oprany abo SIK CTPYKTYPHOI YaCTHHHU B MeKaX OpraHy BJIajid, BU3HA-
4YeHOI'o BIATIOBIJabHUM 33 KOOPAMHALIIO AiS/ILHOCTI 13 3aXUCTY KPUTUYHOL
inbpacrpykrypu. Takuii I[eHTp Mae KOOPAMHYBATH PO3POOJIEHHS Mpa-
BOBUX, OpPraHi3aIliiHuX, TeXHOJOTIYHUX Ta iHINIUX IHCTPYMEHTIB 3aXUCTY
KPUTUYHOI iH(GPACTPYKTYPH, OPraHizoByBaTu M 3ajyyaTu A0 poOOTH BCi
3allikaBJeHi CTOpoHU (OTepaTopiB, PETyJISATOPIB, OPTaHU MiCIIEBOTO CaMO-
BPSILyBaHHS, TPOMAJICHKICTh TOIIO). Y TOUHEHHS 3aB/laHb CUCTEMHU 3aXUCTY
KPUTUYHOI 1H(DPACTPYKTYPH, BUSHAYEHHs (DYHKIIIN ii cy6’ekTiB OTPEOYyE
MOZIAJIBIIIOTO OOTOBOPEHHS i€l TPOGJEMATUKK B €KCIIEPTHOMY CITIBTOBA-
PUCTBI, IIOMIXk [epKaBHUX CIy/KOOBIIIB, CHIBPOOITHUKIB IIPABOOXOPOHHIX
OpraHiB i crercay:k6 Ta MpeCTaBHUKIB MPUBATHOTO CEKTOPY, 0 KOMIIE-
TeHIii Ta IHTepeciB IKUX BXOAUTH 3a3HaYeHa IPoOJIeMaTHKA.

5. Xoua B 3esieHill KHU3] 3aIIPOIIOHOBAHO NEPENiK CEKMOPi6 KPUTHIHOT
iH(PaCTPYKTYPH, a TAKOK HABEIEHO 3arajibHy CTPYKTYPY Kpumepiie gione-
cenns 00°exmig 110 NepesiiKy KpUTUYHOI iHPPacTPyKTyPH, IIPOLEC IX ieHTH-
(ikanii norpebyBaTrMe HOPMATHBHO-3aKOHOAABYOIrO, OpPraHisalliiiHoro Ta
METOJIOJIOTIYHOTO 3abe3TedeHtst. BapTo 3ayBaskuTH, 110 JKOAHA 3 HASIBHUX
HUHI KaTeropiii 06’ €KTiB, IS SKMX BCTAHOBJIIOIOTHCSA 0COOINBI yMOBH 3a6€3-
MeYeHHsI iX 3aXUCTy Ta GYHKIOHYBAHHI, He Ma€ TiicTaB OyTH BiIHECEHOIO
B ITOBHOMY CKJI/Ii /10 KPUTHYHOI iH(PACTPYKTYpH 6€3 0aTKOBOTO aHAII3Y.

Takum unHOM, 3ejieHa KHUTA € KPOKOM JI0 OCMUCJIEHHS IiJTiICHOI Jiep-
JKABHOI MOJIITUKY Y cepi 3aXUCTy KPUTUYHOI iHPPACTPYKTYPH HA TILIISAXY
ii (popmyBanHs B YKpaiHi.
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Jlooamox A

IIpono3uiiii 110/10 MepeiKy CeKTOPiB KpUTHYHOI iHppacTpyKTypH
Ta BiNOBiZaJbHUX BiZlOMCTB*®

CeKTOp KPUTHYHOI iHPACTPYKTYpH

OCHOBHI BiIlOMCTBa, 1110 Bi/[IIOBi/IalOTh 3a
3abe3neueHHs Ge3nexy, 3aXUIeHoCTi Ta
(yHKIIOHYBaHHS 06’ €KTIB CEKTOPY

1. ITasmBHO-€HEPreTHYHU I KOMILIEKC

Mineneprosyrisuisg, CBY*, MBC*#,
[lepskcrenss’s3ok™***

2. Tpaucnopr

Miniadpacrpykrypu, CBY*,
MBC**, [lepskaBiacaykba****,
Jlepsxcrenss’s30k***

3. Mepeski xxurresabesneyeHHs

Minperion, [[CHC*****

4. TenexomyHikailii Ta 38"s130K

[epxcrenss’szok, MBC**

5. @inaHCcoBO-6aHKIBCHKUIT CEKTOD

HBY, Mingin, CbY*,
Jlepskcren3s’s3ok™***

6. Opranu Bau Ta TPABOMOPSIIKY

CBbY*, MBC, HT'Y**,
Jlepsxcrenss’s3ok***

7. Cexrop Gestexku i 060poHU

MO, MBC**, CBVY*,
Jlepsxcrenss’s3ok™***

8. XimiuHa MPOMHCIIOBICTH

Hepsxmpar, JJCHC***** CBY*,
Jlepskcmenss’s3ok™***

9. Curyx6u €KCTPEHOI IOIIOMOTH Ta JICHC, MO3
[UBITBHOTO 3aXUCTY
10. XapuoBa poMUCIOBICTb Ta MinarpornosiTiuku

aI‘pOHpOMI/ICJIOBI/Iﬁ KOMILJIEKC

* YV Mexax 3aBJaHb 60poTbOU 3 TEPOPU3MOM;
** TIozxo 3abe31e4eHHsT OXOPOHU 00’ €KTIB;

*** [Ioxo nporuii Kibepsarposam;

**E% Y Me)kax 3aB/alb Oe3leKy [IMBLIbHOI aBialii;
FEEEE Y Mekax 3aB/laHb IIUBIIBHOTO 3aXUCTY.

SBifnoBifanbHi BiJOMCTBA IPH IPUAHSITTI HOPMATHBHO-3aKOHO/[ABYNX aKTIB 3 Pe-
TYJTIOBAHHSI 3aXUCTY KPUTHYHOI iHPPACTPYKTypr Ma€ 6y TH yTOUHEHO.



36ipHux mamepianie MircHAPOOHUX EKCREPMHUX HAPAO

Jlooamox b

Crpykrypa IIpoekTty 3akony Ykpainu
«IIpo kpuTHuHy iHPpaCTPYKTYpy>
I. 3araTbHi TOTOKEHHS
1. Cepa nii 3akony
2. Busnayenus
I1. [lepsxaBHa mosiTUKa 3aXUCTYy KPUTUYHOI iHGPACTPYKTYpPH
3. IlpuHiunu npep:kaBHOI TONITUKA Yy cdepi 3aXUCTy KPUTUUHOI
iHppacTpyKTypH
4. 1lini mepskaBHOI TTOJITUKY 3aXUCTy KPUTHYHOI iHDPaCTPyKTypH
5. O0’ekTH 3aXUCTY KPUTUYHOI iH(GPACTPYKTYpH
6. Cy6’ekTr 3aXKCTy KPUTUYHOI iHDpaCTPyKTypu
[T1. Cucrema 3axucTy KPUTUYHOI iIHDPACTPYKTYPH
7. i Ta 3aBAaHHS CUCTEMU 3aXUCTY KPUTUYHOI iHDPACTPYKTYpH
8. IToBHOBaXEHHS Ta 3aBJaHHS OPTaHiB iep:KaBHOI Biraau y cdepi 3a-
XUCTY KPUTHYHOI iHDpacTpyKTypH
9. B3aemozist 3 iHIIMMM cUCTEMaMK 3aXUCTy y cdepi HalliOHAIbHOT
Gesnexn
10. Opranizartist B3aemoyii y cdepi 3aX1CTy KpUTUYHOI iHDPACTPYKTYPH
11. O6MmiH iHpopMaricto y cdepi 3axucTy KpUTHYHOI iHGpacTPyKTYypr
12. BusnaueHHd Ta OTOBIIIEHHS MO0 PIiBHSA 3arpo3 KPUTHUYHIN
indpacTpyKTypi
13. 3mina pexuMiB (GYHKIIOHYBAaHHS CUCTEM 3aXUCTY KPUTHYHOI
iH(PaACTPYKTYPU 3JI€3KHO BiJl PiBHS 3arpo3 i MPaBOBOTO CTAHY
14. YuacTb TpoMajICbKOCTI B 3aXUCTI KPUTUIHOI iHDPACTPYKTYypH
IV. Mexaniamu peatizallii MOJITUKY 3aXUCTY KPUTHYHOI iH(DpacTpyKTypu
15. Kpurepii Ta MeToo10rist BiHeceHHsT 00’€KTIB [0 TIEPETIKY KPH-
TUYHOI iHGPACTPYKTYPH
16. Cucrema MOHITOPUHTY cTaHy 00’€KTIB KDUTUYHOI IH(PPACTPYKTY-
PH, aHAJIi3y Ta MPOTHO3YBAaHHS 3arpo3 KPUTUYHIN iH(PPaCTPYKTYPi
17. HauionambHa Ta 06’€KTOBa IPOEKTHA 3arposa A KPUTUYHOI
iHGpacTpyKTYypH
18. HarionayspHUH TUIaH i mporpaMa 3axucTy KpUTHIHOI iH(pacTpyK-
Typu
19. Il;ianu pearyBaHHS OII€PAaTOPIB HA KPU3OBi CUTYyaIlii
20. HamionasibHa cucreMa cCUTyaliiHuX 1eHTPiB
V. [lepskaBHO-TIpUBaTHE TApPTHEPCTBO y cdepi 3aXUCTy KPUTHUIHOI
iHppacTpyKTypHn
20. 3aBmaHHS Ta BiJIOBIAATBHICTh OPTaHiB JeP>KaBHOI BIAAN
21. [ToBHOBasKeHHS Ta 3aBaHHS ONIEPATOPIiB KPUTUIHOI iHPPACTPYK-
Typu
22. BipnosifaabHicTh OlepaTopiB KPUTUYHOI iH(DpacTpyKTypHu
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23. DinancyBaHHs 3aX0/iB ¥ cdepi 3aXUCTy KPUTHUYHOI iHDPaCTPyK-
TypHu
V1. MizxkHapoHe criiBpoGiTHUIITBO y cepi 3axucTy KpuTHIHOI iH(bpa-
CTPYKTypHU
24. HaGyTTa MiskHapoaHUX 3000B’s13aHb y cdepi 3aXUCTy KPUTUIHOT
iHGpacTpyKTypH
25. Yrmaganns yrozn y cdepi 3axucty KpUTHIHOI iH(pacTpyKTypu
26. YdacTb y Mi>kKHapOJITHUX OpTraHizailisgx y cdepi 3aXucTy KpuTHIHO]
iH(pacTpyKTypHu
VII. Ilepexinni MogoKeHHS
27. BHeceHHSs 3MiH /10 3aKOHIB Y KpaiHu
28. Po3pobieHHs HOpMAaTUBHO-ITPABOBUX AKTIB
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Jlooamox B

OcHoBHi BU3HaYeHH: y cepi 3aXUCTy
KPUTHYHOI iHPpaCTPYKTypH, IPUHHSTI
B HOPMaTUBHO-TIPaBoBHUX akTax €C
(3a Jupexrusoio €K 2008/114)

[Tepexaz ykpaiHCHKOIO MOBOIO

BusnayenHs aHTIiHIChKOIO MOBOIO,
ony6JikoBate B odiiiHoMy pKepert
€sporneiicbkoi Komicii

Kpurnuna indpacrpykrypa — o0’exru (ma-
mepianvii pecypcu, 0cHoeHi onou), cucte-
MU UM IX YaCTUHH, PO3TAIIOBaHi B KpaiHaxX-
WIeHaX, SKi € CYTTEBUMMU IS MiATPIMaHHS
SKUTTEBO BAKJIMBUX (QYHKIIIH CyCHiIbCTBA,
3I0pOB’st, Ge3MeKH, 3aXUIIEHOCTI, €KOHO-
MiYHOT'O Ta COIIAIBLHOTO 10OPOOYTY JIHO/EN.
[Mopymurenns ix (yHKIioHYBaHHS a0 3HU-
HIEHHS MAaTUMYTbh 3HAYHUN BIUIMB Yy Kpai-
Hi — wieni €C Ta NMPU3BEAYTHh 10 HECTIPO-
MOKHOCTI 3a6e3edyBaTi BKasaHi GyHKII1

Critical infrastructure means an
asset, system or part thereof lo-
cated in Member States which is
essential for the maintenance of
vital societal functions, health,
safety, security, economic or so-
cial well-being of people, and the
disruption or destruction of which
would have a significant impact in
a Member State as a result of the
failure to maintain those functions

€Bponeiicbka KputuyHa iHdpacTpyk-
Typa — KpUTHYHa iHOPACTPYKTypa, po3-
MillleHa Ha TepuTopii Kpain — wieHiB €C,
MOpyLIeHHsT (PYHKIIOHYBaHHSA sKOI abo
3HUILEHHS MaTHMe 3HAYHWH BILJIMB [IOHAM-
MeHTIIe /7151 1BOX KpaiH — uieHiB €C. 3nHa-
YYIiCTh BIVIUBY MA€ OYTH OI[IHEHO B TEPMi-
Hax MiKCeKTOPaJIbHUX KPUTEPiiB (30KpemMa
BILUIMBY, CHPUYMHEHOTO MiKCEKTOPAJIbHU-
MW B3A€EMO3B’SI3KaMU 3 IHIIMMH THUTIAMUA

iH(ppacTPYKTYypH)

European critical infrastructure
or ECI means critical infrastruc-
ture located in Member States the
disruption or destruction of which
would have a significant impact on
at least two Member States. The
significance of the impact shall be
assessed in terms of cross-cutting
criteria. This includes effects re-
sulting from cross-sector depend-
encies on other types of infrastruc-
ture

Amnaniz pu3MKy — pO3TJSI BIATIOBITHUX
CIleHapiiB 3arpo3 3a/Jid OlliHEHHS Bpa3Jiu-
BOCTi 1 TIOTEHIITHOTO BIJTMBY MOPYTIEHHS
dyHKI[ioHyBaHHsT ab0 3HUILEHHS KPUTHY-

HOI iHppaCcTPYKTypH

Risk analysis means consideration
of relevant threat scenarios, in or-
der to assess the vulnerability and
the potential impact of disruption
or destruction of critical infra-
structure

YyriuBa indopmarisi, noB’si3aHa i3 3axuc-
TOM KPUTHYHOI iHppacTpykTypu — daktu
(mani) TpPO KPUTHYHY 1HGPACTPYKTYPY,
SKi B pasi IX PO3KPUTTS MOKe OyTH BUKO-
pucCTaHO ISl TJIaHYBaHHSI Ta 3/iHCHEHHS
NSITBHOCTI, CIPSIMOBAHOI Ha MOPYIIEHHS
dyHKIiOHYyBaHHA ab0 3HUIEHHS 00’€KTIB
KPUTUYHOI iHDPaCTPYKTypH

Sensitive critical infrastructure
protection related information
means facts about a critical infra-
structure, which if disclosed could
be used to plan and act with a view
to causing disruption or destruc-
tion of critical infrastructure in-
stallations
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3axucr — yci BUAM AisSIBHOCTI, CHPSIMO-
BaHi Ha 3a0e3meueHHsT DYHKITIOHATBHOCTI,
6e3nepepBHOCTI M IIICHOCTI KPUTUYHOL
iHhPACTPYKTYpH 33/l HEIOIYyIIeHHS,
MOM’SIKIIIEHHS Ta HelTpasiailii 3arpos, pu-
3UKiB i Bpa3JnBOCTeHl

Protection means all activities
aimed at ensuring the function-
ality, continuity and integrity of
critical infrastructures in order
to deter, mitigate and neutralise a
threat, risk or vulnerability

Baacuuku/omepatopu — o0cobu, BiAmoO-
BigaabHI 3a iHBecTHIii Ta/abo mOAEHHE
(DYHKITIOHYBaHHS OKPEMOro 06’€KTa, CHC-
Temu abo 1i 9acTWHU, MO 3rigHo 3 Jupex-
tuBoio €Bporeiicbkoi Kowmicii 2008/114
BHU3HaueHi K €Bporneiicbka KpUTHYHA iH(-

pacTpykrypa

Owners/operators means those
entities responsible for invest-
ments in, and /or day-to-day opera-
tion of, a particular asset, system or
part thereof designated as an Euro-
pean Critical Infrastructure under
this Directive 2008/114/EC.
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INTRODUCING CRITICAL INFRASTRUCTURE PROTECTION
CONCEPT IN UKRAINE: LESSONS TO LEARN

Sergii KONDRATOYV,
Senior Researcher at National Institute for Strategic Studies

The terrorist attacks against the U.S. on 11 September 2001 showed
inadequacy of the security systems both at national and global levels to the
sharply increased threats of terrorism and extremism, and forced the inter-
national community to cardinally reconsider security approaches world-
wide. One of the most important results of such reconsideration was en-
hanced attention the developed nations began to pay to protection of their
critical infrastructures. Following the U.S., a pioneer in this field, a number
of nations, first of all NATO and EU member-states, put on the priority
list a challenging goal — to protect critically important for them systems,
objects and resources against terrorist and other, more traditional, threats
such natural disasters and man-made catastrophes and their combinations.

As for Ukraine, our country’s security sector since our nation gained in-
dependence until the recent crisis was mostly remaining under conditions
of stagnation or, even, degradation. That is why its structure, agencies’ and
bodies’ responsibilities and authorities as well as conceptual approaches
to respond to modern threats and challenges to national security were far
from required ones. Thus, efforts to introduce the concept of critical infra-
structure protection in Ukraine were started practically from scratch.

When considering the current situation in Ukraine, undoubtedly, our
main concerns are connected with the human costs of the crisis which has
led to about 6,500 people killed and 16,000 wounded!. Another important
aspect of the crisis is the severe humanitarian situation directly connected
with the damage and destruction of critical infrastructure systems and ob-
jects, first of all those providing water and energy supply. At this point,
bearing in mind that after violence cessation the urgent steps will be ad-
dressed to restore, first of all, services and functions vitally important to

'UN Office for the Coordination of Humanitarian Affairs (OCHA) 29 June 2015
[Enexrponnuii pecype]. — Pesxum mocrymy: http://www.unocha.org/top-stories/all-
stories/five-things-you-need-know-about-crisis-ukraine
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public health, safety and security, state governance, economy, etc., under-
standing a critical infrastructure idea will be of use as well.

This paper outlines the first steps made by Ukraine to introduce criti-
cal infrastructure protection (CIP) concept, analyzes the difficulties and
obstacles Ukrainian experts and public servants faced as well as experience
gained on this way.

First step: creation of the interagency expert working group

Despite Ukrainian political leaders repeatedly stated about Ukraine’s
choice one day to join the European community in the field of critical infra-
structure protection nothing was made to approach Ukrainian legislation
to EU’s one not saying about practical steps, and by the beginning of 2011
nobody could find the term «critical infrastructure» in the Ukrainian laws
and regulations, as opposed to the NATO- and EU-member-states where
CIP protection had been intensively developed since 9/11. Thus, in this
field by 2011 Ukraine could found itself behind the nations mentioned by,
at least, 10 years.

The first practical step to catch this gap was made in March 2011 when
the Interagency Expert Working Group (IEWG) on WMD Nonprolif-
eration, Counterterrorism & Critical Infrastructure Protection was estab-
lished at the National Institute for Strategic Studies. CIP and related is-
sues has become one of the principal subject areas the IEWG addressed in
its activities. More than a third of all events carried out by the IEW G were
directly devoted to CIP, including international conference on CIP protec-
tion (September 2013) carried out with and sponsored by the PDP of the
NATO Liaison Office in Ukraine. Besides, a number of problems discussed
at the IEWG’s meetings considered the issues (e.g. combating nuclear and
radiological terrorism, threats and risk assessment in nuclear security area)
were also relevant to CIP.

At this stage we faced mostly alert colleagues’ attitude which was based
on the following:

+ misunderstanding of the critical infrastructure (CI) idea;

* doubts regarding whether or not Ukraine being in poor economic
condition and suffering from lack of funding for cardinal reforms in all sec-
tors was needed to implement such a concept;

* attempts to incorporate a would-be CIP system into existing state
ones dealing with either civil defense (response to emergencies) or combat-
ing terrorism, etc,;

¢ just reluctance to change anything connected with their status, du-
ties, authorities, etc.

Nevertheless, we continued our efforts including making presentations
at the meetings and conferences, publication of papers on a subject matter
and so on. The situation concerning CIP began getting more favorable, but
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a real turnaround occurred when the NISS decided to seek support from
the PDP of NATO Liaison Office in Ukrainian on this particular issue. Our
experts were informed about CIP as one of the priorities in NATO activi-
ties named as «protecting Allied nations’ critical infrastructure». When
persuading our Ukrainian colleagues in importance of the CIP we often
referred to the NATO’s and EU’s efforts and argued that it would be im-
possible to join one day either of these organizations without harmonizing
Ukraine’s security approaches (including that CIP was based on) with Al-
liance’s and European ones.

Our bilateral cooperation with the PDP of NATO Liaison Office (here-
inafter, PDP) began its development and the next landmark of it became
the international conference on subject matter which was arranged by
NISS jointly with and sponsored by the PDP.

Second Step: International Conference on CIP?

The original idea was to carry out an enlarged meeting of the IEWG
focused on the CIP inviting NATO member-states’ experts to share ex-
perience of their countries concerning CIP concept introduction and fur-
ther implementation. Then we understood that it would be reasonable to
transform the group’s meeting into a conference essentially expanding the
number of Ukrainian participants to promote CIP idea popularization. And
the NISS was supported by the PDP with this regard. Later on one more
organization — Public Company «Ukrhidroenergo», the largest hydroelec-
tricity generating company of Ukraine, joined to the NISS and PDP to
organize the conference. Its active involvement provided participants with
opportunity to have the technical tour of the Kyiv Hydroelectric Power
Station (Vyshgorod, Kyiv oblast) and to familiarize with security measures
taken at the PC «Ukrhidroenergo».

As for foreign participants of the conference, we were especially inter-
ested in involving experts and public servants from Eastern Europe, but
other nations’ experience was also of great use for us. And the PDP team
dealing with conference arrangements succeeded in inviting proper people
from such countries as Bulgaria, Finland, Hungary and Poland. The con-
ference was carried out at two venues — the NISS (Kyiv) and PC «Ukrhi-
droenergos headquarter (Vyshgorod).

In total, 50 participants took part at the two-day conference, represent-
ed four NATO member-states and the PDP. 15 papers on different issues
related with CIP were presented. In my view, one of the most useful out-
puts of the conference in terms of CIP concept introduction in Ukraine was
that the majority of participants understood that:

2Konyenyis 3axucty KpUTHYHOI iHMPACTPYKTYPHU: CTaH, MPOOJIEMH Ta MEPCIEKTHBU
ii BipoBa/kenHA B YKpaini : Mizknapoana HaykoBo-nipakTiyna kondepennis / HIC/]
[Enexrponnuii pecype]. — Pexum poctyiry: http://www.niss.gov.ua/articles/1349
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¢ CIP is an actual direction in ensuring national and international secu-
rity in NATO and EU member-states, and Ukraine should pay much more
attention to this issue;

* NATO would continue support Ukrainian organizations efforts to in-
troduce the CIP concept in our country.

Third Step: Development and Presentation of the Green Paper on Critical
Infrastructure Protection in Ukraine

Despite some progress achieved by the NISS to facilitate the CIP con-
cept promotion in Ukraine the main obstacle for further steps was not over-
come. The case in point was that in our country by that time the bureaucratic
practice established not to deal with something if it was not mentioned in
Ukrainian legislation. Thus, the problem was to involve authorities in efforts
to promote the CIP concept in Ukraine not having even a definition of the
term «critical infrastructure» in the national legislation. The NISS team de-
cided that the way out of this situation could be found in our developing
cooperation with the PDP of the NATO Liaison Office in Ukraine.

After a number of consultations and working meetings with the PDP
staff the NISS put forward a proposal to include the item on development
of the Green Paper on Critical Infrastructure Protection in Ukraine (GP)
in the Annual National Programme of Ukraine — NATO cooperation for
2014. This development provided us with «soft legitimizations» of the term
«critical infrastructures: while not having the term defined in national leg-
islation we had it in an important official document outlining our coun-
try’s cooperation with the Alliance. Another important result of this step
was strengthening our relationships with the PDP that provided expert,
financial and organizational support to our efforts to develop the GP. Such
a support was very important for us since our work in this direction was
being placed against the background of the dramatic events in Ukraine re-
sulted in, inter alia, sharp deterioration of the political, economic and finan-
cial conditions in the country.

The first draft GP was written by D. Biriukov chief advisor at the NISS
Department of Technogenic and Ecological Safety® in the mid of October
2014. Then, for some reasons, the drafting work on GP was carried on by
S. Kondratov and O. Nasvit, senior researchers at the NISS Department
of Energy and Technogenic Safety. In so doing the agreed with the PDP
algorithm of further drafting work was the following:

* Drafting the text of the GP;

* The draft GP circulation among Ukrainian authorities and organiza-
tions involved with its simultaneous translation into English for deliver-

3Soon after this due to changes in the NISS organization structure the Department
mentioned was included in the newly established NISS Department of Energy and
Technogenic Safety and Security.
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ing to NATO member-states’ experts selected upon the PDP’s request to
receive feedback;

* Processing comments, notes and proposals received from Ukrainian
and NATO experts to take their opinions into consideration when develop-
ing the next GP version.

To announce the start of GP development and to implement this al-
gorithm the first international expert meeting («kick-off meeting») was
convened by the NISS and the PDP on 9 September 2014. At this meeting
the future GP structure was presented and the expert core group was estab-
lished for follow-up efforts®.

By 15 October 2014 the first version of the draft GP had been prepared
by the NISS team and circulated among expert core group members from
Ukraine. To provide experts from the NATO member-states with this and
later versions of the draft GP it was necessary to translate the document
into English.

The next, second, international expert meeting on GP development was
carried out on 25 November 2014. Its aim was to track progress and to pres-
ent the second version of the draft GP in which Ukrainian experts’ remarks,
notes and proposals were taken into consideration. Besides, this meeting
was marked with a very important development for further Ukraine’s inter-
national cooperation in this field — the representatives of the NATO EN-
SEC COE took active part in the event and follow-ups. Unfortunately, at
that time because of delay caused by GP translation into English feedback
from NATO member-states experts’ was not available.

The third international expert meeting was held on 25 February 2015
to discuss further developments regarding GP°. At that stage, in author’s
opinion, the most challenging task appeared to be processing simultaneous-
ly a number of fundamental comments and reservations received from the
European experts regarding the first version of the draft GP while already
having feedback from Ukrainian experts on the second version of the draft.
To, at least partially, fix the situation it was decided to develop the execu-
tive summary of the GP in which to take into account European experts
comments and proposals as far as possible.

Final version of the GP was presented on the International Expert
Meeting held by NISS and NATO NLO in October 2015. This document
received significant attention, and it was discussed in November 2015 dur-
ing Ukraine - NATO Joint Working Group on Civil Emergency Planning
and Disaster Preparedness meeting in NATO HQ.

‘See the updated List of the expert core group participants in the Annex 1 to this
paper.

5See the list of Ukrainian authorities and organizations invited in the Annex 2 to
this paper.
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At the same time, at this stage of joint efforts a number of methodological
and technical difficulties revealed caused by the reasons briefly outlined below.

1. Novelty of the document (Green Paper) format and CIP concept. The re-
sults of searches in the national databases of legislative and official documents
indicated that a Green Paper format, quite a popular in the Western coun-
tries, proved to be a rather new one for most of Ukrainian public servants and
considerable part of experts. Some of them believe, for instance, that a Green
Paper is just another trendy format for documents describing a whole com-
plex of problems existing in a particular field. One more consequence resulted
from lack of experience in development and publication of such documents in
Ukraine is still the unresolved issue of the GP approval. The question: «Who
and how shall approve the GP?» is yet under consideration.

As one of the consequences of poor governance and state machine cor-
ruption Ukraine suffered from for decades, new trends and international
developments were often ignored by the authorities including those within
the national security sector. That was, in author’s view, one of the reasons
of this sector degradation, and likely explanation to the concrete fact that
the CIP concept proved to be an absolutely new subject matter for most
of public servants and experts involved in our efforts. In combination with
lack of a «critical infrastructure> definition in the Ukrainian legislation it
was resulted in producing proposals aiming at assigning to critical infra-
structure all assets related in one way or another with important functions
and services for population and the State regardless of their criticality and
time frames within which negative impact caused by their loss might occur.
One of the examples of such proposals was a suggestion to include National
Parks to the list of critical infrastructure sectors.

2. Departmental and institutional interests influence. It is natural that
representatives of authorities, law enforcement bodies, research and other
institutions consider a problem in terms of their organizations’ missions,
responsibilities and interests, but this becomes a problem for development
when departmental and institutional interests dominate national ones. In
such cases we tried to persuade our opponents by means of referring to the
experience gained in this field by the NATO and EU member-states. Nev-
ertheless, we faced repeatedly departmental interests which revealed them-
selves in the following forms:

« Intention to maintain the status-quo;

¢ Aspiration for including the would-be CIP system in existing ones
even though they were not capable of addressing all threats and risks by
their purposes and missions®;

SFor instance, the Ukrainian civil defense system does not cover counteraction
terrorism, but at the beginning of our effort we had a long discussion with domestic
experts who persistently argued the core group experts into integrating the CIP into the
national CiViFdefense system.
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* Attempts to re-orient our activities from the very beginning aimed
at creation of a national system to protect critical infrastructure towards
solely sectoral infrastructures, e.g. energy one.

While not denying the crucial importance of the energy sector for each
country including Ukraine the expert group argued that GP should not be
considered as the only tool for ensuring security of critical energy infra-
structure. The expert group and the NISS would certainly address energy
security and critical energy infrastructure protection issues both in parallel
and in the framework of other efforts including cooperation with such a
partner as the NATO ENSEC COE.

3. Technical and organizational problems. The draft GP developed by
the NISS team is a rather large and complicated document. Unfortunately
the NISS team failed to fully implement some European experts’ recom-
mendations to reduce it to maximum 15 pages.

It was already mentioned before that the role of foreign experts in
development in drafting has been exclusively important not only due to
valuable contribution in a form of notes, comments and proposals, but
also because NATO member-states’ experts relying upon their countries
experience in this field played a role of arbiters when discussions of Ukrai-
nian experts reached a deadlock. But to facilitate their participation in
our efforts we had to provide them with the draft GP versions translated
into English. This work appeared to be money- and time consuming and
was done only through PDP financial and technical support. But even
with that support our team failed to synchronize feedbacks from NATO
member-states and Ukrainian experts that considerably complicated the
process of amending the draft. Ability to communicate in English still
remains the problem for a lot of Ukrainian experts and public servants,
and the relevant PDP projects designed to improve this situation remain
urgent.

Another problem is lack of special funding allocated for drafting the GP.
The only source of funding has been the limited PDP’s budget for relevant
projects. This situation does not allow involving NATO member-states’ ex-
perts for long-term efforts on a permanent basis.

Critical Energy Infrastructure Protection

All countries concerning CIP give without exception their energy sec-
tors the highest priority even among other critical infrastructure elements.
And it is understandable because a modern society is heavily dependent on
energy sources practically in all spheres of life. Needs in energy are especial-
ly escalated during warfare and armed conflicts leading to critical energy
infrastructure (CEI) damage and destruction. Unfortunately, Ukraine has
suffered from such negative processes for more than a year being a deliber-
ate target of so called <hybrid warfare».
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According to the Information Analysis Center of the National Se-
curity and Defense Council of Ukraine’, as of 17 February 2015 besides
the greatest concern emerging from vast number of injuries and deaths
caused by <hybrid warfare» it also has led to very severe consequences
for infrastructure systems and objects, including those relating to energy
supply, namely: 2 772 gas pipelines destroyed; 1 080 energy objects either
destructed or damaged; damages and loss of control over the technologi-
cal processes at the coal mines resulted in reduction in coal mining in
Ukraine by 35 %.

Of course, only a small part of objects and systems mentioned above
may be assigned to national critical infrastructure and CEI, but the general
situation with security of critical infrastructure including CEI in Donbas is
so severe that one of the Ukrainian experts even proposed to introduce the
term «region with the critical state of infrastructure».

Under <hybrid warfare» conditions we must pay extraordinary at-
tention to CEI, and Ukrainian experts, like their foreign colleagues, well
understand it. Some discrepancy between the most core group members
and representatives of the Ukrainian Ministry of Energy and Coal Indus-
try regarding the purpose and scope of the GP did not follow from lack
of awareness of energy infrastructure vital importance for any state but
derived from different visions of sequence of measures to be taken. This
statement can be confirmed with the development of cooperation between
the ENSEC COE and the NISS. It was energy security and CEI protection
that were determined as the principal directions of cooperation between
the NATO ENSEC COE and the NISS formally launched on 8 July 2015
in Vilnius with the signing the Letter of Intent on Cooperation by both
parties.

Particularly, the Ukrainian and NATO experts agreed to cooperate
within the framework of the ENSEC COE’s project «Hybrid Warfare and
Critical Energy Infrastructure: The Ukrainian Conflict Case-Study» and
in other efforts addressing energy security.

Conclusions

The significant progress has been made in introduction critical infra-
structure protection concept in Ukraine through drafting the Green Paper
on a subject matter which expected to be published October 2015.

Participation of NATO member-states’ experts has played a key role
in progress achieved providing with relevant expertise and best practice
examples.

“«Yopna wuura Kpemisi»: 3adikcoBaHO HacJifIKM pociiicbkoi arpecii B YKpaini
LEJIeKTpOHHMfI pecypc]. — Peskum gocrymy: http://mediarnbo.org/2015/02/18 /chorna-
niga-kremlya-zafiksovano-naslidki-rosiyskoyi-agresiyi-v-ukrayini/
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The technical and organizational problems when developing the Green
Paper in Ukraine are mostly derived from lack of funding for this particular
effort and necessity to spend time for drafts translation into English.

Efforts aiming at critical energy infrastructure protection shall be con-
sidered as those of highest priority and experience gained in this sphere (es-
pecially, in nuclear one) shall be disseminated (where applicable) to other
sectors of national critical infrastructure.

AOCBIA YKPATHU B 3ABE3IIEYEHHI BE3ITEKI
TA CTIMKOCTI KPUTUYHOI EHEPTETIYHOI
IHOPACTPYKTYPU

CYXO0JO0JIA Onexcanop Muxaiinosun,
3ae6idyeau 6i0diny enepeemunnoi ma mexuozennoi 6esnexu HICJ]

3abesmeyeHHs cTajoro (yHKIIOHYBaHHS 1HPPACTPYKTYPU KHUTTEMII-
SITBHOCTI CYCIIJIbCTBA HE € I[IJIKOM HOBUM 3aBJaHHAM 71T Y KPaiHCHKOI
nepxaBu. OMHAK caMe ChbOTO/HI YKpaiHa MPOTHCTOITh HaliCepHO3HIMIOMY
6e311eKOBOMY BUKJIMKY 32 POKH CBO€T HE3AJIEKHOCTI.

3 o11HOr0 GOKY, CIIOCTEPIra€ThCs 3aralbHOCBITOBA TEHAEHIIis 10 Pi3KO-
O MOCUJICHHST €KCTPEMi3MY I TEPOpPHU3MY, HeOyBaJie 3pOCTaHHs PiBHS Opra-
Hi30BaHOI 3JIOUMHHOCTI, 30KpeMa i MisKHApO/IHOI, 10 3arajioM yCKJIAJTHIOE
6e3IeKOBY CHUTYaIlifo IS BCiX 6e3 BUHATKY KpaiH cBity. 3 iHIIOro GOKY,
posB’sizana Pocieto ribpuana BifiHa® mpotu YKpaiHu 4iTKO BUSBUJIA HOBI
BUKJIMKHU HalioHabHiH Ge3rerti. [TopyiieHnst iHGpacTpyKTypH CTaIo 0O/
HUM 3 HAHOLIbII 3HAYYMIMX YMHHUKIB IAPUBY CTaOLIBHOCTI COLaNbHO-
€KOHOMIYHOI CUTYyaIlii B KpaiHi.

AmnaJi3 BUMa/IKiB TIONTKO/KEHHST €HEPTETUYHOI iH(pPaCcTpyKTypH Ha Te-
putopii okpemux paiionis Jloxerpkoi it JIyrancpkoi obmacreii tTa B Kpumy
mpotsirom 2014—2015 pp. 103BoJIsSIE BUALIUTY TUTIOBI BUaAKu (ii), cripsi-
MOBaHi Ha CyTTEBE MOPYUICHHS (DYHKITIOHYBaHHS CUCTEMU €HEPronocTa-
YaHHSA 3 OTJISITY Ha 1T cy6’€KTa «3JIOBMUCHOT fIii»°.

Onna rpyma BUTIAJIKIB MOske OyTH KiaacudikoBaHa sSIK BUTAAKN Ge3 11i-
JIbOBOTO HaMipy: NopyllieHHs (QyHKIIOHYBaHHS 1HGPACTPYKTYPHU € CBOE-

8Ha maur norJisi, ribpuHa BiliHa € He HOBUM (hDeHOMEHOM, a JinIie Biflobpaskae 3a-
CTOCYBaHHsI HOBUX METOJIiB Ta IHCTPYMEHTIB peasizailii inrepecis (abo TpancdopmoBa-
HUX /IO BUMOT HOBOT'O Yacy CTapux MeTo/iB). Y BiltHi npotu Y kpainu Pocist 3actocyBasna
MIPAaKTUKY IMBEPCIHOI AiSVIBHOCTI, ICUXOJOTIYHOTO THCKY Ta iH(OPMAIiiHOTO IIpH-
KPUTTS ollepalliif, a TaKkoxk eleMeHTH KPUMiHaIbHOIL IIPAKTHKY, 110 CTAJI0 HeCIIOiBaHUM
7S HeTIIZITOTOBJIEHO] /10 TAKOTO PO3BUTKY ITOAIN Y KpaiHu.

9Cyxodonst O. M. TIpobGieMu 3aXKUCTy €HEPreTHYHOI iIHPPACTPYKTYpPH B YMOBax Ti-
6puzHoi Biitau : anauir. 3am. / O. M. Cyxonoust [ Enexrponnuii pecypce]. — Pexum 10-
crymy: http://www.niss.gov.ua/articles/1891/
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PIIHUM <«ITOOIYHMM» HACJIIKOM [isS/IBHOCTI, CIIPSIMOBAHOI Ha BUKOHAHHS
iHmMX 3aBaanb. Tak, Ha HAII TOTJISI, OUIBITICTE PYHHYBaHb EHEPreTHIHOT
iHbpacTpyKTypu Ha cxoai YKpaiHu OyJia CIpUYNHEHA HETOYHICTIO 00-
CTpiniB mpu BemenHi 6oioBux mii. o i€l rpymy TakoxX AOLIIBHO BiHe-
CTU PO3YKOMILJIEKTYBaHHSI OKPEMUX eJIeMEeHTIB iHPPACTPYKTYPH 3 METOIO
OTPUMAHHS JOXO/Y BiJl iX mpogaxy (Metamoopyxr)P.

JIpyTy rpyTy BUTIAZIKIB CTAHOBJISITE TiJIECTIPSIMOBaHI [ii cy6’eKTa, Cripsi-
MOBaHi Ha MOPYIIEHHS CIIPOMOKHOCTI iH(pPACTPYKTypH BUKOHYBATH CBO1
(bynKIii, SIKi MOKHA PO3/IIIUTHY 32 CTyTIEHEM PYIHIBHOTO BILJTUBY:

* 3axoILIeHHs 00’eKTiB (sK 11e Bigbyaocs B AP Kpum);

* TUMYACcOBE TONIKOMKEHHs ab0 3aXOMJIEHHS 3 METOI AUKTYBAHHS
[IEBHUX TAaKTUYHUX BUMOT;

* pyliHyBaHHS iHGPACTPYKTYPH;

* OJIOKYBaHHsI BiIHOBJIEHHST IH(DPACTPYKTYPH.

VYci 3a3HaueHi fiii € iIHCTpyMeHTaMu TiGPUAHOT BIHHU, CITPSIMOBAHUMHY HA
3/iiCHEHHS TTOJIITUYHOTO TUCKY Ha yPS/ KPaiHU Ta IMICUXOJIOTIYHOTO BILJIU-
By Ha HACEJICHHs, HAHECEHHsI €KOHOMIYHOI KON Kpaiti abo oTpuMaHHs
JIOKAJIbHUX IlepeBar B OKpeMUX BiliCbKOBUX Ta €KOHOMIYHUX OllepallisX.

3araJpHOI0 METOI TaKWX /il € MiANOpPSAKYBaHHS YKpaiHU iHTep-
ecam arpecopa. [Ipudomy sarasbHUN TiAXIA 0 AOCATHEHHS IIIJIi MOJSATAE
He CTLIbKU B HAHECEHHI MMOPa3Ku 30PONHUM CHJIaM KpaiHU, CKUIBKU B TI0-
BaJIeHHI YPsiIy MiCIIEBUM HACEJIEHHSIM Y CIIOCIO LiJIeCIIPSIMOBAHOIO IIOTip-
IIEHHST YMOB JKUTTEMISIBHOCTI HaceleHHS Ta QYHKI[IOHYBaHHS €KOHOMIiKHI
i€l KpaiHu. Y 1IbOMY KOHTEKCTI MTONIKO/I?KEHHS Y1 3HUIIEHHST KPUTUYHOI
inppactpykrypu (dari — KI) € ogHUM i3 HArOJOBHININX IHCTPYMEHTIB
BILIUBY arpecopa.

BozHouac HeOOXIIHO 3ayBasKUTH, 110 CIIOCTEPITAETHCSI Pi3Ke 3arOCTPEH-
He1 IPOGJIeMH 3aXUCTY KPUTUYHOI iH(MPACTPYKTYPU KUTTEMISIBHOCTI [T
BCIX KpaiH cBiTy. 3 0ZHOro GOKY, JIOACTBO BHACIJOK TEXHOJOITYHOIO
PO3BUTKY (3abesredeHHs KOM(BOPTHOCTI yMOB iCHYBaHHsI, IOCTYIy A0 iH-
(opmartii, mocryr) craso HaaMipy 3aneskHuM Bix HasgBHOCTI KI, mocyr i
(ynkiiif, siki BoHa Hamae. Came TOMY MOPYIICHHS 3BUYHUX YMOB iCHYBaH-
HS JIIOAWHN (HOPMYyBaTHME HEBIOBOJICHHS HACETEHHS BJIACHUM YPSIIOM, &
OT’Xe, CTaHe IMiIIPYHTSM COIIaTbHO-TIOITUYHUX ITPOTECTIB TPOTU BJIA/IH.

3 iHImoro 60Ky, Ha CydacHOMY eTarli BUALISEThCS HU3KA TEHACHIIIN, SIKi
nenaii Gisplie BKa3yloTh Ha HeOOXiAHICTh (OpMyBaHHs e(EKTUBHOI CHC-
temnu 3axucty Kl. Bukopucranusa indpacTpykTypu gK iHCTPYMEHTY Be-
JIEHHS BITHU 3 METOIO0 BUMHEHHS MTOJIITUYHOTO TUCKY MOKe PO3TJISIIATHCS
SIK IPOTOTUI MalOyTHIX BOEH — «iH(PacTPyKTypHUX BiliH». [Ipu npomy,

03HauHMil HEraTUBHUIT BIVIMB HA CTaH €HEPreTHYHOI iHPPACTPYKTYPH CIIPUUHHN-
JI 1T MiCTIEBUX KPUMIHANIBHUX IPYII, SIKi, 30KpeMa, po3Oupain Ha METaIOOPYXT OKpeMi
KOHCTPYKIIii 00'€KTIB €JIEKTPOEHEPTETHKU.
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SIK cBimuaTh mofil B Ykpaiui, cy6’ekroM 3moBMucHuX Aiit mpotu KI Moske
OyTH Jeps;KaBa-arpecop, a He JIUIIe OKPEMi IPYITH 3JI0BMUCHUKIB (Tepopuc-
TUYHI TPYIIN), SIK BBAXKAJIOCS 10 [[OTO Yacy. Kpim Toro, B yMoBax riiobauri-
3aI(il €eKOHOMIKY 1 TOPriBil, 00’€qHAHHSA TPAHCIOPTHUX MEPEK SHUILEHHS
iHGPACTPYKTYPU JKUTTEMIAIBHOCTI CYCILIBCTE MOKe OYTH IHCTPYMEHTOM
OTIOCEPEIKOBAHOTO BILTMBY OJIHUX KpaiH Ha iHIII, HaBiTh HA KpaiHW, He-
npudeTHi 10 KoHJiKTY. [IpukaazoM mporo € MirpariiiitHu MOTIK i3 KpaiH,
oxorienux Bittnotw (Cupis, Ipak, Adranicran) go xpain €C!.

Came ToMy peamizallig 3aB/aHHs 3 (OPMYBaHHS JIEPKABHOI cUCTEMU
saxucty KI norpedye 3HauHMX 3yCUIIb i 3aTy4eHHST HASIBHOTO MPAKTUYHOTO
JIOCBiTy Y TMili Ta CyMi>KHUX cepax.

[TepmmmM KPOKOM y HATIPSIMI BU3HAYEHHsST TIPOGIeMH Ta (hOPMYBaHHS
KOHITENITYaJTbHUX 3aca/l TaKOi TMOJITUKU cTajia «3eJieHa KHWUTa 3 MUTaHb
3aXMCTY KPUTUYHOI iH(MpacTpykTypu»'?, pospobmena HarioHanbHUM iH-
CTUTYTOM CTPATETIYHUX MOCII/ZKEeHD. Y Hill ¢hopMyIbOBAHO OCHOBHI KOH-
LEeNTyaJbHi 3aca/ IIbOr0 HAIIPSIMY G€3I1€KOBOI IOJITHKHU, BH3HAYEHO CTPa-
TETIYHI TiJTi Ziep;KaBHOI ToJliTUKN ¥ cdepi 3axucty KI, a BinmoBigHO 10 HUX
— cy0’exTu i 3aBaaHHs cucteMu 3axucty KI, npuHImnu mo6y0Bu 3aXUCTy
KI ta ocHOBHI MexaHiI3M1 3/1i1ICHEHHS IO THKH.

ITpiopUTeTHUM HATIPSIMOM TIOJITHKY € THABUINEHHS PiBHS OGE3MEKU Ta
crifikocTi HarioHanbHOi KI €TOCOBHO BCHOTO CHEKTpa 3arpo3 i pU3HKIB.
Meroro 3axucty € 3abesnederns 6e3nepebiiHoro cranoro (pyHKIiOHYBaH-
us KI y BUsHaYeHUX pexkiMax, 3aro0irants pyiHyBaHHIO Ta IIPUIIMHEHHIO
ii pyHKI[IOHYBaHHS BHACTIZOK /il BCIX YMHHUKIB, 3a0€311€4eHHsI IBUAKOTO
BisHOBeHMs hyHKmionyBantsa KI micsst 36010 B poboTi.

[TpwanmMmoBa BimminHicTh crctemu 3axucTy Kl Bif HasiBHOI cucTeMu 11~
BUJIBHOTO 3aXMCTY TOJISITAE B 11 1IJIbOBIH ciipsiMoBaHOCTi. MeToto cucteMu 3a-
xucty KI € rapanTyBanHs ClipOMOKHOCTI iHPACTPYKTYpH BUKOHYBATH T1e-
pezl6aqu1 (I)yHKuu (HalIaBaTI/I HOCJIyI‘I/I) a He 3aX1CT HaceJIeHHS 1 JOBKIJLIIA
Bi/l HACJII/IKIB Ha/[3BUYAHIX CI/ITyaHH/I 1110 € TOJIOBHUM 3aBJIaHHSIM CUCTEMU
1uBinbHOTO 3axucty. DaKTUYHO ieThest Mpo 3MinienHs (OKyCy yBaru Ha
TOTIEPE/IKEHHS KPU3OBUX CUTYAITiH, TOB'3aHMX i3 pyHKITionyBanHsIM KI.

3aBnanHaMu cuctemu 3axucty Kl € 3anrpoBajizkeHHS O1liHIOBAHHS PU3U-
KiB (hOpMyBaHHSI KPU3OBUX CUTYAIlill HA PiBHI i JiepKaBH, i 0TIepaTopiB iHd-
pPacTpyKTYpH, a TAKOX IIJIAHYBAHHS Ta BXKUTTS 3aXO0/1iB i3 HeZOMYIIEHHS 1X
peasmizariii, o (opMasi3yeThCst B MeKaX «IIPEBEHTUBHOTO TIJIAHYBAHHS».
DakTuaHo izeThest Ipo GopMyBaHHS CIIPOMOKHOCTI JepiKaBu 3amobiraTu

UTyck: xBuIist GisKeHINB — HOBUIT iHCTPYMeHT B TiOpuHiil Biitni [ EnekrpoHHuii pe-
cype]. — Pesxum noctymy: http://www.polradio.pl/5/38 /Artykul /223774

23enena xuura 3 nuranp 3axucty kpurundnol indpactpykrypu / . C. Bipiokos,
C. L. Konmparos, O. I. Hacsit, O. M. Cyxonous [ Exekrponnmii pecypc|. — Peskum m1o-
crymy:  http://www.niss.gov. ua/pubhc/ File/2015 nauk an_rozrobku/Green %20
Paper %20- %20d0pov1d p§
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MOJKJIMBUM 3arpo3aM (30KpeMa <I[JIeCIIPSIMOBAHUM, 3JIOBMUCHUM [IisTM»
SIK IHCTPYMEHTY 3aBJIaHHSI TIOPA3KK KPaiHi arpecopoM) ¥ CIIOCiO CTBOPEHHSI
<MPOAKTUBHOI» CUCTEMU 3aXUCTY, 0 MAE HU3KY BAXKJIUBUX €JIEMEHTIB.

OnHuM 3 OCHOBHMX €JIEMEHTIB MA€ CTaTH 3alPOBAKEHHS ITiJITOTOB-
ku mipoekTHOi 3arpo3u g KI. IIpoekTHa 3arpo3a Mae BU3HAUATH TIEPEJIiK
3arpos (Ta IX XapaKTepUCTHKH), Ha sKi Mae OyTu pospaxoBaHo 3axuct KI,
1110, BifAMOBIHO, (hOpMyBaTHME BUMOTH JI0 OllepaTopa IIo/0 3a0e3meueHH s
6esmexn 00’extiB. Mopmanizallisi «HAMIOHATBHOI TIPOEKTHOI 3arpo3u» Ha
HaIlOHAJIbHOMY PiBHI I03BOJIMTH BU3HAUNTHI BUMOI'H JIEePKaBH 1010 HEOO-
xijiHoro piBHs 3axucty Kl Ha fep;kaBHOMY PiBHi.

Ha crorogni B Ykpaini Takuii iHCTPyMEHT peajli3oBaHO B Jlep:KaBHIN
cucreMi (bi3MYHOrO 3aXUCTY JIMIIE OKpeMoi KaTeropii o6’eKTiB (saepHHX
MarepiaiiB, sS/IePHUX YCTAHOBOK, PAII0AKTUBHUX BIZIXO/iB, 1HIINX JKEepPes
ionizyiouoro BumpominioBanus)'?, Cucrema IOCTAaTHBO BiAMpPaIlbOBAHA,
nepezbavyae mepiofuHe YTOUHEHHS IIPOEKTHOT 3arpo3H, i, Ha HaIIl TOTJISI,
OTPUMAHUM y AepHIil raaysi ZOCBiA JOIiIbHO MOMMPUTH Ha iHII 06’€KTH
enepreriytoi chepu ta chepu KI. 3anposamkerts 06’ €KTOBOI IIPOEKTHO]
3arposu i KI mae cchopmyBaT cructeMy B3a€MO/Iii Ta Bi/IMOBIIATbHICTD
MiXK OTlepaTopaMH i IEP;KaBOIo V Miif cepi, a TAKOK CTBOPUTHU IHCTPYMEHT
BU3HAUEHHs (hiHAHCOBUX Ta MaTEPiaIbHUX PECYPCiB, HEOOXIHUX OTIEPATO-
pam Kl 17151 cTBOpeHHS cCTeMU 3aXUCTY.

Inmum enementom cucremu 3axucty Kl € man pearyBaHHs, 1110 BU-
3HAYAE 3aXOH, SIKi MalOTh OYTHU 3AilCHEH] A5 MKBigalii (oM SKIIeHHs)
BIIMBY TopymieHHs dyHKIlionyBaHHs enepretuyHoi KI. [Ipuxiazom Ta-
Koro migxony B €Bporneticbkomy Cotosi € hopMmyBaHHs cucTeMu 3abe3re-
YeHHsT Oe3MEKU ra30TOCTaYaHHs 4, M0 BUMAara€ Bijl HAI[IOHAJIBHUX YPSI/IiB
pospobiiennst Ilnany monepemxenus: kpus (Preventive Action Plan) ta
ITnany pearyBanns Ha kpusu (Emergency Plan) y cdepi rasornocrayaHusi.

3arasiom Ilnan nonepekeHHs KPI3 Ma€ MICTUTH 3aXOIM LIOA0 3a1o0i-
TaHHS, yCYHEHHsI 260 TOM SIKITIEHHST PU3UKIB TIOPYIIEHHS (DyHKITIOHYBAHHST
KI, a TInan pearyBaHHSI Ha KPH3W — 3aXO/M IOAO 3a0e3MeUeHHsT HaJIEK-
HOTO (DYHKITIOHYBAHHS KPUTUYHOI iH(PPACTPYKTYpH BiJINOBITHO K0 PiBHS
KPU30BOI cHUTyallil (BU3HAYAETHCS PEXKUM (DYHKI[IOHYBAHHS) Ta 3aXOJIiB
o0 Biznossexns gynkuionysanas KI B HopMaibHOMY pesknmit®.

BIpo isuynuii 3axuct siIEPHUX YCTAHOBOK, SIIEPHUX MaTepiasiB, pajioax-
TUBHUX BIIXOAIB, IHIMINX J’Kepes iOHI3yIOYOrO BUIIPOMIHIOBAHHS @ 3aKOH YKpaiHu
Bix 19.10.2000 p. Ne 2064-111 [ Enexkrponnuii pecype]. — Peskum pocrymy: http://zakon2.
rada.gov.ua/laws/show/2064-14

“Concerning measures to safeguard security of gas supply and repealing Council
Directive 2004,/67/EC : Regulation (EU) No 994/2010 / The European Parliament and
of the Council. — 2010. — 20 October .

15Y cepmi 2015 p. BiAmOBiZHO 110 Takoro miaxomy 6ysio pospobaeHo Ilian migro-
TOBKHU IaJINBHO-HEPreTUYHOIO KOMILJIEKCY YKpaiHU 10 OCIHHbO-3UMOBOIO II€PiOfy
2015-2016 pokiB Ta Oro TPOXOIKEHHS.
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3a3zHaveHi MJIaHy MAlOTh MiCTATH 3aX0IA TIPOTHI] 3aTrp0o3aM 3a TAaKIMU
HapsiMaMu:

* pisuuHUil 3axuct (COpPSIMOBAHUN Ha 3a0e3MEYeHHST 3AXUIEHOCTI
00’ekTiB);

* TEeXHOJIOTIUHMIA 3axucT (nepeadayac MiABUIIEHH KUBYIOCTI CHCTEM,
(yHKITIOHATEHE PE3ePBYBaHHA );

* 3aXUCT TepcoHaTy (IirOTOBKA Ta MepeBipKa MePCOHATy 00 HOTo
3aXUIIEHOCTI);

* 3AXUCT CUCTEM YIIPaBIiHHS (3a0€31I€UeHHST 3aXUCTY CUCTEMH YIIPAB-
JIiHHS Ta 0O6MiHy iH(pOpPMAI€);

* IPaBOBE BPETYJIIOBAHHS MUTaHb (PYHKITIOHYBAHHS 1H(MPACTPYKTYpH
Ta [IE€PCOHAJY B PI3HUX PEKHUMAX;

* IUIaHW BiTHOBJEHHs (CTBODEHHS ILIAHIB, Pe3epBiB i cepBiCiB A
NIBUIKOTO BiZIHOBJICHHS BTPAYeHUX (DYHKITIHT).

[Ile omuum enementom cucremu 3axucty Kl € opmyBanns cucremun
B3aEMOJIii Ta KOMyHiKamil MiX Ccy(’€KTaMU CHCTEMHU 3aXHCTy. 3asHadeHi
MUTAHHSA JOCUTDH JIETAJIbHO BiJIIPAI[bOBAHO B CUCTeMi (PI3UYHOTO 3aXUCTY
sIIEPHUX YCTAHOBOK 1 Marepiani'®. 30kpeMa, 3aTBEPIIKEHO TTOPSIIOK (DYHK-
I[IOHYBAaHHS JE€P>KABHOI cUCTeMU (DiIBUUHOTO 3aXUCTY, SKUM BU3HAYEHO TIO-
BHOBKEHHSI i 3aB/IaHHS YIACHWKIB JIEP;KABHOI CHCTEMHU, PEKUMI (DYHKITIO-
HYBAaHHS CUCTEMU Ta Cy0’€KTIB B3aEMOIil. 3aIIPOBAJIKEHO TAKOK JIEP;KABHUIT
IJTaH B3aEMO/Ii1 Cy0’€KTIB CHCTEMHU Ha BUIIAJOK BYMHEHHS AUBEPCiit'’, AKuii
BM3HAYAE OCHOBHI IIPABOBI Ta OpraHisailiiifi 3acaau B3aeMo/Iii cy0’eKTiB cuc-
TeMU (Pi3UYHOTO 3aXUCTY, BCTAHOBJIIOE [TOPSI/IOK B3aEMO/IIT Ta IOBHOBAKEH-
HsI YIaCHUKIB TIJIAHY 3aXUCTY, POIEyPU B3AEMO/Ii1 CUJT 3aXUCTY OTIepaTopa
Ta 30BHIIIHIX cuJI, 0OMiHY 1H(DOPMATIEI0 MiK pisHUME Cy0’€KTaMU.

Heo0xXizHO MifKPeC/INTH BasKJIUBICTh PO3POOJIEHHS ILJIAHIB pearyBaH-
HSI Ta CUCTEMH B3a€EMOJIIi, a came HeoOXifHICTh HepeOaueHHs Ta BAOKPEM-
JleHHs pexxuMiB pynakiionyBanus cucremu 3axucty Kl. [Ipononyemo Taky
KJacudikariio:

e crazie ¢yuxuionyBanug — Kl dyukiionye B HOpMaJbHOMY peskuMi
(PUHKOBUX YMOBaX ), OOMEKEHHS II[OI0 €KOHOMIYHOI [IiSITTbHOCTI UM ITPaBO-
BOT'0 PeryJII0BaHHS He 3alPOBa/IXKYIOThCS, 3/[IHCHIOETHCS MOHITOPUHT 3arpos;

$[Tpo sameepoacenns Topsaaky QyHKIIOHYBaHHS AepPKaBHOI cucTeMu (Hi3UIHOTO
3axucry : nocraHoBa Kabinery Minictpis Ykpainu Bix 21.12.2011 p. Ne 1337 [Euex-
Tpounuii pecypc]. — Pexum mocrymy: http://zakon4.rada.gov.ua/laws/show/1337-
2011- %D0 %BF

7[Ipo 3ameepdicensi NEPKABHOTO IIJIAHY B3AEMOJIIT HEHTPAILHUX Ta MICIIEBUX OpP-
raHiB BUKOHABYOI BJIA/JM HA BUIIAJ0K BUYMHEHHS ANBEPCIH 10O SIEPHUX YCTAHOBOK,
SIEPHUX MaTepiasiB, iHIIMX JpKepest I0HIZYI090r0 BUPOMIHIOBAHHS Y MPOIEC TX BUKO-
pucTanns, 36epirants abo IepeBe3eHHs, a TAKOK MO0 Pa/lioaKTUBHUX BiIXO/IB y 1Tpo-
1eci MOBO/UKEHHS 3 HUMH : ToctaHoBa KaGinery MinicTpiB Ykpaiuu Bix 24.07.2013 p.
Ne 598 [Enexrponnuii pecypc]. — Pexxum mocrymy: http:/ /zallzon4 rada.gov.ua/laws/
show/598-2013- %D0 %BF
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* TIOTIepeIKeHHST Kpu3oBUX cutyartiii — KI ¢hyHKIIOHY€ B cTaHi FOTOBHOC-
Ti IO 32CTOCYBAHHST UM BXKUTTSI OKPEMUX 3aXOIiB, TIPOTE HGe3 0OMEKEHD MO0
€KOHOMIYHOI ISJIbHOCTI UM MPABOBOTO PETYJIIOBAHHS, 3/IIICHIOETHCS MOHITO-
PUHT 3arpo3 Ta OITIHIOBAHHS PU3UKIB, 3aCTOCOBYIOTHCS PECYPCH U CUJIH, Tie-
penbadeHi 06’€KTOBOO TIPOEKTHOIO 3arpo30I0 Ge3 3aTyYeHHsI 30BHIIIHIX CHIT,

* isIIbHICTD B yMOBaX Kpu3oBoi cutyailii — Kl dynkIitionye B ymoBax
00MesKeHb, 3aAMPOBAIKYIOThCS 0COOIUBI PEKUME €KOHOMIUHOI isI/IBHOCTI
11 TPAaBOBOTO PETYJIIOBAHHS, 3/ICHIOETHCS pearyBaHHsI HA PU3UKH TTPUTTH-
HeHHsT QYHKIIIOHYBAHHS 13 3aTyYeHHSIM 30BHINTHIX cHJT i pecypciB!®

* OYHKIIIOHYBAaHHS B PEKUMI HAJI3BUYAIHOTO Y BOEHHOTO ctany — KI
(YHKITIOHYE B 0COOIUBIX YMOBAX, BU3HAUCHUX OKPEMUMU 3aKOHAMU'Y;

ITponoHoBaHi peskumu dyHKiionyBanHsg KI Maiore OyTH OB si3aHHI
3 pexkxuMaMu (YHKIIOHYBaHHS cucTteMu 3abesnedents saxucty Kl, mo e
OKpPEMUM JIOJJATKOBUM 3aBJAHHSIM, 3 OISy Ha HASIBHICTD PI3HUX CHCTEM.
3oKkpeMa, B JIePXKABHUX CUCTEMax IUBIJIBHOTO 3aXUCTy (TIOBCAKIAECHHOTO
(yHKIIOHYyBaHHS, TiJBUIIIEHOI TOTOBHOCTI, HAJI3BUYAWHOI CUTYaIllii, HaJ-
3BUYAIHOIO CcTaHy), 60pOTHOU 3 TEPOPU3MOM (32 PIBHSIMU TEPOPUCTUUHOL
3arpo3u — HOPMAJbHUH, TTiIBUIIEHNH, BUCOKWH, KPUTUUHUH ), (PiI3UIHOTO
3axucTy (HopMasibHe (DYHKI[IOHYBaHHS, MiZBUINEHA TOTOBHICTD, PYHKITiO-
HyBaHHS B KPU30Bill cUTYyallii, BiTHOBJIEHHS HOPMaJIbHOTO (DYHKITIOHYBaH-
Hs1), Ge3Ienli ra3onocTayaHHst (paHHbOFO TIOTICPE/IKEHHST (early warning);
OTIOBIIIlEHHST PU3UKY (alen‘f) aBapiiina curyatiisi (emergency).

OpnnuMm 3 eseMeHTiB eeKTUBHOTO (DYHKITIOHYBaHHS CUCTEMH 3aXUCTY
KPUTUYHOI iH(DpacTpyKTypH € HaBuaHHs. [leit emeMeHT moTpeGye CyTTEBO-
TO ZIOOTPAIIOBaHHS B YaCTHHI 3alIPOBAJKEHHS CHCTEMU MiJITOTOBKU (ha-
XiBIIiB 32 IIMM HATIPSIMOM. BapTo BUAINTH TaKOXK MO3UTUBHUI JTOCBi (i-
3UYHOTO 3aXUCTY B SA/IEPHIiT cepi, /ie peryIIpHO MPOBOASATHCS MEPIOANYHI
CIIJIbHI HABYaHHS i3 3a/lyd4eHHSIM CyO'€KTIB CUCTEMH 3aXKMCTY BiAIIOBiAHO
JI0 BUMOT 00’€KTOBOrO IIaHy B3aeMoziiZ.

HacamkiHelb He0OXiIHO 3ayBaKUTH, IO POSIJISHYTI IIPOGJIEMH Ta IIPO-
MOHOBaHe BAOCKOHaJeHHs cuctemu saxucty KI morpebytoTh cBoro cuc-
TEMHOTO BifloOpaskeHHsT B 3aKOHOAABCTBI. Xo4a B YKpaiHi okpemi (yHK-
11ii, nputamanti 3axucty KI, Bke 3/1iliCHIOIOTHCSI B ME3KaX HASIBHUX CUCTEM
(uuBinpHMIA 3axKCcT, GOPOTHOA 3 TEPOPU3MOM, 3aXUCT Bix KiGepsarpos, ¢i-

8]Ipo sameepdrcenns TIOPAIKY BKUTTSI TAMYACOBUX HAJI3BMYAHUX 3aXO0/IiB 3 [0/0-
JIAHHS HACJIJIKIB TPUBAJIOTO TTOPYILEHHS HOPMaJIbHOI pOOOTH PUHKY €JIEKTPUYHOI eHep-
rii : nocraHoBa KaGinery Minictpi Ykpaitu Bix 13.08.2014 p. Ne 372 [EnexTpoHHMit
pecypc]. — Pesxum pocrymy: http://zakon2.rada.gov.ua/laws/show/372-2014

PIlpo Gynryionyearnns TaTMBHO-EHEPTETHIHOTO KOMILIEKCY B OCOOTHBHIT TIepiof :
3akoH Ykpainu Bin 02.11.2006 p. Ne 307-V [Enexrponnuii pecypc|. — Pexxum noctyiy:
http://zakon1.rada.gov.ua/laws/show/307-16

D[Ipo sameepocens Bumor 10 06'€KTOBOTO MIaHy B3aeMOJIil y pasi BUMHEHHS /IUBeEP-
cii : Haka3 /leprkaBHOTO KOMITeTy siIepHOTO perysuoBaHHs Ykpainu Bix 22.11.2010 p. Ne 163
[Enexrponnmii pecype]. — Peskim goctyy: frl) ttp://zakon2.rada.gov. ua/laws/show/zl264 10
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3WYHUI 3aXWCT, PETYJTIOBAaHHS €HePreTUYHOTO PUHKY TOIIO), NI KOMII-
JieKc TTPOGIIEM 3aTUTIAETHCST HEBPETYIHOBAHIM.

Heo6xiaHo 3a6e3meqnTu BPAXyBaHHSI GLJIBIIT ITMPOKOTO KOJIA 3aTrPO3 Ha-
[IOHAJIBHIN Oe3Tietti, 3a0e31eYnTH MiKBIIOMYY KOOP/MHAILLIIO Ta y3TO/KeH-
HSI CUCTEM YTIPABIIHHS HPH (QYHKIIOHYBAHH] y PI3HUX PeKMNMAX.

Tenpentiist o Bukopuctantst KI sik iHCTpyMeHTY BeleHHsI TiGpUAHIX
BilfH 3yMOBJIIOE€ TAKOK HEOOXiHICTD YIOCKOHATEHHST 000POHHOI IO THKH,
30KpeMa TIO/0 THIBUIIEHHST B3AEMOIIT MixK pisHuMHU cy0’ekTamu 3abesre-
YeHHST HAI[lOHAJILHOT Oe3meKku, 06i3HAHOCTI CHJIOBUX CTPYKTYP IIOJO TIU-
tanb 3axucty Kl Ta ii BruuBy Ha HalioHaIbHy Ge3IeKy i CTIfKiCTh KpaiHu.

AO CTBOPEHHA ,A,EP)KABHOI CUCTEMU
3AXUCTY KPUTUYHOI IHOPACTPYKTYPU B YKPATHI

BIPIOKOB /Imumpo Cepeitioguu,
20n106Hui Koncyaomanm HIC/]

Huni 3axuct KpUTHYHOI iHPPACTPYKTYPH € OXHUM i3 piopuTeTiB 3a6e3-
HeYeHHs Hal[loHaIbHOI Oe31IeKH 1 OKpeMKX PO3BUHEHUX KPaiH, i ix 00’e[HaHb.
I xoua BUBYEHHS 3apyOi’KHOTO JIOCBI/TY CBIIUKUTH IIPO BiICYTHICTD 3araibHO-
MIPUUHATOI yHiBepCaJIbHOI MOJIeJIi OpPraHi3allii CuCTeMU 3aXUCTy KPUTUYHOI
1H(bpaCprKTyp1/1 (Oani — KI) (xoxHa kpaina Oymye TaKy CHCTEMY 3aIeKHO
Bi/l HAI[IOHAJBHUX OCOGIUBOCTEN), /IS YKpaiHu BKpaI/I BAXKJIMBUMH €, 110-
nepiie, BpaxyBaHHsI (pyHIaMEeHTaIbHIX TIPUHIIMUIIE TTO0YA0BU CUCTEMH 3a-
XHUCTY KPUTUIHOI iH(DPACTPYKTYPH, TIO-/IPyTe, MTPAKTUYHA Peari3ailis KPOKiB
3 moOY/I0BY Takoi cucteMu (HAOJU3UTD HAIITy JIEPKABY JI0 HOPMATUBHO-TTPa-
BOBUX BUMOT Ta Opratisaiinnux niaxois kpain — uieniB €C i HATO). He-
06Xi/THO 3ayBayKUTH, IO 1Ti KPOKHU BIKE 3a/IEKJTAPOBAHO Y BITYMBHAHUX JJOKY-
MEHTaX CTpaTeriyHoro pisHs. 3okpema, B CrpaTerii HaliOHAIbHOI Oe311eKN
Vxpainu 2015 p.2! okpeMuM ITyHKTOM BU3Ha4YeHO 3abesmeueHHs Gesneku K1,
a TIOMiX TTPiIOPUTETIB BUPIIIEHHS 1[bOTO 3aB/JaHHST HA3BAHO | CTBOPEHHS CHC-
TEMHU JIEPIKABHOTO YIIPABJIHHS il GE3MEKOIO.

BucsiTienHio nutanb BIPOBAKEHHS 3aXUCTY KPUTUYHOI iHPACTPYK-
Typu B Y KpaiHi IPUCBAYEHO 3eeny KHuzy, BIANOBiAaIbHICTh 32 pO3pobIeH-
HS AKOI BiznosigHo a0 Piunoi HamioHaabHOI IIporpamMu CIiBpOOITHUIITBA
Ykpaina — HATO na 2015 pik nokmagero Ha HIC/?% IIpoekt 3eneroi

2TynkT 4.13 «3abesneyensst Ge3reku KpUTHYHOI iHdpacTpykrypu» Crparerii Ha-
ioHabHOI Ge3nieku YKkpainu (3aTBepiskena Ykasom Ipesugenta YKpainu Bij 26 Tpas-
ust 2015 poky Ne287,/2015).

22€ OTHIM 3 OCHOBHUX 3aXO/IiB, 3a3HaueHuX y 1. 2.1.4 «/[eMOKpaTuIHUIA IIUBIIHHIIT
KOHTPOJIb HaJl CEKTOPOoM Oe3mekn i 06oponn Ykpainn» PidHoi HallioHaJbHOI IIPOrpamMu
cuiBpoGitnunrBa Ykpaina — HATO na 2015 pik (3arBeprkena Ykasom Ilpesujenta
Yxpainn Big 23 kit 2015 p. Ne 238,/2015).
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KHUTH OyJi0 pospobiero daxisisamu HIC/] Ta onpaiiboBaHo i3 3amydeH-
HSIM BITYM3HSIHUX 1 3apyOisKHUX excrepTiB y cdepi saxucry KI.

IToTpiGHO MiAKPECTUTH, IO 3aXUCT KPUTUYHOI iH(DPACTPYKTYpU — 1€
HaJ/ICKJIaJ(HE 3aBJaHHsd, 0B’ d3aHe 3 HeoOXi[HICTIO 3abe3lIedyeHHsd MIXKBI-
JIOMY0i KOOpAMHAIlil, BpaXyBaHHS IIHPOKOTO CIIEKTPA 3arpo3 HaIliOHAJIb-
Hill Oesmeri Ta HeoOXiAHICTIO (DYHKIIOHYBaTH B PISHUX pexuMax (30-
KpeMma, TepexXiJHUX — /10 BUHUKHEHHs KPU30BOl cuTyariii). I Tomy, xo4a
B Ykpaini okpemi yHnkiiii, mputamanni 3axucty Kl, Bxe 3zaificHOI0TBCS
B MeKaX HAsIBHUX CHUCTEM IMBLIBHOTO 3aXUCTY, 60POTHOU 3 TEPOPUZMOM,
3abesneuennsa Kibepbesnexy, (pisudHOro 3axucTy 00’€KTiB AAepHOI eHep-
TeTUKH, PeryJIioBaHHS €eHEePreTUYHOTO PUHKY TONIO, 3aJTUIIAETHCS HEBU-
PilIeHOI0 HU3KA mpo6JIeM CTOCOBHO KOOP/IMHAILIT Ha 3ara/bHO/ICPKABHOMY
PiBHI BCbOTO CIIEKTPA 3aXO/IiB i3 3abe3eUeHHs 3aXUCTy KPUTHYHOI iH(ppa-
CTPYKTYPH B YKpaiHi.

HopiBHﬂJIbHI/H‘/’I aHaJi3 3aB/lanb €/IMHOI JIepP/KaBHOT CUCTEMU 1TUBIJIb-
HOTO 3axucTy?, €auHoi cucreMu 3amobiTaHHs], pearyBaHHS Ta IPUIH-
HEHHS TepOpI/ICTI/I‘{HI/IX aKTiB i Minimizamii ix Hacmiakis* ta /lepskaBHO1
cucremu Gi3MIHOTO 3aXUCTY? i3 3aBAAHHSIMU, BUSHAUEHUMHU JIJIsI CHCTe-
MU 3aXHUCTY KPUTHYHOI iHDpacTpyKTypH, B 3eJieHilt KHU31 BKa3ye Ha Ha-
stBHIiCTD crieniudivnmx 3aBaanb cucremu saxucty KI (tabir.). o Takux 3a-
BIIaHDb HAJIEXKATD MTEPEBAXKHO Ti, 110 CTOCYIOTHCS TOTIEPEXKEHHS KPU30BUX
cuTyailiii, 1oB’s13aHKX i3 QYHKIIIOHYBAaHHIM KPUTUYHOI iHPPACTPYKTYPH,
KOOPAMHAILIEIO Ta MiATPUMKOIO IPUIHATTS pillieHb IIpy 3abe3IedeHHi 3a-
xucty KI.

Bonnouac Hu3Ka 3aBJaHb HASIBHUX JIEPKABHUX CHCTEM BUXOJUTDH 32
Me3Ki 3aXUCTy KPUTUYHOI iHDPACTPYKTYPH, TOMY HE MOKHA TOBOPUTHU TIPO
MOTJIMHAHHSA YU pehopMyBaHHs uX cucteM. HaBrmaku, cTBOpeHHST HOBO1
cuctemu 3axucty Kl nopsn 3 nagsHumu JACPHKABHUMI CHCTEMAMI JIHIIE
JOTIOBHUTH HEOOXiTHi (yHKIIT Ta 3aB/AKI B3AEMO/IT J03BOIUTD MO -
TH Ha CTPATEriYHOMY PiBHI 3/[aTHICTD 3ara/bHOI CHCTEMH 3abe3meyeH s
HalliOHAJIbHOI GE3IEKH.

Tak, HaTpUKIaA, MPOTHU/IIS TEPOPU3MY € IMIMPOKUM HAIIPSIMOM JIiH,
1o nepenabadae, 30kpeMa, (HisuuHuit 3aXucT 00’'€KTIB, HA AKi MOKJIIMBUM €
3/1iiCHEHHS] TEPOPUCTUYHUX aKTiB (OYEBUIHO, YaCTHHA IUX 00 €KTIB Oyie
BiZHeceHa I 10 KpuTMuHOI iHdpacTpykrypn). IIpore Goporsba 3 TEpO-
PUCTHYHOIO i71e0I0Ti€i0 abo (hiHAHCYBAHHSIM TePOPU3MY BKe BUXOAUTD 3a
MeXI 3aXHUCTY KPUTUYHOI iHDPACTPYKTYPH.

Tlonoxennst 3arBepiskeHe [locranoBoio Kabinery Minictpis Ykpainu Ne 11 Bix
9 ciyns 2014 p.

Tlonoxennst 3aTBepskere [Tocranosoio Kabinery Minictpis Yxpainu Ne 1051 iz
15 cepmas 2007 p.

PTlonoxkennst 3arBepikene [Tocranooo Kabinery Minictpis Ykpainu Ne 1337 Bix
21 rpyana 2011 p.
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3ellena KHuza 3 nUMAans 3axucmy Kpumuyunoi ingppacmpyxkmypu 6 Yxpaini

He moxxHa ckazaTh, 110 BUPIIIEHHIO eSKNX OKPEMUX 3aB/IaHb (HaIpH-
KJIaJl, pearyBaHHs Ha HaJ3BWYaiiHi cuTyarlii uu 6opoThba 3 TEPOPU3MOM)
3aXUCTy KPUTHUYHOI iH(PpacTpyKTypu OGpakye HOPMATHBHOrO abo Oprai-
3aIiiiHOTO 3a06€3MeYeHHs, TYT MOKHA TOBOPUTH JIUIIE TIPO BIOCKOHAJIEHHS
BIZOBIAHMX IHCTPYMEHTIB, a 37€6iIbIIOr0 PO pecypcHe 3abe3IedeHHsT
BignoBigHOI mistnbHOCTI. TIpoTe HEOOXIAHO 3BEPHYTH yBary Ha 3aBIaHHs He
00’eKkTOBOrO, a cucTeMHOro piBHs. CaMe HeJJOCKOHAIICTD 3aXO0/IIB i3 KOMII-
JieKCHOTO yrpaBiints 3axuctoM KI B YkpalHi CIpHUMHIOE HEOOXIIHICTH
B/IOCKOHAJIIOBATH HOPMATHUBHI, OpraHisalliiiHi if TeXHOJIOTIYHI iHCTPYMEeHTH
3au1s1 3a0e3meuenHs Oe3MeKn Ta CTIHKOCTI KpUTUYHOI iH(pPaCTPyKTypH.

IToTpi6HO MiAKpecIUTH BaKIMBICTh CTBOPeHH: cucteMu 3axucty KI i
B aCIeKTi OLiHKY piBHA 3a0e3neueHHs HalliloHanbHOI Gesnexu. Huni taka
OI[iHKA € PEeTPOCTIEKTUBHOIO (3IHCHIOETHCS 10 (haKTy, 32 3HAYEHHSIM TI0-
Ka3HUKIB, HASBHICTIO iHITU/IEHTIB TOIMO). Takuii miaAXi He a€ MOKJIMBOCTI
BCTAHOBWTH 3B’30K MiK YMHHIKAMHU, 33 SKUMU OIIHIOEThCS PiBeHb (edek-
TUBHICTh CUCTEMH 3aXUCTy HaLiOHanbHOI Oe3meku), Ta 06'€KTamu, CTaH
SIKUX TIEPEBAJKHO 1 BU3HAYAE PiBEHb MOKA3HUKIB. Kpim TOTO, OCKiNIbKYU He
okpeMi 00’eKkTH, a iX B3aeMHe (DYHKIIIOHYBaHHS Yepe3 B3a€MOBILIUB BU-
3HAYa€ MOKA3HUKU HAIIOHAIbHOI Ge3IeKH, HeoOXiHO BPaxoByBaTU Taki
3B’SI3KIL

AHai3 KpUTUYHOI iHOPACTPYKTYPH MA€E CTATH €JIeMEHTOM ITPOTHO3Y-
BaHHSI Ta YIPaBJIiHHS piBHEM HalliOHAJbHOI Oe3IIeKH, BU3HAYEHHS [1PiopH-
TeTiB npu 3abe3nedeHHi HallioHAIbHOI Ge3ekn. Kpim Toro, ocKiibku Kpu-
THYHA 1HPACTPYKTypPa € OCHOBOIO COIiaJIbHO-€KOHOMIYHOI'O 3POCTaHHS
KpaiHu, ii IPYyHTOBHUI aHaJIi3 J03BOJKUTH AUBUTHCS B MalOyTHE i GaunTH
CBOI TiepeBary, 30epirati Il TOYKU 3POCTAHHS 1 3MEHIITYBATH 3arPO3H [IIst
HUX.

Bapro 3ayBaskuTu, 1110 HaBiTh Y Kpainax — wieHax €C HeMae 3arajabHO-
npuitHATOl mabaoHHol Momeni aia cucremu saxucty KI%, Koxna kpaina
BUPIIIYE Take 3aBaHHS 3 OTJISIY HA BIACHI XapaKTePUCTUKY, GE3MEKOBY
CUTYAIlI0 Ta CIIPOMOXKHICTD MOJITUYHOTO KEPIBHUIITBA 3/IIICHIOBATH pe-
dopmu B cekropi Gesnexu i o6oporu. TTocumalouich Ha JOCBi YCITIITHO-
ro GpyHKI[IOHYBaHHS Y PSIIOBOTO IeHTPY 3 mutanb Gesneku?’ (Pecrybirika
[Monbma), B 3eseniii KHKU3i K HA OIHY 3 OCHOBHUX PEKOMEH/Iallill BKa3y-
€THCS Ha HEOOXIHICTh BU3HAYEHHS (CTBOPEHHsT ab0 MPU3HAYEHHS) Opra-

%Memorandum on the results of the sixth Workshop on the Implementation and
Application of the Directive 2008/114/EC / Joint Research Center, Institute for the
Protection and Security of the Citizen. — 2011 [Enexrponnuii pecypc]. — Pexum mo-
crymy: http://publications.jrc.ec.europa.eu/repository/bitstream/JRC68759 /reqno_
jrc68759_6tIE_WOrkshop_memo_final.pdfé[1].p

Y[lopsidok opraHizallil Ta peskuMy podOTH Y PAZOBOTO HEHTPY 3 Ge3nekn (MOIbChK.
MoB.) [Enexrponnuii pecypce]. — Peskum nocryiny: http://isap.sejm.gov.pl/DetailsServl
et?id=WDU20110860471
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36ipHux mamepianie MircHaAPOOHUX EKCREPMHUX HAPAO

HYy, IO BifIMOBiZIaTHMe 32 BUKOHAHHS 3aB/laHb KOOPAWHAIII B CUCTEMi 3a-
XUCTY KPUTUIHOI iH(DpacTpyKTypu (KoopauHaTopa). Takomy oprany Moxe
OyTH ZieJIeroBaHo HU3KY (DYHKII# opraHisaliiiiHOro xapakrepy, HOpMaTHUB-
HO-IIPABOBOTO MPOEKTYBAHHS, MIITPUMKU TPUUHATTS PillleHb Ta aHATITUY-
Horo 3abesredyeHHs], opratisaiii Bzaecmoii 3 onepaTopamu KI.

Ha namry mymky, MoskHA pO3TJISiIaTH YOTUPY HAMBIPOTIHIII BapiaHTH
noGYIOBU CUCTEMH, SIKi MOTEHI[IITHO MOXKYTh 3a0€3MeunTH BUKOHAHHS 3a-
BIaHb (BKa3aHO B 3eJIeHii KHU3i B miaposmim 5.1):

* gapiant 1 — Koopaunarop ipu PHBO Yxkpainuy;

« Bapiant 2 — Koopaunartop npu Kabineri Minictpis Y kpainu;

* BapianT 3 — Koopaunatop — MiHicTepcTBO BHYTPINIHIX CIIpaB Y KpaiHy;

* BapianT 4 — KoopanaaTop Auturepopuctudnuii entp npu CbY.

MosxiuBy cxeMy oprasisariii ipejcraBieHo Ha puc. 1.

3 oIy Ha Te, IO HUHI YacTUHY 3aB/aHb 3axucTy Kl Bike mokIazeHo
Ha BIJIIOBiAHI LIEHTPa/IbHi OpraHy BUKOHABYOI BJIAJM, CHIIM, CILy>KOM I I1ij1-
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Puc. 1. Cxema opranizaitiiinoi no6yaosu cucremu 3axucty KI s 4-x BapianTis

89



3ellena KHuza 3 nUMAans 3axucmy Kpumuyunoi ingppacmpyxkmypu 6 Yxpaini

PO3ALIH, MiANOPSAAKOBaHI M, a60 BOHU3AINCHIOIOTHCS OMEPATOPaMK THX
00’eKTiB, 1110 MatTh OyTu BifHeceHi 1o K, Bci woTHpH BapiaHTU MPOIIOHY-
10Th 30epesKeHHsT 32 Cy0'EKTaMU 3aXUCTy KPUTHUYHOL iHPPACTPyKTypH MO-
KJIaeHnx Ha HuX GyHKIi i3 3a0e3neyenns Oe3eKH Ta 0XOPOHH 00 E€KTIB.

IToTpi6HO BKa3aTh Ha Taki 0cOOJMBOCTI BapiaHTIiB MOOYAOBU CHCTEMHU.
Y pasi mo6ynoBu cructeMu 3a BapiaHToM 1 KOOPAWHATODP CTBOPIOETHCS TIPU
PHBOY, a ¢ynkuii cutyariiinoro neHTpy BUKOHY€E ['00BHII cuTyartiii-
HUU 1IeHTP YKpaiHu SIK TOJTOBHUH eJIeMEHT MepeXi CUTyalliiHuX 1IeHTPiB.

3a Bapianra 2 ripu Kabineri MinicTpiB YKpaiHu cTBOPIOETHCS pOOOUMIA
Opras, Ha SIKUU MOKJIAAI0Thcs (PYHKINI KOOPAMHATOPA B CUCTEMi 3aXHUC-
Tty KI, a takox indopmaiiitHo-aHATITHYHOI MATPUMKHA AisiibHOCTI Jlep-
JKaBHOI KOMicii 3 TUTaHb TEXHOTEHHO-EKOJIOTIYHOI GE3TMEKH Ta Ha[3BUYali-
HUX cUTyalliif, a pyHkuii cutyaniiinoro nentpy sukonye YIACHC.

V pasi mo6yI0BU CUCTEMU 32 BapiaHTOM 3 KOOPAUHATOPOM ITPU3HAYA-
€Tbcsi MiHICTEPCTBO BHYTPIIIHIX ClIpaB YKpainu (B HOTO CTPYKTYPi CTBO-
pioeThest migposaia 3 mutanb 3axucty Kl a YIACHC BukopuctoBy€eThCs
SIK CUTYAIliiHWH IIEHTP).

3a BapiaHTy 4 OCHOBHUH (POKYC CIIPSIMOBAHUI HA TEPOPUCTUYHI # 1-
BepCiliHi 3arpo3H, a TAaKOX 3aTPO3U IPOMUCIIOBOTO MITIOHAXKY Ta BYNHEHHS
BILIVBY 4Yepe3 KOHTPOJIb HaJl Cy0 €KTaMU TOCTIOIAPIOBAHHS, sIKi € KPUTHY-
HOIO iH(pacTpykTypoto. OpraHizalliiiHo YeTBepTHil BapiaHT MOKe Oy TH TI0-
OynoBanuii Ha 6as3i AHTUTEpOPUCTUYHOrO HeHTpy 1pu CBY.

VY pasi cTBOpeHHS OKPEMOTro OpTraHy — HAI[lOHAJIbHOTO 1IeHTPY 3 YIIpaB-
JIIHHST B KPHW30BUX CUTyallisIX 1 3aXUCTy KPUTUYHOI IHQPaCTPyKTypu
(«1eHTpY>» ) 51K pobouoro oprany npu PHBOY (Bapiaut 1) abo mpu KMY
(BapiaHT 2) — Ha HBOTO TOKJIAAECTHCS BUKOHAHHS TaKUX (DyHKITIl:

* (hopMyBaHHsI ITPONO3UIIII T1I0/I0 BIOCKOHAJIEHHSI HOPMATHUBHO-TIPABOBOI
Gasn y chepax HalioHaabHOI Oe3rexn i 060poHy, OB s3anuX i3 3axucToM KI;

e omirtoBanHsa 3arpo3 Kl Ha HaiioHaJbHOMY piBHI 3 ypaxyBaHHSIM
B3a€MO3B’SI3KIB OKpeMHUX O00’€KTiB i CEKTODIB iH(GPACTPYKTYPH, BILUIUBY
BCiX BUJIIB 3arPO3, OLIHKU PU3KKIB 1 Ha PiBHI OKpeMux 00’€KTiB, 1 JIst perio-
HiB Ta JIepsKaBU 3arajioM;

* popMyBaHHSI ITPOTIO3UIIIN MO0 BKUTTSI HASIBHUX i pO3POOJIEHHS HO-
BUX 3aXO/liB 3 MMONEPEKEHHS MOXKJINBUX KPU3OBUX CUTYAIlill, OB’ SI3aHUX
i3 ¢yukiionysanuam KI (ii okpeMux cekTopiB uuM 00’€KTiB), a TaKox
YIPaBJIiHHS B yMOBaX KPU30BUX CUTYAIlil;

* 3BEPHEHHSI 13 MPOTIO3UINIEI0 MO0 CKIWKAHHSA 3acifianb /lep;kaBHOI
HaJ[3BUYATHOI KOMICIi Ta MiIrOTOBKA ITPOEKTIB 1i PillleHb;

* IPUMHATTS PillleHHS Ta OTOBIMIEHHS MO0 3MiHU PEXKUMY (DYHKITIO-
nyBanHs cuctemu 3axucty Kl 3amexHo Bij piBHSI 3arpo3, 3MiHU TPABOBOTO
cTany (MUPHUH Yac, HaA3BUYaliHA CUTYAIIisl, 0cOOIUBUI mepion);

* miaroToBKa HarmioHasbHOTO MyIaHy 3aXHUCTYy KPUTUYHOI iH(pacTpyK-
TYpH, PO3POOJIEHHS TJIAHIB 3aXUCTY KPUTUYHOI iHDPACTPYKTYPH;
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36ipHux mamepianie MircHaAPOOHUX EKCREPMHUX HAPAO

* CTBOPEHHsI Ta MiATpUMKa (YHKIOHYBaHHS (B PeXuUMi 1i101060-
BOTO YePryBaHHSA — «24/7») CUTYAIlilHOTO IEHTPY 3 YIPaBJIiHHS/KOOP-
JuHalii Aiil y Kpus3oBUX curyaiisx ta saxucrty KI, 3abesnedeHnss Horo
B3aeMolii 3 curyaniiinumu (iHgopMalliitHO-aHATITUYHUMU ) 1EHTPAMU
y cdepi Gesneku i 06opoHy; 3abe3nedeHHsa (YHKIIOHYBAHHSI CUCTEMU
00MiHy iH(boOpMaLi€o, 3AiHCHEHHS TOCTIHHOrO MOHITOPUHTY, aHAII3Y Ta
MPOTHO3YyBaHH 3arpo3 06’ ekTam KI; miaTprMKa MpUiHSTTS PillleHb 010
pearyBaHHsI Ha Ha[3BUYAIHI CUTYaIlii, TOB’sA3aH] i3 6€3MEKO0 KPUTUIHOT
iH(ppacTpyKTYypH;

* MiZITOTOBKA MIPOEKTY /IEP>KABHOI I[iJTbOBOI ITpOTpamMu y cepi 3aXucTy
KPUTUYHOI iH(DPpacTpyKTypH;

* (hbopmyBanH4 i3 3amyuenasiMm HAHY kommiexcHol HayKoBO-IOCITijI-
HOI porpamu 3 tuTaHb 3axucty Kl

* 3/1ificHeHHS B3aeMOIii (KOHTAaKTHA TOUKa) 3i cTpykrypamu €C i mep-
JKaBHUMHU OpPTaHaM¥ KpaiH — uieHiB €C; aHaIi3 BUMOT HOPMATUBHUX J10-
kymentiB €C Ta X MOXKIuBOI iMIIeMeHTanii B YKpaini; 3abe3leueHHst
OI[IHKY TPAaHCKOPZIOHHWX BIUNUBIB (pyHKIionyBanus Kl i Tpancrpannmunnx
3arpos; o6MiH iH(opMaIi€ro Ta JIMIIUM JOCBIJOM 3 IUTaHb 3aXUCTY KPU-
TUYHOI IHQPaACTPYKTYpH;

* KoopaMHallis poboTu 3 igentudikamnii 06’exris KI; Begenus aBroma-
TH30BAHOTO PEECTPY KPUTUUHOI iHPPACTPYKTYpH; 30ip, y3araabHEHHS Ta
aHasi3 ganux mozo 06’exris Kl Ta ix ¢pyHKUiOHnyBaHHT;

* KOOP/IMHAILIS 3yCUJIb YCiX 3aIliKaBJIEHUX CTOPiH (ZIep:KaBHUX OPTaHiB
i Micuesoi Biaau, GisHecy il CyCHiJIbCTBA) IOAO0 3aXUCTY KPUTHUYHOI iHb-
PacTPyKTYpH, 30KpeMa 3 TOPU30HTATLHOIO KOOPIUHAIIEIO OTIepaToOpiB B3a-
€MO3UIECKHNX 1 OMHOTUIIHIX 00’ €KTIB;

* KOOPJWHAI[ST POOOTH EKCIIEPTHUX/KOHCYIbTATUBHUX Paji 3 MHUTaHb
3axucty KI (rasyseBux Ta opieHTOBaHUX HA PO3TJIsS/] IEBHUX TUIIIB 3aTrPO3);

* KOOPAMHAITST PO3POGJIEHHS Ta BIPOBAKEHHSI CTaHAAPTIB, HOPM i pe-
rimamenTiB 3axucty Kl

* iHiI{ifoBaHHS MepeBipok 3abesneuens saxucty KI;

* (hopMyBaHHS pEKOMEH/ALIII 11[0/10 MiABUIIeHHs Ge3IeKU Ta CTIHKOCTI
o0’exriB KI, HagaHHs UX PEKOMEH/ AL OlIepaTOpaM.

Ha ocnogi nocBiny BripoBaspkents 3axucty Kl B kpainax — wienax €C
i HATO B 3eneniii kHM3i 3aIIPOIMIOHOBAHO TMEPEJIK CEKTOPIB KPUTUYHOI
inppacrpykrypu. Paxisuamu HIC/I npoananizoBano kareropii 06’ekris,
SIKI 3HAUIILIN BiZoOpakeHHs y BITYUM3HSHIN HOPMaTUBHO-ITPABOBil 6asi ta
MOXKYTh (TIeBHA YacTWHA 3 HUX) OyTH BigHeceHi 10 00’ektiB KI B Ykpai-
Hi%, ¥V koxHOMY i3 cekTopiB Kl 3a3Buuail BU3HAYa€ThCs BiTIOBiIaIbHE

BEipiokoe /. C. TIpo mouiibHicTh Ta 0COOIMBOCTI BUSHAYEHHA KPUTHYHOI iHppa-
CTPYKTYpu B Ykpaiui : anauit. 3an. / JI. C. bipiokos | Enexrponnuii pecypc|. — Pexxum
nocryny: http://www.niss.gov.ua/articles /1026 /
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3ellena KHuza 3 nUMAans 3axucmy Kpumuyunoi ingppacmpyxkmypu 6 Yxpaini

BimomcTBO (dari — BB), Ha ke Oyze MokjiIafieHO HU3KY (YHKIIN (dacTo
Ha TPAKTHUIl 1Ti (PYHKITT BKe BUKOHYIOTBCS BiJIOMCTBOM) IIO/O 3aXHCTY
Bignosiguux 00’exris KI (quBs. JogaTok b i3 Hpomo3uiiicio momo mnepeaiky
CEKTOPIB i Bi[OMCTB).

Piznomanitai dyHKIIi1, MTOB’s13aHi i3 3aXUCTOM KPUTUYHOI iHPPaCTPyK-
TYpU BUKOHYIOTD!

* [Ipesuzpent Ykpainmy;

* Bepxosna Paza Yxpaiunuy;

* Pajia HanionaibHoI 6e311eku i 060poHU Y Kpaiiu;

* Kabiner MinicTpis Ykpainy;

* MiHiCTEPCTBA Ta iHIII IEHTPabHI OPraHd BUKOHABYOI BJIA/IN;

* Caryx6a 6esnexkn YKpainu;

» Hanjonanbuuii 6ank Yxpainu (HBY);

» HamionaspHa KoMicis, 110 37IHICHIOE /IepsKaBHE PeTyMoBaHHS y chepi
3B’a3Ky Ta indopmaruzaiii (HKP31); Hamionanbha koMicis, 1110 3ziiicHIOE
JlepKaBHe PeryJiioBaHHA y cdepax eHepreTUKH Ta KOMYHAJIbHUX TIOCIYT
(HKPEKII);

* 36poitni Cuam Ykpainu, Ciysxk6a 30BHINIHBOI PO3BiaKM YKpaiHu,
JlepskaBHa IPUKOPAOHHA CJIy)K0a YKpaiHu Ta iHim BiicbKoBi (hOpMyBaHH,
CTBOPEHI Bi/IMTOBIJTHO 10 3aKOHIB Y KpaiHM;

* Cy/IM 3araJIbHOI IOPUCAUKIILIT;

* IpOKypaTypa YKpainuy,

* MiCIIEBI IeprKaBHi aJIMiHICTPaIlil Ta OPraHy MiCIIEBOTO CAMOBPSI/TyBaHHST;

* olepaToOpy KPUTUYHOI iHDPACTPYKTYPH;

* rpoMasTHU Y KpaiHu Ta 06 €IHAHHS TPOMAJIsTH.

Kpim BukonanHs pyHKiii 3axucry o6’exris KI, 1o 6ynu BusHadeHi
3aKOHO/IaBCTBOM i TTOKJIa/leHl Ha BB y Mexxax HasgBHUX JeP:KaBHUX CHUC-
TeM, SIKi € eJleMeHTaMU 3arajbHol cucTeMu 3a0e3leyeHHs] HalllOHAJIbHOI
Gesnekn Ykpainy, nepeadadactbes nopyunt BB taki crenndivmi GpyHK-
mii:

* migroroBka (ysaraJbHEHHs ) IPOMO3HIIIH 1100 mepesiky o6’ekriB KI,
1110 BifiHeCeHi /10 chepu KOMIIETEHITiT;

* hopmyBaHHA (y3araJbHEHHS) TPONO3UINHN T0/I0 BAOCKOHATIEHHS
HOPMaTHBHO-IIPaBoBoi 6asu y cdepax HamioHanbHol Oe3leku i 060poHu,
HoB’s13aHKX i3 3axucToM 06’ekTiB KI (3a cekTopom abo 3arpo3oio);

* B3AEMO/IiS Yepe3 CEKTOPATbHUN CUTYAI[ilHUI TIEeHTP 3 BiAMOBIIHUM
nigposaisiom [leHTpy 3axucTy KpUTUYHOI iHPPACTPYKTYPH; aHAII3 Ta OTIiH-
Ka 3arpo3 o0’extam (i Ha 00’exrax) KI B cexTopi;

* yuacTh y poOOTi Ta CTUMYJIFOBaHHS PoOOTH Tary3eBux (200 OpieHTO-
BaHUX HA PO3TJIA] IIeBHUX TUIIB 3arpo3) eKCIIepTHUX/KOHCYJIbTaTUBHUX
pax 3 nutanb 3axucty KI;

* yuacTp y mizirotosti HarionarpHOTO TI1aHY [1iH1 13 3aXUCTY KPUTUIHOI
iHGPaCTPYKTYPH, PO3POOIEHHS CeKTOpaIbHUX ITaHiB 3axucty KI;
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36ipHux mamepianie MircHaAPOOHUX EKCREPMHUX HAPAO

* (hopMyBaHHS TIPOTIO3HUIIII TIOJI0 TPOEKTY AEP;KaBHOI IiJTbOBOI MPO-
rpamu y cepi 3axucty KI;

* 3/ilicCHEHHSI TIepeBipoK 3a0e3neuenns 3axucry KI;

* y4acTh y po3poOJieHHi Ta BIPOBAKEHHI CTaHIapTiB, HOPM i perJa-
MenTiB 3axucty KI.

3arnovyaTKyBaHHSI CUCTEMU 3aXUCTy KPUTUYHOI 1H(MPACTPYKTYPH Ma€
OyTH 3/iiICHEHO Ha OCHOBI MPUIHATTS 3aKOHY Y KpaiHu, IKUI Ma€, 30Kpe-
Ma, BperyJIloBaTi Opratisaliino-iHCTUTYLINHI TUTaHHA:

* [0/10 BUsHaueHHs cy6’'ektiB cuctemu 3axucty KI Ta ix dhyHKIIil, 30-
KpeMa yTBOPEHHS HAI[iOHAJIBHOTO IEHTPY 3 YIIPABJIiHHSI B KPU3OBUX CUTY-
aIlisgx i 3aXUCTy KPUTUUHOI iHQPACTPYKTYPH;

* LIOJ0 MIPOIIEAYPH BKIIOUEHHS 00 €KTIB 10 HepesiiKy KpUTHYHOI iHb-
pacTpykTypu (OpraHisailist mpoilecy BKJIIOUEHHs 00’ €KTIB [0 TIEPETIKy Ta
3arajibHi kpurepii BigHecenus 06’exris 1o KI);

* 110710 3aIPOBAKEHHS MTOPS/IKY 3MiHU PEXKUMIB (DYHKITIOHYBAHHS CHUCTe-
MU 3aXHUCTY KPUTUIHOI iH(PPACTPYKTYPH 3aJI€3KHO Bijl BABHAYEHOT'O PiBHS 3arpo3;

* moz1o hopmyBanHg HarionasbHoro miiany il i3 3aXucTy KpUTUIHOI
iHGPaCTPYKTYPH Ta HOTO MEePIOIMIHOTO MEPETIISY.

3asiexkHo Bij BapiaHTa o6ynosu cucremu 3axucty KI BignosigHi mia-
3aKOHHI aKTH MAIOTh 3aTBEP/KYBaTHCs yKasamu [Ipesugerta Ykpainu abo
nocraHoBamu Kabirery MiHicTpiB Ykpainu.

Bucnosox

YV Mexax pedopMyBaHHS CeKTOPY OesleKku i 000poHH YKpaiHU akTy-
AJTbHUM 3aBJIaHHSIM € CTBOPEHHS CUCTEMY 3aXUCTy KPUTHUYHOI iH(ppacTpyK-
typu. [ToTpibGHO iHimitOBaTH MpOIleC CTBOPEHHS Takol cucteMu. Ile Moske
Oytu 3xiliciero y crocib posrusiay Ha 3aciganHi PHBOY 3aszHadeHoro
MUTAHHS, TPUUHATTSA U yXBaJeHHS BINOBIHOTO pillleHHs Pann, B KoMy
Gy/ie BU3HAUEHO OPraHW JIepsKaBHOI BJIA/H, BiJMOBIANbHI 32 BUKOHAHHS
IIEPIIOYEeProBUX KPOKIB 3 YTBOPEHHS CUCTEMU 3aXMCTy KPUTHUYHOI iH(Dpa-
CTPYKTypHU B YKpaiHi.

CRITICAL INFRASTRUCTURE PROTECTION -
ROMANIAN CONTRIBUTIONS AND EXPERIENCES

Dr. Liviu MURESAN,
Alexandru GEORGESCU
EURISC Foundation, Romania

Critical Infrastructure Protection (CIP) is emerging as an important
framework for understanding and ensuring societal security in the context
of important interdependencies between critical systems such as energy
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and transport infrastructure, each with their own risks, vulnerabilities and
threats. Romania is developing a competitive CIP framework, in accordance
with Europeans standards, that recognizes not only National Critical Infra-
structures, but also European Critical Infrastructures with transborder di-
mensions. The specific characteristics of Romania’s Critical infrastructure
and the challenges it faces in ensuring their identification, designation and
protection are all relevant to Ukraine’s future efforts in this field.

Introduction

The aim of this article is to provide an overview of Critical Infrastructure
Protection (CIP), a framework of security thinking which has seen signifi-
cant development in Western countries and in the most notable emerging
economies. Afterwards, the Romanian efforts in this field will be presented,
keeping in mind the specifics of both the Romanian Critical Infrastructures
(CI) and the characteristics of the security environment in which they oper-
ate. The authors hope to underline both the importance of this field for Ukrai-
nian security and future economic development (which are intertwined when
it comes to CI) and the value of potentially translating Romanian experiences
into useful insights for the future development of a Ukrainian CIP framework.

Critical Infrastructures
and their protection

Modern societies are highly dependent on the continuous operation of
critical infrastructures that ensure the supply of essential goods and servic-
es. These include amongst others the supply of energy in all its forms, drink-
ing water supply, information and communication technologies or waste
disposal. Disruptions may have rapid repercussions for the population
and the basis of its livelihood, and can affect other critical infrastructures
through a domino effect termed «cascading disruptions»®. For instance,
a power blackout will also disrupt the water supply, telecommunications,
and rail transport. Cities, the very engines of economic, social and politi-
cal development, represent agglomerations of critical infrastructures which
are easily disrupted, especially with regards to energy dependencies. This
leads to potentially existential threats, such as food insecurity, health is-
sues, the maintenance of public order and peace, the proper coordination
in case of emergency situations and so on. Today’s critical infrastructures
are large-scale sociotechnical systems, comprised of multiple components,
involving various stakeholders, technologies, policies and social factors.

Infrastructures are accounted to be critical for several reasons:

* Singularity within the frame of infrastructures of a system or process;

Y Rinaldi S. M. Identifying, understanding, and analyzing critical infrastructure
interdependencies IEEE / S. Rinaldi, J. Peerenboom, T. Kelly // Control Systems
Magazine. — 2001. — Ne 21(6), P. 11-25.

94



36ipHux mamepianie MircHaAPOOHUX EKCREPMHUX HAPAO

* Their vital importance as a material or virtual (net-like) support in
the functioning of systems and the unfolding of processes — economic,
social, political, informational, military etc.;

* Important, non-replaceable role that they play in the stability,
reliability, safety, functionality and especially in the security of systems;

* Increased vulnerability to direct threats, as well as to threats targeting
the systems these infrastructures are a part of;

* Special sensitivity in case of variation of the underlying environmental
conditions (in a broad sense) and especially in case of sudden changes of
the situation.

CIP provides a comprehensive framework for managing the key infra-
structures, assets and resources on which we depend at local, national, re-
gional and global levels. Various actors, mostly governmental but increas-
ingly private ones (such as multinational companies), have pursued an
independent development of this field, generating solutions of a technical,
organizational and strategic nature.

Rapid development of the sector has enhanced our understanding of the
depth to which critical infrastructures are interconnected and, therefore,
the potential dangers that disruptions (intentional or unintentional, natural
or man-made, sudden or gradual) in a single area pose to the entire system-
of-systems emerging in modern societies. CIP is based on risk analyses that
take into account a comprehensive threat spectrum and prescribes security
measures which include all aspects of integral risk management. In the most
modern CIP philosophies, a principle of subsidiarity is at work, wherein Op-
erators, Local and National Authorities are responsible for the protection of
CI. Finally, proportionality must be maintained in designing protection mea-
sures, in order to ensure the best results with the least investment of scarce
resources. These protection measures aim at strengthening resilience.

There are numerous models and systems for assessing the interdepen-
dencies between CI. One such model recognizes four types of dependency
(physical, geographical, informational and logical)*. The Romanian Na-
tional Critical Infrastructure Protection Strategy focuses on a variation of
this, where dependencies are physical, logical /informational, inter-regional
and inter-sectorial. Another sees infrastructures as being in a production
chain, and identifies upstream, downstream and lateral dependencies®.
Concepts have been developed to assess infrastructure risk, by identifying

3°Gheo he Adrian V. Critical Infrastructures: Ubiquity of Digitalization and Risks of
Interdependent Critical Infrastructures : IRGC-ETH Document / Adrian V. Gheorghe,
Markus Schlapfer.— Ziirich. — 2004. — June.

3 Baker George H. A Vulnerability Assessment Methodology for Critical Infra-
structure Sites / George H. Baker. — 2005. — April [Enexrponuuii pecypc]. — Pexxum
nocrymy: http:/ /Worksﬁaepress.com /george_h_baker/2
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complexity, survivability, dependability, uncertainty and policies®. Crite-
ria for vulnerability have also been identified such as exposure to risk, sensi-
tivity to risk and adaptive capacity to a hazard®. These have been expanded
upon to include concepts such as resilience, robustness, fragility®, fragility
and antifragility® (where the strength of a system increases through expo-
sure to small stressors) and others. The US National Research Council, in
its 2009 publication «Sustainable critical infrastructure system — a frame-
work for meeting 21st century imperatives», described a model of interde-
pendency analysis based on a set of five well-developed criteria — physical,
functional, security, flexibility and unpredictability®. So, research in this
field is constantly advancing the state of the art in terms of coming to grips
with the inherent complexity of the system-of-systems.

The European Union’s Programme for Critical Infrastructure Protection
coalesced around initial efforts at codifying strategic thought on European
Energy Security, followed by the security of the European transport infra-
structure. The resulting Recommendation, Directives, Standards and re-
search imperatives were accompanied by an expansion of EPCIP to include
numerous other infrastructures. The table below illustrates both the expan-
sion of the EPCIP, a rough division into components and the fact that criti-
cal energy infrastructures stand at the forefront of the infrastructure taxono-
my, by virtue of being a primary target of dependence by most other systems.

The Romanian framework for CIP

The Romanian framework for Critical Infrastructure Protection is
designed to meet not just its National CI protection mission, but also the
European CIP imperative, in a manner that is as compatible as possible
with the CIP programs of other EU Member States, especially neighboring
ones, while meeting and exceeding the expectations laid out in relevant
EU legislation. Romania recognizes the following CI categories, which are
roughly analogous to EU categories — energy, transport, ICT, National Se-
curity, administration, food, water, health, chemical and nuclear industry,
space and research, with finance being the latest addition.

32Stapelberg Rudolph. Infrastructure Systems Interdependencies and Risk Informed
Decision Making / Rudolph Stapelberg // Journal of Systemics, Cybernetics and Informatics /
Integuiitional Institute of Informatics and Cybernetics. — 2008. — Ne 6(5), P. 21-27.

#Idem.

3 Hokstad Per. Risk and Interdependencies in Critical Infrastructures / Per Hokstad,
Ingrid B. Utne, Jorn Vatn // Springer Series in Reliability Engineering, Springer. —
Trondheim (Norway), 2012. — P. 16—18.

BJohnson I{Ohn' Antifragility Analysis and Measurement Framework for Systems of
Systems / John Johnson, Adrian Gheorghe // International Journal of Disaster Risk
Science. — 2013. — Ne 4 €4) — P.159-168.

%Sustainable critical infrastructure system — a framework for meeting 21st century
imperati\ég% 5{ D. Nash [et al.] ; National Research Council, The National Academies
Press. — .
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Table 1

The list of CI Sectors and belonging subsectors

Sector

Service or Product

I. Energy

1. Production of oil and gas, refinery, treatment and storage
including pipelines

2. Production of electric energy

3. Energy, gas and oil transport

4. Energy, gas and oil distribution

I1. Information and
Communication
Technology

5. Information and network systems

6. Command, automation and instrumentation systems

7. Mobile and land telecommunication services

8. Navigation and radio communication services

9. Satellite communication services

10. Broadcasting services

III. Water Supply

11. Drinking water supply

12. Water quality control

13. Dam building and water quantity control
IV. Food Supply 14. Food supply, food safety, security and protection
V. Health 15. Medical support and hospital services
16. Drugs, serums, vaccines, and pharmaceutical products
17. Bio laboratories and bio agents
VI. Finance 18. Payment services / related structures
19. Governmental financial systems
VII. Defence, Public | 20. Country defence, public order and national security
Order, National 21. Integrated management of borders
VIII. Administration | 22. Government

23. Armed forces

24. Administration and services

25. Emergency services

IX. Transport

26. Road Transport

27. Railways

28. Sea, river and ocean transport

29. Air transport

X. Chemicals and

30. Production, processing and storage of chemical and

Nuclear Energy nuclear substances
31. Dangerous chemical substances pipes
XI. Space 32. Air traffic

33. Outer Space
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A key aspect to remember about Romanian CIP efforts is the paradox
of having, on paper, a competitive and well thought out system which is
also integrating the state of the art in this field with regards to identifying
and designating new CI, while operating under severe resource constraints
which undermine the effectiveness of such a system and thereby reduces
the ultimate resilience of Romanian CI.

The Romanian CIP system is the product of an internal development
which integrates the relevant EU framework, but is mindful of Romanian
CI characteristics, its national specificities and its challenging security en-
vironment. Romania is not just a passive beneficiary of EU developments in
the field, but has also begun to contribute directly to the further develop-
ment of the EPCIP framework — Romanian experts have worked on the Se-
curity Liaison Officer project for use in future European legislation, which
codified the attributes, responsibilities, competencies and training for the
SLO embedded in corporate or governmental security departments® .

Romania can find much in common with Ukraine when it comes to in-
frastructure and specifics of the security environment. Due to communist
development policies, Romania has an imbalance of certain infrastructures
(especially heavy industry and energy refining assets), which are not well
positioned for sustainable exploitation. The passage of time and a lack of
resources for upgrades and maintenance mean that many infrastructures
are suffering from various levels of decay and technological obsolescence,
leading to a significant potential for spontaneous disruption. In a holistic
sense, there is a dangerous imbalance between the stages of development
and transition of the Romanian society and economy. Just to give an ex-
ample from the field of energy, the push towards green solutions at EU
levels and the financial incentives associated with such developments have
led to a rapid development of a subsidized renewable energy sector which
has placed a strain on the Romanian critical energy infrastructure system,
through an increased number of intermittent providers of energy, requiring
ever more complex grid balancing operations.

Moreover, the challenging security environment of Romania exhib-
its threats from natural phenomena and increasing regularity of extreme
weather patterns, but also significant geopolitical risk, compounded by Ro-
mania’s participation in antiterrorist coalitions and peacekeeping forces.
The recent period has also revealed Romania’s security exposure to asym-
metric risks, such as deliberate cessation of resource and information flows,
the threat of frozen conflicts, trans-border criminal organization activities
and threats from human migration patterns. Meanwhile, Romanian secu-

3Security Liaison Officer Project 2014 : Final Report / European Commission,
Directorate-General Home Affairs [Enexkrponnuii pecype]. — Pexum pocrymy: http://
www.coseritylab.it/News/Voci/2014/6/25 SLO_Project_Final Conference_files/
SLO_FinalReport.pdf
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rity, prestige and international goodwill towards it depends also on ade-
quately protecting the regional and international critical infrastructures
which transit through its territory, and on which other states are critically
dependent, from energy connection to commercial transport corridors.
Below is a graph on the informational and decisional circuit on CI protec-
tion, highlighting the role of public authorities, specialized institutions, and the
stakeholder who actually operate the Critical Infrastructure. This is a generic
model that is also applicable to the Energy Critical Infrastructure subdomain.

o= e e = = e = = == " Prime Minister
lc_‘m_"ff,' E_m..’.w_"w_]" Feati S S Rat 1 State Councillor |

: Ministry of Administration and Interior i— - -l Interinstitutional Work Group I
. | -
el L Center for Critical Infrastructure Protection Coordination |
MNATIONAL CONTACT POINT and P Technical of
And CIWIN Network Management Critical Infr. Designation G.LLRLC

1
1 | Competent public authority }J
- { Specialized CIP compartment for National, European Infrastructures ‘

ey /

I Owners/Operators/Administrators/ of National and European Cl |
| Security Liaison Officer for National and European Cl |

[ Operator Security Plan ]

Fig. 1. Simplified layout of Romanian CIP information and decision circuit

A few notable ideas should be taken from the table. The first is the recog-
nition of an abundance of stakeholders, from private and public companies
to government agencies and ministries, requiring a connecting agency and
authority to provide a holistic view. The second is the presence of elements
of European connectivity, to allow for the sharing of information and the
coordination with partners in other EU and NATO Member States and in
the EU and NATO institutions themselves. The third is the inevitable con-
centration of a host of functions regarding information gathering, compli-
ance verification and activities coordination in a single body or a few bod-
ies, which themselves become administrative critical infrastructures for the
whole process (administration being a recognized EPCIP category). This
means that decision makers should be aware of having creates a new dis-
ruption point and a source of new risks and vulnerabilities. Resilience, in a
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certain sense, is less of a destination and more of a journey and permanent
balancing act, where not just the change in environmental factors produces
new risks, vulnerabilities and threats, but the actions of security decision
makers themselves, in the pursuit of security from known threats.

In Romania, over 1.000 individual infrastructures have been designated
as critical and added to a classified list, which entails special responsibili-
ties on the part of the owner/operator/administrator. Central to Romanian
and European CIP efforts is the Operator’s Security Plan (OPS), which
includes identification of vulnerabilities, descriptions of existing or future
security measures and procedures, permanent measures and gradual mea-
sures to be instituted with each new alert level etc. Within 9 months of
the designation of a new CI element, the owner/operator/administrator
must develop OPS in line with the applicable legislation (Annex 3 of the
Emergency Government Order 98 from 03.11.2010) and present it for ap-
proval and then periodic revision and renewal (ever two years, or whenever
circumstances warrant it). Here too, European regulations and directives
supersede National legislation pending harmonization.

Below is a graph outlining the information and decision flow in case of
a generic crisis or an emergency situation. The specifics of the incident, es-
pecially regarding geographical concentration of the effects of a crisis, will
determine what bodies take which measures. Since critical infrastructure
disruptions are prone to triggering cascading disruption events, it is likely
that further resources and authorities in other areas will have to be mobi-
lized, as well as sector specific crisis response resources.

Romanian CIP
legislative framework

Like that of all EU Member States, the Romanian legislation in these
fields must be harmonized with European legislation, while its mechanisms,
organizations and competent authorities must be able to function smoothly
within the wider EPCIP and its mechanisms, as well as any other CI relat-
ed initiative that is set into motion. It is interesting to note that Romanian
has CI-specific legislation, in addition to security legislation which governs
certain aspects of CI security without directly mentioning them. Some of
the most important entries into the legislative framework for CIP protec-
tion in Romania and, implicitly, for ECI protection, are:

* Emergency Government Ordnance no. 98 of 03.11.2010, regarding
the identification, designation and protection of CI (Official Monitor no.
757 from 12.11.2010);

* Government Decision no. 1.110 from 03.11.2010, regarding the compo-
nents, responsibilities, attributes and organization of the Inter-Institutional
Working Group for CIP (Official Monitor no. 757 from 12.11.2010);
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e Law no. 18 from 11.05.2011, for the approval of EGO no. 98 of
03.11.2010, regarding the identification, designation and protection of CI
(Official Monitor no. 183 from 16.05.2011 — starting date: 19.05.2011);

* Prime Minister Decision no. 42 from 28.05.2011, regarding the de-
scription of the CIP specific Counselor within his own Office (Official
Monitor no. 216 from 29.05.2011); and Prime Minister Decision no. 53
from 02.05.2011, regarding the components, responsibilities, attributes and
organization of the Inter-Institutional Working Group for CIP, as well as
its Regulations for functioning (Official Monitor no. 301 from 02.05.2011);

* Government Decision no. 718 from 31.07.2011, National Strategy for
Critical Infrastructure Protection (Official Monitor no. 555 from 04.08.2011);

» Government Decision no. 1154 from 16.11.2011 for the approval of
critical thresholds and methodologies for the inter-sectorial criteria which
are used to identify National Critical Infrastructures;

* Government Decision no. 1198 from 04.12.2012 regarding the desig-
nation of National Critical Infrastructures.

¢ Other entries establish specific standards for companies in general,
that are applicable to critical infrastructures, such as:

* Law n0.333/2003 republished in 2014 and Government Decision
n0.1010,/2004 on the protection of persons, valuables, goods and sites;

* Law n0.182/2002, Government Decision n0.585,/2002, Government
Decision n0.781/2002 which contributed to the protection of classified in-
formation and preventing and combating terrorism;

* Government Decision n0.547,/2005, Law no 481,/2004 which estab-
lished the National Strategy for Civil Protection and further regulated the
management of crises and emergency situations;

* Government Decision n0.642/2005 which added to the management
of crises and emergency situations in general;

» Law n0.307 /2006, on protecting against fires.

Meanwhile, there have been steady developments in the field of functional
European institutions and mechanisms governing CI issues, especially in the
field of energy security and critical energy infrastructure security®. The De-
partment of Homeland Security quotes a figure of 80—85 % of US critical in-
frastructures being owned and operated by private companies, though it has
not made such a study public for reasons of security®. One of the most notable
of these is CIWIN (European Critical Infrastructure Warning Information
Network), initiated under COM(2008) 676 and functional since 2013.

3Critical infrastructure and key resources [ Enexkrponnuii pecype]. — Pexxum mocty-
ny: https://www.ise.gov/mission-partners/critical-infrastructure-and-key-resources

% Hedges Chris. The Most Brazen Corporate Power Grab in American History /
Chris Hedges [Eaekrponnuii pecypc]. — Pexum moctymy: http://www.opednews.
com/articles/1/The-Most-Brazen-Corporate-by-Chris-Hedges-American-Hypocrisy
Americans-For-Prosperity Corporate-Citizenship_Corporate-Crime-151107-882.html
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The CIWIN network is a protected and public Internet based in-
formation and communication system owned by the European Com-
mission, dedicated to facilitating the exchange of information between
recognised and authenticated members of the EU Critical Infrastruc-
ture Protection community. In Romania, the National Contact Point
is the Center for Critical Infrastructure Protection Coordination. An-
other initiative was the E.R.N.C.I.P. (European Reference Network for
Critical Infrastructure Protection) is a platform for information on ex-
perimental and testing facilities in Critical Infrastructure Protection
research and development.

The Third Energy Package in 2009 established the European Agency for
the Cooperation of Energy Regulators (ACER) as a body with final decision
capability. At the same time, a number of hybrid organizations were created
with varying levels of European input to support the liberalization of Eu-
ropean energy markets and aid the smoothing of the regulatory landscape
in conjunction with the main actors in the field, including private ones: the
Council of European Energy Regulators (CEER), the European Network of
Transmission System Operators for Electricity (ENTSO-E), the European
Network of Transmission System Operators for Gas (ENTSO-G), the Euro-
pean Regulators’ Group for Electricity and Gas (ERGEG) etc.

Case Study — New frontiers in risks —
The private and foreign element in Romanian CI

A clear trend that was signaled by American security actors is the
growing importance of private entities in CIP, through their ownership of
designated CI. The Department of Homeland Security quotes a figure of
80-85 % of US critical infrastructures being owned and operated by pri-
vate companies, though it has not made such a study public for reasons of
security . The situation in the European Union is similar, with estimates
of around 70 % of CI being controlled by companies, though each coun-
try has its own such profile. There are numerous reasons for this trend
to continue, some of which will be cited beneath, but an emerging one is
the effect of international free trade treaties or other projects driven by
lobbying from special interest groups imposing economic policies in favor
of privatizations and allowance, even prioritization, of (foreign) corpo-
rate interests. The upcoming Trade in Services Act (TiSA) in the United
States is one such development, as could be the Trans-Atlantic Trade and
Investment Partnership (TTIP)%.

“Hedges Chris. The Most Brazen Corporate Power Grab in American History
/ Chris Hedges [Enexrponnuii pecypc]. — Peskum moctymy: http://www.opednews.
com/articles/1/The-Most-Brazen-Corporate-by-Chris-Hedges-American-Hypocrisy
Americans-For-Prosperity Corporate-Citizenship_Corporate-Crime-151107-882.html
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This presents an interesting challenge. For one, the CI development needs
of a society for the provision of critical goods and services is more and more
reliant on private capital and private development efforts, especially to avoid
malinvestment and find the right investment mix that will ensure sustainabil-
ity. However, in general, private companies and foreign (state owned) compa-
nies view security as a cost affecting their profitability, and are apt to minimize
their expenditure in the field, even at the risk of diminishing the goodwill of
the host state and incurring losses in case of a negative event. A system-of-sys-
tems will only be as strong as its weakest link, meaning that a heterogeneous
approach towards security on the part of each system component operator is
a recipe for disruption, which is where the role of state authorities as clear-
ing houses of information, enforcers of standards and disseminators of best
practices comes into play. There is also the exception, where a very security
conscious company improves the security profile of the country it operates in
by exceeding local standards of prudence and preparedness.

The Romanian authorities must also contend with a large foreign pres-
ence in the CI sectors such as energy and agriculture that will only increase,
a result of multiple factors such as the privatization of state assets, the need
to attract capital investment from outside the borders, the need for technol-
ogy transfers, the presence of significant internal resource potential (energy,
agriculture) in comparison with the rest of the region and so on. Future in-
frastructure investment projects, regardless of specifics, will most likely con-
tain an important foreign element providing capital, technology, intermedi-
ate financing and possibly also ownership. From the perspective of critical
infrastructure protection, the involvement of foreign companies, while ben-
eficial in a strictly economic sense, given Romania’s needs, is also a source
of concern. While decision makers may eventually consider otherwise, this
concern does not yet warrant special restrictions on foreign investment and
ownership, which would be problematic from an EU regulatory perspective,
but they must be acknowledged by the decision makers and their supporting
security specialists. It must also be reflected in the legal and organizational
frameworks for Romanian security, in general, and critical infrastructure
protection, in particular. Some of these concerns are:

 The possibility of disinvestment and withdrawal from Romania,
should underlying economic conditions at home, in Europe or in Romania
make continued operations unprofitable or untenable;

* The possibility of insufficient investment in the critical infrastructure af-
fecting the security of said infrastructure and of the wider system-of-systems;

* The foreign companies may have upper management (foreign or Roma-
nian) which is less responsive to the security needs and standards expressed
by the competent Romanian authorities, being physically removed from
Romania and primarily concerned with respecting legislation in their home
country. Moreover, proper communication between the competent authori-
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ties and the owners/operators/administrators of critical infrastructures is a
critical component of CIP activities which is the concern of the current Ro-
manian push for developing, adopting and enhancing Liaison Security Officer
legislation, Operator Security Plan legislation, National Contact Point for
European Critical Infrastructure Protection and various security standards;

* The foreign companies may, directly or indirectly, be influenced by third
parties with non-profit and non-sector concerns, whose interests may be det-
rimental to those of Romania. Such means of covert undermining of a state is
part of the panoply of hybrid warfare, a concept which has gained significant
real world exposure with the geopolitical upheavals of the past few years. Tak-
ing the example of the energy sector, there are numerous countries present in
Romania — Austria, Hungary, Germany, Kazakhstan, Russia, France, Italy, the
Czech Republic, the United States, Azerbaijan, Turkmenistan and soon enough
also China, through negotiations for the building of the future Romanian nu-
clear reactors and of the Rovinari thermal power plant. Some companies per-
form greenfield investments, while others acquire a stake in an existing Roma-
nian critical energy infrastructure or energy champion, such as the Kazakhstani
acquisition of Rompetrol. In the near future, the withdrawal of Italian company
ENEL from the Romanian energy market may provide a useful case study for
the power such companies have over Romanian energy consumers.

Continuous improvement
in CIP efforts is key

Romania must not rest on whatever laurels it has earned, but view its
CIP efforts as a continuous effort requiring continuous improvement. As
research in the field expands, new avenues of security thinking open up,
such as space security and dependence on foreign-owned satellite systems.
A few key areas have been identified for improving the Romanian CIP ef-
forts, in addition to the usual calls for allocating more resources for security
efforts and realigning outmoded organizations and CTP management tools
to new standards. One is the establishment of a better dialogue with civil
society stakeholders (think tanks, professional associations, NGOs) to ben-
efit from their accumulated expertise. The SLO project mentioned in a pre-
vious section was the result of cooperation with a Romanian professional
association of CIP experts, the Romanian Association for the Promotion
of Critical Infrastructure and Services Protection, which has partnerships
with similar organizations throughout the EU. Such organizations, includ-
ing Academia and other civil society and business groups, are vital for offer-
ing policy research and advisory capabilities, for creating certified training
programs for security experts and decision makers and for narrowing the
skills and knowledge gap on CIP (and Security in general) present in cer-
tain state institutions, where non-experts weigh in on security issues.

Given the characteristics of Romanian CI, it is important to prioritize
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not only security of existing infrastructure, but the development of a more
robust and resilient infrastructure system-of-systems. Security should be
viewed not as a cost, but as an important investment in insuring business
continuity and quality of life, especially with the rise of terrorist actions
against important infrastructures, not just population concentrations. With
proper management and development, it is even possible for security invest-
ments to become self-sustaining, by generating innovative and competitive
products for a security-as-a-service type of industry. This has been identified
as key for the sustainability of security expenditure and for economic growth
in the findings of the European Security Research and Innovation Forum?!.

In Romania, private companies, but also state agencies and institu-
tions may contribute to the development of CIP specific models and in-
struments. One such example is the Military Equipment and Technologies
Research Agency (METRA) of the Ministry of Defense, whose research
may also be applicable to CIP (sensors, unmanned vehicles, cyberdefense,
security procedures and products for NBC defense etc.). The «pipelines»
for the research of such institutions to be prototyped and developed into
a product for wide dissemination to potential beneficiaries or for export or
licensing (generating a profit center and economies of scale which aid in
local security efforts) is not very well developed.

Lastly, international cooperation for CIP efforts does not end in Brus-
sels. Other international organizations have shown an interest in CIP, both
as a natural extension of their interest in development and security, as well
as a way of remaining relevant players in a rapidly evolving security para-
digm. NATO, for instance, has been developing CIP policies for Member
State Cooperation, especially for energy security and cyber security?.

Conclusion

Critical Infrastructure Protection has become an invaluable tool for un-
derstanding and ensuring the security of a state and the underlying systems
necessary for the prosperity of its citizens. Romania is a useful model for
Ukraine in creating a CIP framework that not only serves National needs,
but also takes into account a responsibility for positive impact on regional
security through the safeguarding of regional critical infrastructures. It also
underlines the limitations of such a model in the context of resource penury
and inconsistencies in infrastructure maintenance and development. More-

1Security Industry Policy — Action Plan for an innovative and competitive Security
Industry : SWD(2012) 233 final [ Enexrponnuii pecypc]. — Pesxum nocrymy: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0417:FIN:EN:PDF

2Good Practices Guide on Non-Nuclear Critical Energy Infrastructure Protection
(NNCEIP) from Terrorist Attacks Focusing on Threats Emanating from Cyberspace
/ Organization for Security and Co-operation in Europe. — 2013 [Esexrponuuii pe-
cype]. — Peskum moctymy: http://www.osce.org/atu/103500?download=true
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over, interesting developments are highlighted, such as the growing impor-
tance of private companies as operators/owners/administrators of critical
infrastructure and the contradictions inherent in the rising foreign element
in the critical infrastructure landscape. Ultimately, a country is only as safe
and as prosperous as its infrastructures will allow.

MEPE)XA PO3IOAIAEHVIX CUTYALIVIHUX LIEHTPIB
SIK IHOOPMALIIMTHO-AHAAITUYHA
TA OPTAHI3ALIITHA OCHOBA YIIPABAIHHS
3AXVICTOM KPUTUYHOI IHOPACTPYKTYPU

Mopozos Anamoniii Oaexciiiosun,

dupexmop Incmumymy npoérem
mamemamurnux mawun i cucmem HAHY;
Binoxonv Bonrooumup Muxonaiiosun ITMMC;
Buwmnescorxuii Bimaniii B’auecnasoeun, ITMMC;
HKenesnax Mapx Hocunosuun, IIIMMC

€BpoiHTerpailiiini HaMaraHHs Y KpaiHd Ta HOBI BUKJIMKH II0/I0 3aTPO3
HarioHaIbHiil Gesrelli YKpaiHu 3MyCHJIN YPSAOBIIB, HAYKOBIHB 1 Tpes-
CTaBHUKIB iHIMUX cep CyCHiJIbCTBA 3BEPHYTHCS /10 TIO3UTHUBHOTO JOCBiLy
VOPaBIiHHA KPUTUYHOIO iH(PACTPYKTYPOIO, 1O MPaKTUKY€eTbess B Cro-
JTyHeHuX [MIratax i eBpomneiichkux kpainax. CTBOPUBIIN JIEBY cuctemy
YVIPaBJIiHHA i3 3axmucry KPUTUYHOI 1H(ppaCprI<TypI/I 3a3HavyeHi KpaiHu
BJIaJI0 IIPOTHCTOATD i TOIEPE/KYIOTh TepOpI/ICTI/I‘-IHl aTaku, aKkTh Kibep-
3JI0YMHHOCTI, ONIEPATUBHO AIfOTHh y HAMPSIMI JIKBiAIil HACIIKIB HA3BU-
YaWHUX CUTYAIlill TEXHOTEHHOTO Ta IPUPOHOTO XapaKTepy TOII0. AHATI3
MacIITaOHKUX HAA3BUYANHUX CUTYAIill, 1[0 BUHUKAJIK B YKpaiHi Ta y CBiTi,
CBIIUUTDH MIPO aKTYaTbHICTh CTBOPEHHS TAKOI CUCTEMU JIJIS HAIIIO1 JIePKABH.

BaxBuM KPOKOM B OIIpallloBaHHI HAyKOBUX OCHOB IOJI0 3aXHUCTY
KPUTHUYHOI iH(PaACTPYKTYpH cTaja 3esleHa KHUTA 3 NUTaHb 3aXUCTY KpU-
THYHOI iH(pacTpykTypu B YKpaiHi (dani — 3ejieHa KHUTA), 10 PO3POO-
Jennd gaxol HanionanbHuil IHCTUTYT CTpaTerivHUX AOCHIKEHb JOJIYyYUB
BITUM3HSAHUX Ta iHO3eMHUX crerfanictiB. Iepii o6roBopertst 3eseHol
KHUTHU 32CBITYNIN BUCOKUU PiBEHb 3aI[iKaBJIEHOCTI IEHTPAJIbHUX OPTaHiB
BUKOHABYOI BJIAJU 10 BUBYCHHS MO3UTHBHOTO 3apyGi’KHOTO IOCBIMY Ta
YCBIZIOMJIEHICTh HEOOXIHOCTI CTBOPEHHS aHAJOTTYHOI CUCTEME B Y KpPaiHi.
[ly>xe 3HAKOBO, 1O B 3eJIeHill KHU31 3a1IPOITOHOBAHO CTBOPUTH HAYIOHALb-
HUUl yenmp 3 YUPaBJiHHS B KPU30BUX CUTYAIliSIX Ta 3aXUCTY KPUTUUHOI
iH(pacTpyKTypH, SKUii, 30KpeMa, BUKOHYBaTUMe (DYHKIIIIO CUTYaIiiTHOTO
LIEHTPY 1 B3aEMOISATUME Y MEPeduci CUMYAUIIHUX UeHmpig, PO3TIOIiIeHUX
Mizk 06’€KTaMK KPUTUYHOI iHPPaCTPYKTYPH Ta BiAIIOBIJaJIbHIMU JepiKaB-
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HUMW YCTAaHOBAMHU, i Ma€ cTaTy iH(MOPMAIiiHO-aHATITUYHOIO 1 OpraHi3a-
IIIfHOTO OCHOBOIO 13 3aXUCTY KPUTUIHOI iHPPACTPYKTYPH.

IcTopis po3BUTKY cuUTyalliiHUX HEHTPiB B YKpaiHi cAra€ MUHYJIOTO
CTOJIITTSI, KOJIM Haiibisblna KatacTpoda JIoAChKOI IUBii3alii — aBapis Ha
Yopuobunbebkiilt AEC — sMycuia gep:KaBHUX Jis4iB, HAYKOBI[B Ta 1HIIIX
oci6, saxissHux y JikBigaii Haciakis i€l katactpodu, 3actocyBatu (4u
He BIIeplle B iCTOpil pajsHCbKOrO yIIPaBJIiHHA ) T.3B. CUTYalliliHe yIIpaBJIiH-
Hs*3, 1110 3IHCHIOBAIOCS B MeXKaX JisLIbHOCTI OMEPATUBHOTO MITaly, CTBO-
PEHOTO Ha 3pa30K CyYaCHOTO CUTYAI[iHHOTO IIEHTPY.

[Tiz TexHOIOTiE€I0 KOJEKTUBHOTO (POPMYBaHHS PillleHb B YMOBaX (hyHK-
IIOHYBaHHS CUTYAI[IHOTO TIEHTPY MA€EThCS HA YBa3i MOCJIZOBHICTH JIIO-
IMHO-MamMHHKUX rpouenyp (3 anra. HMI — human-machine interface)
B3aeMO/Iii MiK ocobamu, 110 6EPyTh y4acTh ¥ MPOIECi KOJTEKTHBHOTO 00-
TOBOPEHHST BapiaHTiB PillleHHs, i CUCTeMOIO B IIPOIieci MATOTOBKY Ta TIPO-
BeJIeHHsT Hapaau™,

KonnenryanabHi TOJIOKEHHST CUTYAIliHOTO YIIPABJIIHHS, PO3BUHEHI
SIK TIPOJIOBKEHHST MTOCTYITY CHCTEMHOTO TMifX0/y, 6a3yioThes Ha ifei, mo
HAgBHI MeTOAM U yIpaBIiHCBKI IPUIIOMU HE MOXKYTb OyTH 3aCTOCOBaHi
3 OJIHAKOBUM YCIIIXOM y PI3HMX CUTYyalifX, Ki BUHUKAIOTb y JiSJIbHOCTI
mianpuemcT®. 1110 Te3y 3 ycmixoM MOKHA aTIPOKCUMYBATH HA MisITBHICTD
JIePKABU 3aTaJIOM.

CyyacHa 30BHIIIHbONIOJIITUYHA 1 COIiaJIbHO-eKOHOMIYHA CHUTYAallisl B
Vxpaini popMye HU3KY HOBUX BUKJIUKIB, 0 CIIPUYMHIOIOTH HEOOXIAHICTD
pedopMyBaHHS CHCTEMH JOTPUMAHHSI HalliOHAJbHOI Oe3leku i 060poHU
Ta TePeTJIsILy MiZIXO/IB MO0 CTBOPEHHS e(eKTUBHOI /IeP>KaBHOI CUCTEMH
KPU30BOI0 pearyBaHHs Ha OCHOBI METOJ0JIOTII CUTyaliliHOrO yIpaB/Iinud,
ABTOMATHU3AIli] Ta iIHPOPMAIIITHOTO HAITOBHEHHS TIPOTIECY YIIPABJIiHHS.

[lo TakuX BUKJIMKIB HAJIEKUTh Hacamiiepes aHekcist Pociiicbroro Dene-
pauiero Kpumy it yactunu tepuropiii JoHerpkoi ta JIyraHcbkoi obmacTeii.
Huniusa sona nposegers ATO € 06’eKToM IHIBHOI i mocTiiiHol yBaru
PATYBAIbHUX CITY:KO, a/[)Ke HE3aKOHHI Ta CaMOIIPOTOJIOIIEH] «peciTy 0Ky
IIO/THS 3IMCHIOIOTh TaM BOEHHO-IMBEPCIHHY 1 TEPOPUCTUYHY /isITbHICTD,
10 TPU3BOUTD JI0 3arubesti Yu TPaBMYyBaHHsI JIIOJEH, 3HUIIEHHS YU TI0-
MIKOMKEHHs BaK/IMBUX 00'€KTiB KpUTHYHOL 1H(PPACTPYKTYypPH, 3aBIAHHIO

BCuryariiiiHe yrnpaBiIiHHS CTAJO0 HECTIOAIBAHOIO aJbTEPHATHBOIO PYYHOMY yIIPaB-
JIIHHIO, SIKe Ha TOI Yac IepeBaxaJIo.

“Moposos A. A. CuTyalmoHHbIe TEHTPBI MHPOPMAITOHHBIE TEXHOJIOTUH OYIYIIIETO
(Hosas undopmaruonnas texuosnorus) / A. A. Moposos, B. A. Amenko. — K. : 13a-Bo
CII «Muteprexuoapyk», 2008. — 332 c.

®Cumyayitini neHTpu: Teopis 1 nmpakTuka : 36. crateit / 3a pen. A. O. Mopososa,
I'. €. Kysbmenxo, B. A. JIutunosa. K.: Bugasuunrso CII «Iuteprexnoapyks, 2009. —
346 c.; [Tonstacpka A. C. Posib MeHEIKMEHTY 3HaHb Y CUTYAIliiTHOMY YIIPABJIiHHI Ha ITijI-
npueMmctsi A. C. Ilonauncska // EdexTuBHicTh (PyHKIIOHYBaHHS Ta eKOHOMIYHOTO PO3-
BUTKY miznpruemctBa. CTpaTerisi eKOHOMITHOTO PO3BUTKY YKpaiHu. — 2014 p. — Ne 34.
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MPsIMOI Ta HETIONPABHOI NTKOIU HABKOJIUIITHHOMY TTPUPOTHOMY CepeloBU-
mry. Ha sxanp, arpecist Pociticekoi Denepariii He BUYEPIIyETHCS JIHIITE 30-
HOIO ATO, a 3arposky€e MOCTIHHOI MOTEHIIHOI HEeGE3MEKOK BUMHEHHS
TEPOPUCTUYHUX aKTIB Ha Bciil Tepuropili Ykpainu. [oToBHICTH 00’€KTiB
KPUTUYHOI iHGPACTPYKTYPH JI0 TIOTIEPE/PKEHHS Ta OTIePATUBHOI JIOKAJTi3a-
11ii HeCHO/[iBaHUX TEPOPUCTUYHUX aTaK IEPEBIPSETbCS BOPOKUMMU JIUBEP-
CIFIHUMU TpyTIaMI, Ha JKaJjib, Maile 110100080,

[Ile ofTHUM MOTYKHUM BUKJIUKOM JIJIST CUCTEMU KPU30BOTO PearyBaHHS
BUSIBIJIACS HU3KA MOXKeEX TpoTsiroM 2015 p., 110 HAOYJIM CTAaTyCy HaA3BU-
yaitnux curyaniii (dazi — HC) 3arasbHomep:kaBHOro 3HaYeHHs. IIpukia-
noM takol HC craia moxkesxka Ha 6a3i HadTOIMPOAYKTIB MEPEXKi 3alIpaBoOK
BCPM y BacusbkiBcbkoMy paitoni Kuiebkoi o6JacTi, 1o npusBsesia 1o 3a-
et I'sIT PATYBAIBHUKIB 1 3aB/1aia KOJIOCAIbHUX €KOHOMIYHIX 30UTKIB
i Biacuukam Hadrobasy, i gepkaBi YKpaiHa, a TaKOK HEIONPaBHOL INKOAN
37I0POB’I0 HACeJIEHHS Ta HaBKOJIWIMHbOMY cepenoBuily. Ha Hanry mymky,
MOXKHA JiATU BUCHOBKIB, III0 BKAa3aHa MOKeXKa BUHUKIIA Yepe3 Take:

* BUCOKHWU PiBeHb KOPYIIIlii i B IEHTPAJbHUX, i B MICIIEBUX OpTaHax
nepsxkasHol Binaau (B upoMy Bunaaky I'Y JTCHC y Kuiscbkiii obacti),
0 MpPU3BEJIA A0 MOBHOI BiAICYTHOCTI KOHTPOJIO CTOCOBHO 3aIlObGiraHHs
MOPYIIEHHSAM TIPaBUJI IPOTUIIOKEKHOT OE3IEKN Ha OKEKOHEOE3MeUHIX
00’exTax;

* 3JI0YMHHE ¥ CBiZIOME MOPYLIEHHS IIPABUJI IIPOTUIIOKEKHOI Oe3IeKH
BIacHUKamMu (OpeHaapsiMu) 3asHadeHol HahpTob6a3u 3 METOI0 OTPUMAHHS
sIKOMOTa OLIBIINX TPUOYTKIB Ta 0COOGUCTOro 30arayeHHs;

* indopmarllilina, opraHisaiiliHa, TeXHiYHA Ta KaJPOBa HETOTOBHICTHb
PATYBaJbHOI cTysKOHU 110 orntepaTuBHOI Jiokasizaiii HC Takoro maciirady.

He MeH1n HeGe3nmeyHUM BUKIMKOM JIJIst JIOACTBA € robajibHa 1mpobJie-
Ma 3MiHU KJiMaTy, CBIIYeHHSIM YOTO € 3HAYHI JIICOBI MTOXKEXI, 110 BUHUKATU
npotsaroM octanHix TpboX pokiB y CIIIA, Pocii, iHmmx xpainax cBity i B
YkpaiHi, a Takok MacitabHi 3aropsHHst Topdy. 30iIbIIeHHs TPHBAIOCTI
3aCyNIIINBUX (a3 MPOTSATOM JITHbO-OCIHHBOTO TEPIOy POKY, BUCOKI TeM-
nepaTypHi TOKa3HUKHU Ta iHIT YUHHUKWA CTATH TMPUYUHOIO BUHUKHEHHS
HoXKeX, AKi iHozi HaGyBau (hopmu ctuxiiiHoro Jguxa. OMHaK 3MiHa KJiMa-
Ty Ma€ i iHmm ¢hopMu BUPaKeHHSL: JIOAM, a 0COBJIMBO CHCTEMa KPU30BOTO
pearyBaHHsl, MalOTh OYTU TOTOBI /10 GYpP, BETUKUX 3JIUB, KaTacTPOhiuHUX
MABOJKIB Ha BOAHMX 00’€KTAaX, IIATOIJIEHb, yparaHiB, CMepPYiB TOIO, HMO-
BIPHICTb SIKMX 3POCTA€E Uepes 3a3HaveHi 3MiHu KiaiMary. [ligsumnieHHs piBHS
CBITOBOTO OKeaHy Ta 3MEHIIEHHsI TEPUTOPIT CyIiri — 11e TpobJieMa, 1o CTo-
iTh Ha TIOPO3i JIIO/ICHKOI IMBITi3allii Ta 3arpoXKye€, 30KpeMa, i YKpaiHIIsIM.

KpiM 3a3HaueHNX BUKJIMKIB, 41 He HAlHeOe3IIeYHI UM € JIOACHKIIA YiH-
Huk. Bilina Ha cxozi Ykpainu, Hu3Ka BOEHHUX KOHQJIIKTIB Ha Bamspkomy
Cxofi, 3arocTpeHHsT 30BHINTHBOTIOTITUYHOI CUTYAaITii Y CBIiTi Yepe3 arpecuBHY
noBexiuky Pocificokoi Dexpepartii CIpUYUHIIIN 3HAYHUI MiTpaIliiHuiA MOTIK
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GixeHIiB i B YKpaiHi, il y cBirti. Indopmartist 3i 3MI mpo mogeHH BOUBCTBA
(3arubesb uu TpaBMyBaHHs) B paiioHi ATO, BUMHEHHST TUBEPCiil B iHIIMX
perioHax YKpaiHu, BUMYyIlleHe TlepecejieHHsI Ta ajialTallilo MoHa/| Mijbiio-
Ha YKPAIHIIB /0 HOBUX YMOB IPU3BO/ISATD /IO 3BUKAHHS Ta IPUTYILISAIOTE Y
JIofIel BimayTTs HeGe3IeKH, 10 CTae IPUUNHOI0 GaiiysKOCTi, HeyBaKHOCTI
Ta ITHOPYBaHHsI IPAaBUJI BUPOOHMYOI Ta/du iHAMBIxyaIbHOI Gesmexn. Huni
nepez KpaiHaMu CBIiTY i mepes YKpalHOI0 30KpeMa Mmocrajia HeoOXimHICTh
(hopMyBaHHSI HOBOI IICUXOJIOTIT «G€3IIEKOBOI MOBEIHKI» 1 OKPEMOI JTIOINHH,
i JIIoZICTBA 3arajioM, 110 Hepeadayac BUPOOIEHHST CUCTEME 3HAHb, IIPOBEIEH-
HS MOCTITHUX HaBYaHb HACEJEHHS M[0/I0 TTPABUJI MOBEIIHKY B Till YU iHIITIH
cuTyalilii, HoOyI0BaHKX 32 IPUHIIUIIOM JABHO 320y THX i, Ha jKaJIb, BTPAYEHIX
HaBYaHb i3 UBLIbHOI 0GOPOHH, IO TIPOBOAMIUCS 32 PAASHCHKUX YaCiB, KOJIK
CPCP roryBaBcsl 710 MOTEHITIWHOI SIZIEPHOI aTaKyW MTPOTUBHUKA. Y KpaiHa,
KPIM TOTO, TOBUHHA IHTETPYBATHCS Y CUCTEMY CITIJIBHOT €BPOTIEHCHKOI (e3-
ek, TOOY/IyBaTh HAIIHHY CUCTEMU 3aXUCTY KPUTUYHOT iH(PPACTPYKTYPH.

TexHonoriyHUI PO3BUTOK JIOJICTBA 3MIHUB Hallle YSIBJIEHHS PO MOXK-
JIMBOCTI aBTOMATUYHUX iHGOPMAIITHO-aHAI THYHUX CUCTEM, 1110 CTAJIU TO-
JIOBHUM MeXaHi3MOM 3a6e3IeueHHs Ai€BOCTI YIPaBJIiHHS Ta OLIHKU HOro
edeKkTUBHOCTI.

CyuacHi curyamniiiai nentpu (dari — CIT) sk aBroMaTruHi iH(popMAaIriii-
HO-aHAJIITUYHI CUCTEMU YIIPaBJiHHS B PO3BMHEHUX KpaiHaX Npu3HavyeHi
Ui iHdopManiiHo-aHAITHYHOrO 3abe3ledeH s AisIbHOCTI KOHTPOJIIO
cdep HalioHaNbHOI GE3IeKU, OIHKA MOKIUBOIO PO3BUTKY MOMAIN i mmii-
TPUMKH TPUUHATTS pinieHb. BoHW MaioTh BUSBJISATH TMOTEHIIWHI 3arpo-
31, TIPOTHO3YBATH CTaH HAI[lOHAJBHOI OE3IEKU 3 BUKOPUCTAHHIM METO/IB
OI[iHKH PUBHKIB ¥ CIOCIO €KOHOMIKO-MaTeMaTHUHOTO, IMITAIliNHOTO, KOTHi-
TUBHOTO Ta re0IPOCTOPOBOTO MOJIEIOBAHHS, 3aCTOCYBaHHs TeoiHdopMa-
LIMHUX TEXHOJIOTI! TPOCTOPOBOTO MPOTHO3YBAHHS, MOJIEJIIOBAHHS Ta 3a110-
GiraHHs BUHUKHEHHIO HaA3BUYAlHIX CUTYALil, 1110 3arPOKYIOTh 00’ €KTaM
KpPUTUYHOI iHGpacTpykTypu. HaimionasbHuil cuTyamiitHuii 1eHTp, CTBO-
PEHHS SIKOTO 3aIPONOHOBAHO B 3esieHill KHu3l gk iHdopmariiiHo-aHami-
TUYHOTO Ta OPTaHi3aI[ifHOTO MeXaHi3My CTBOPEHHS CUCTEMHU 3aXUCTYy KPH-
TUYHOI iIHPPACTPYKTYPH, € AOIIIBHUM Ta JOTIYHUM i MA€ PO3TJISAIATUCS SIK
ocepeloK PO3BUTKY €MHOI JIep>KaBHOI MepesKi PO3IMOAIIEHUX CUTYaIliTHUX
IEHTPIB KPUTHYHOI iHPACTPYKTYypH Y KpaiHu.

CII six MexaHi3M /1ep:KaBHOTO YTIPABIiHHS B YKpaiHi BIEPIIe 3TalyE€Th-
cs1 B 1994 p., ko Posnopsizpkertsm [pesugenta Yxpainu 6yJ1o 3amovar-
koBaHo ctBopeHHst CII mpu IIpesuzenToBi Ykpainu; (PyHKIlT 3aMOBHHUKA
CIT 6yno mokmageno Ha Cexperapiat Paan HamioHaibHOI Oe3meKu mpu
[Ipe3usentosi Ykpainu. Oqnak, KpiM 3aTBEpPKEHHST KOHIIENIil CTBOPEH-
Hs BKa3aHOTO IEHTPY, B YKpaiHi Ha TOI yac, Ha JKajib, >KOJAHUX 3aXO0/IiB HE
6yn10 BxkuTO: cTBoperHst CLI 3aMIImMaocsa TeXHIYHUM TIPOEKTOM, peasiisa-
1{f0 IKOTO MOTIM OYJI0 3yIIMHEHO.
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Y XXI c1. HOBI BUKJIMKHU HAIlOHAJLHOI GE3MIE€KN Ta aJbTePHATUBU CO-
iaThHO-eKOHOMIYHOTO PO3BUTKY Ha TJi aKTUBHOTO BukopuctaHHs CII
€KOHOMIYHO PO3BMHEHHMMHU KpaiHaMU CBITy IHOCTaBWJIM YKpaiHy mepes
HeoOXiAHICTIO 3HOBY 3BepHYyTH yBary Ha sacuysanusa CLI. 3rigno 3 Yka-
3oM Ilpesumenrta Ykpainm «IIpo Crpareriio ctamoro po3BuUTKYy <«YKpa-
ina—2020» Big 12 ciung 2015 p. Ne 5/2015 Paja HanioHaibHOl Ge3exu i
060opoHN YKpaiHu Ma€ BiiirpaBaTy IPOBIZHY POJIb Y CTBOPEHHI e(PeKTUBHOT
JIepKaBHOI CUCTEMU KPU30BOTO pearyBaHHs, a (DOPMYBaHHS MEPEXKi CUTY-
allifHUX I[EHTPIB IIEHTPAJIbHUX OPraHiB BUKOHABYOI BIAAW Y KpalHU ILia-
HYETHCS SIK OCHOBA OpTaHi3alliiiHO-TEXHIYHOI Ta iH(OpMaIliiiHO-HAyKOBO1
migTpuMKH ii giszbpHocti. Posnopsamkennsy Kabinery Minictpis Ykpainu
Big 04 6epesns 2015 p. Ne 213 szarsepskeno Ilnan 3axoiB 3 BUKOHAHHS
ITporpamu aisibrocTi Kabinery MinicTpis Ykpainu ta Crparerii cragoro
po3BUTKy «YKpaina—2020» y 2015 p., sxum nepegdauero (aus. m. 3 [lia-
Hy) «CtBOpeHHs e(heKTUBHOI /IepKaBHOI CUCTEMU KPU30BOTO pearyBaHHS
(Mepeski cuTyaliinHUX IEHTPIB IEHTPATBHUX OPraHiB BUKOHABYOI BJIA/IN) 32
nposinHoi posi Paau HaioHanbHOI Gesrekn i 000poHn YKpainn». 3okpeMa
10 30 mucronaga 2015 p. nepeabayeno po3pobaenns Ta noganus Kabinero-
Bi MinicTpiB YKpaiau Mpomo3uIliii M0/10 KOHIIEIIil CTBOPeHHS e(peKTUBHOI
JIep;KaBHOI CUCTeMH KPU30BOTO pearyBaHHs (Mepeki CUTyaIliiHnX 1IeHTPiB
IIEHTPAJIbHUX OPTraHiB BUKOHABYOI BJA/N) Ta TIAHY 3aXOJiB IOI0 peai-
3anii 3a3navenoi koHuemnii‘s. ITocranooio Kabinery MinicTpiB Ykpainu
«IIpo 3arBepikeHHS TIEPEJIIKY MPIOPUTETHUX HATIPSIMIB HAYKOBUX JIOCJIi-
IUKEHb 1 HayKOBO METOAMYHMX PO3poOOK Ha nepioz g0 2015 poky» Bix 07 Be-
pects 2011 p. Ne 942 crBopenns ta opratisaiiio pobotu CII BusHaueHo sk
MIPiOPUTETHUN HATIPSIM PO3BUTKY HAYKOBUX JIOCIi/I>KEHb.

Ha cporozni B YkpaiHi B OKpeMUX opraHax Jiep;KaBHOi BJIa/IU € KiJbKa
LEeHTPiB Ta iHpopMaLliiHO-aHATITHYHIX CUCTEM, 1[0 BUKOHYIOTh 460 Majiu
6 BUKOHYBATH Ti UM iHII QyHKIII, Ze10 cxoki Ha DyHKIIOHAIBHI MOMKJIU-
Bocti CII. /lo HMX BapTO BiJTHECTH:

* TosroBuwmit curyamiiinuii meatp npu PHBO Yxkpainu (odimiitHo Biz-
kputuit 16 ciums 2015 p. y meskax mpoBenents [Ipesumentom Ykpainu
Hapa/u 3 MUTaHb BiliChKOBO-CTPATETIYHOTO MIJIAHYBAHHS ).

* Aururepopuctiynuii entp npu Ciry:k6i 6esnexn YKpainu, 1o 3/iii-
CHIOE KOOPIHMHAIIO AiSIBHOCTI Cy0’eKTiB GOPOTHOM 3 TEPOPU3MOM ILOLIO
3amobiTaHHsl, MOTePe/PKEHHST Ta TPUTTHHEHHST TEPOPUCTUYHIX aKTiB';

“[Iponosuttii mozxo npoekris Konmernirii ta Hﬂaﬂy 3ax0/1iB miarotoniaeni Minobo-
POHM Ta Ha/licJaaHi /10 Ka6pHeTy MinicrpiB Ykpainu (sucr Big 06.08.2015 Ne 220/221)
ta Anapary Paju narionanbhoi 6e3nexu ta oboponu Ykpainu (suct Big 10.08.2015 Ne
220/226).
7 Aumumepopucmuunuii nentp nipu Coysx6i Gesnexn Yxpainu [EjgekTpoHHUit pe-
cypc]. — Peskum poctyity: http://www.sbu.gov.ua/sbu/control /uk /publish /article?art
id=98861&cat_id=101375

111



3ellena KHuza 3 nUMAans 3axucmy Kpumuyunoi ingppacmpyxkmypu 6 Yxpaini

¢ CII TostoBHOTO KOMaHAHOTO IeHTpy 30poiiHux Cua YKpainu, mpu-
3HaYeHU I 3a0e3ledeHHss ePEKTUBHOI AisIbHOCTI BUIIUX II0CAZOBUX
oci6 36poitanx Cusn Ykpainu, KepiBHOTO Ta OMEPATUBHOTO CKJIAJY II€H-
TpajbHOro amapary MinicrepcTBa oboporu Ykpainu Ta I'eHepasbHOTO
mraby 36poitnux Cun Ykpainu®,

* YpsanoBa indopmMalliiiHo-aHaJITHYHA CUCTEMA 3 TIUTAaHb HaA3BUYal-
HUX CUTYaIlill, o 3a104aTKOBYBaIacs K KPU30BUH 1eHTp Y ckiai [len-
Tpy iHpopmariiitnux pecypcis Kabineri MinicTpiB Ykpainu, opHak, Ha
JKaJIb, TIPOTIEC CTBOPEHHS ITi€T CUCTEMU He 3aBePIIeHo i goci®d.

HeobOxiznicTh cTBOpeHHS Ta MIATPUMKK (DYHKI[IOHYBAaHHSI BiIOMYUX
CUTYAIliINHUX TEHTPIB MiATBEP/KYE JOCBIJl Talry3i sI/IEPHOI €eHEepPreTUKH.
Tax, HAEK «Eneproarom» miranye 3ampoBajiuTé HOBY CHUCTEMY pajlia-
miiinoro momitopunry POJIOC (RODOS — Real-time On-line Decision
Support System), 1o zi€ B HA3II Kpain — uneniB €C, creoputu LleHTp mpo-
THO3YBaHHsI HACJIJIKIB palialliitHuX aBapiil (BKJII0Ua€ MaTEMATUYHI MOJIE]
Ta 6asy JaHuX I IPOrHO3YBAHHS I OLIHKU HACKIAKIB MOKJIMBUX pasi-
alliftHNX aBapiil, a TaKOX TJIAHYBAHHS HEBIJKJIAHUX i JOBTOCTPOKOBUX
KOHTP3aXO/iB 3 BUKOPUCTAHHSAM JaHUX CUCTEM PafialliifHOTO MOHITOPHH-
ry), aBTOMATHYHY METEOPOJIOTIUHY CTAHINIO Ta OOUMCTIOBATBHUI TTEHTD
no6m3y 3amopispkoi AEC™.

ITpororun CIT 6yJo crBopeHo B MiHIIpUPOAU SIK JEPKABHE ITi/IPH-
eMcTBO «I[eHTp eKoJIoro-eKCIepTHOI aHAMITUKUY», 1110 MeBHUI 4ac BUKO-
HyBasio (pyHKIIii iHGOpPMAaIiiTHOI aHATIITUYHOI CUCTEMU 3 OXOPOHHM HABKO-
JIMIIHBOTO IIPUPOJHOIO Cepe/lOBUINA, OZIHAK PO3BUTOK BKA3aHOI CHUCTEMU
6yJ10 MOBHICTIO IPUITMHEHO TTiCJIs CTBOPEHHST HAIIOHAJIBHOTO TEOTIOPTAILY 3
OXOPOHM 3aMOBIAHUX TEPUTOPII!.

ITpoeKT CTBOPEHHSI CUTYALil{HOIO IEHTPY CTpaTerivHoro piBHs 6yJio
pospobitero B 2012 p. [lepskaBHUM KOCMIYHUM areHTCTBOM Y Kpainu. Bin
nepenbayac crBopeHHs IHopMaliiiHO-aHAMITHYHOrO  (CUTyaLiiiHOrO)
uentpy npu Kabineri MinicTpiB YKpaiHU 3 BUKOPHCTaHHSAM KOCMIYHMX
TeXHOJIOTiH. Takuii 1IeHTp Ma€e cTaTh OCHOBOIO YPsIOBOI iH(MOPMAIliiHO-
AQHAJITUYHOI CUCTEMH JIJIST TMiTPUMKH MPUNHSTTS PillleHb i3 BUKOPUCTAH-
HSM TEOIPOCTOPOBUX iH(MOPMAIIMHUX TEXHOJIOTIH i AUCTAHITITHOTO 30H-

“BMoposoe A. O. llnsax Bix ACYII no curyamiiiaux nentpis / A. O. Mopo3sos,
I. €. Kysbmenko // Matemaruyni Marmunu i cuctemu. — 2008. — Ne 3.

®Ipo cmeopenns YpsipoBoi indopmariiiino-aHaTiTHIHOI CUCTEMU 3 NMUTAHb HAJl-
3BUYAITHUX cuTyalliif : mocranoBa KaGinery Minictpis Ykpainu Big 16 rpyaHs 1999 p.
Ne 2303 [Enexrponnuii pecypc]. — Peskum gocrymy: http://zakon.rada.gov.ua

NHa 3anopisvkii AEC mnpodeciiine CBATO BifdHauMIM CHIBPOOITHUKM TiApo-
MeTeopoJIoriuHol cysk6u [Enekrpornuii pecypc]. — Peskum goctymy: http://www.
energoatom.kiev.ua/ua/press/nngc/40717-na_zaporzkyi aes_profesyine_ svyato_
vdznachili_spvrobtniki_gdrometeorologchno_slujbi/

5t Cucmema monirtopunry / Harionansuuii reornopras [ Enexrponnuii pecypc]. — Pe-
skuM goctyiy: http://menr.gov.ua/index.php/geoportal
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JyBaHHS 3emuli. 3a3HaueHe areHTCcTBO y 2014 p. TOHOBUIIO CBOI 3yCHUJLIS
IIO/I0 3aI0YaTKYBaHHS CTBOpeHHs HalioHasbHOTO CUTYaIliiHOTO TIEeHTPY
3 HazBaHUMU (DYHKI[isTMU Ha 6a3i BXKe CTBOPEHUX TEXHIYHUX | TPOrPAMHUX
MOKJIMBOCTel cutyartiiiitnoro nentpy Anapary PHBO Ykpainu.

OpHak 1epepaxoBaHi I0Z00M CUTYaI[itHUX IEHTPIB, CTBOPEHI B Jep-
JKaBHUX OpraHax YKpainu, aGo He MpaIfioioTh, a60 MPaIioi0Th He HA TIOBHY
(TIPOEKTHY ) TOTY>KHICTb.

3ma€eThes, MO HeB/AAdi, SIKi CMITKAlOTh YKpPaiHy Ha MIISXY 3ampoBa-
JUKEHHS CUTYAIliTHOTO YIIPaBJIiHHS Ta CUTYaIliiHUX I[EHTPIB, JeKaTh JIUIIIe
B ILIOIMHI (hiHAHCOBOTO 3a0e3IIeUeHHs], afke CTBOPEHHSI TEXHIYHOIO Ta
IIPOrPAaMHOT0 KOMILJIEKCY CYy4YaCHOTO CUTYAIlifHOTO LEHTPY, HaIliJIeHOTO
Ha BUPIillIEHHS 3aBJlaHb JIEP5KABHOTO YIIPABJIHHS, € J0CUTb JoporuM. ITpo-
Te, SIK CBi/TYUTD JIOCBiJl BUKOPUCTAHHS iH(MOPMaIlilHUX crcTeM B Y KpaiHi,
(piHaHCOBI acmeKTH CTBOPEHHS TAKUX CHUCTEM BiIXOASTHh HA [PYTWH IJIaH
Yyepe3 HETOTOBHICTb CUCTEMU JIEP;KABHOTO YIIPABJIIHHS 0 CYYaCHUX METO-
JliB iH(OPMAIliTHO-TEXHIYHOT0, KOMYHIKaTUBHOTO, Bi3yaJli30BAaHOTO TA Ha-
YKOBO-€KCIIEPTHOTO CYTIPOBOJIKEHHS ITPOIECY YITPABIiHHS.

[lep:kaBHI ycTaHOBU Ta OpTaHi3allii 4acTo TOTOBI HA BUTPATH, TTOB’sI3aHi
i3 3aKyIIiBJIEIO CYYaCHOTO TEXHIYHOTO OOJIaJIHAHHSI Ta MPOTPaMHOTO 3a06e3-
neveHHs crpsiMoBaauX Ha ctBopeHHs ClI, ane, Ha Xajh, BOHW He TOTOBI
JI0 CTaJIOro opraHisaniiiHoro 3abesnedeHHss poOOTH IIEBHOIO OpraHisaliii-
HOT'O MiJIPO3/Iijly, CTBOPEHOTO B MeXaX YMHHOI ITATHOI CTPYKTYPU JaHOI
ycraHoBu abo K Ha 3acagaX ayTCOPCUHTY uu ayTcradinry. [dificHo, B ymo-
Bax KOPCTKUX (PIHAHCOBUX OOMEKEHD 1 CKOPOYEHHSI NITATHOI YMCEIbHOCTI
JIepKaBHUX YCTAHOB MEPIIUMU, XTO PO3TJISIIAETHCS HA TPEIMET CKOPOUYEHb,
CTAIOTh CIIBPOGITHUKY CUTYAI[iHUX IIEHTPIB. AJKe «KEPIBHUKI» HACKIJIb-
KU 3BUKJIM JI0 PYYHOTO YIPABJIiHHS, [0 He 0ayaTh MHOTPEON yTPUMYBATH
HeoOXiany uncenpuicts cuipobituukis CLI abo nep:xkaBHe MiAIPUEMCTBO,
CTBOPEHE TIPH TEeBHIll yCTaHOBI.

[Ile ripma curyailiss 3 BUKOPUCTAHHAM T.3B. MAJIMX €KCIEPTHUX IPYI
(Oani — MET), siki € 0CHOBOIO JJIsl TPUIHSTTS PillleHb y MeKaxX CUTyalliii-
HOTO YTIPaBJIiHHSA, aJKe JIUIIE eKCIIEPTH MOKYTh BU3HAUUTH ONTUMAJIbHI
HapaMeTpH JIJIst TIPOTHO3YBAHHST 200 MOJIETIOBAHHSI Ti€l UM IHIIOI CUTYaIlii,
a TaKOX ITPaBUJIBHO TPAKTYBATH OTPUMaHi pe3ysbTaTtu. Bukopucranns ta-
kux MET € HeBUTiIHUM /17151 yCTAHOB Ta OpraHi3ailiil 3 KiJIbKOX TPUYNH:

* hopmyBanasg MET CYIPOBO/IKYETHCS IOCUTD prL[OMICTKI/IM TTOTITYKOM
Ta BUSHAYEHHSIM (l)aXOBOI MIPUIATHOCTI €KCIIepTa 3 THX UM HITUX [THTaHb;

* HEBU3HAYEHICTh (hiHaHCOBOTO BperysoBanHs podotu Takux MET y
MesKax Jlep;KaBHOI YCTaHOBH;

* I[O/I0 TOTOBHOCTI /IeSIKUX KePiBHUKIB /10 aJbTePHATUBHOL [yMKH €KC-
1epTa Ha CUTYAIIiIo, SIKa CKJajacs.

st noginmenss curyaii mogo MET Heo6xinHo crBopuTy Ha pisHi Ka-
6iHery MiHicTpiB Ykpainu GaHK JaHUX €KCIepTiB (HAyKOBIB) 3a Pi3sHUMHE
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cepamit o0 3a0€e3eUEHHST HAIIOHAIBHOI OE31IEKH Ta 3aXUCTY KPUTUYHOT
iH(pacTpyKTYpH, a TaKOXK 3aTBepANTH Ha piBHi Kabinery MinicTpis Ykpai-
HU TIOJIOKEHHST TIPO TOPSIZIOK 3aJTyYeHHsI eKCIIEPTiB (HAYKOBINB) /10 pOGOTH
MET y mexax JisiIbHOCTI Iep>KaBHUX YCTAHOB Ta OPraHi3alliif.

OpHak HaliGLIBIIOIO TPOBIEMOIO € BiZICYTHICT B CUCTEMI HAIIOHAIBHOT
OCBITH cepeIHbOI Ta BUIILOI JIAHKY BUKJIQ/IJAHHS eJIeMEHTapHUX OCHOB 3 BU-
KOPHUCTAHHS CyYaCHUX MTPOTPAMHUX MPOJYKTIB y MPAKTHUIl FOCTIOAPIOBaH-
HS Ta YIPaBIiHHI. DUTBITCTD MepskaBHUX CIy:KOOBINB, MO MPAIIOIOTH Y
cUCTeMi BUKOHABYOI BJIain ¥Y KPaiHU, HE MAIOTh eJIeMEHTapHUX 3HAHD 1010
BUKOPHCTaHHS iHopMaIliTHO-aHAII TUYHUX CUCTEM, TOMY CBi/[OMO YHUKA-
I0TD iX BIPOBA/KCHHS Y TIOBCAKICHHY po60Ty Heobxinno wa 6asi Hari-
OHAJIbHOI akajieMii Ziep:kaBHOro ynpasiinus npu [Ipesugentosi YKpalHH
PO3POOUTH i1 3aTIPOBALNTH VIS JIeP/KaBHUX CJIYKOOBIIB HAaBYATbHUI KypC
«YTpOBAKEHHST Cy9acHUX iH(DOPMAITITHO-aHATI THIHIX CUCTEM Ta aBTO-
MAaTU30BAaHUX CHCTEM YTIPABJIiHHSA B MPAKTUKY /IEPXKABHOTO YIIPABJIiHHS>.
CyuacHa pedopma y cepi BIPOBAKEHHS €JIEKTPOHHOTO BPSILyBaHHS B
Ykpaini Mae cratv MipuJIOM 37IaTHOCTI OPraHiB JIEP>KaBHOTO YIIPABIiIHHS
JI0 TIepexo/ly Ha BUIIWH pPiBeHb YIPABJIHHSI — CUTYAI[iHHOTO YIIPaBJIiHHS
HA OCHOBI aBTOMATH30BaHOT0 1H(OPMALiHHO-aHATI THYHOTO 3a0€3eYeHHSI.

Vi 3a3Haveni mpobiemu OyJI0 BUPILIEHO B MeKaxX CTBOPeHHs [0JI0B-
Horo curyartiiitroro 1eutpy npu PHBO VYkpaiau (dari — TCIT PHBO
Ykpainn), 1o mpoekryBascs 3a npororunom cydacHoro CII Ha 6asi Haii-
HOBIIIOTrO IIPOrPaMHO-TEXHIUHOTO 3abe3mederns mporsirom 2012—2013 pp.
OpHak i oMy npuTaMaHHI BCi HasBaHi IPOOJIEMHE LIOAO OpraHizaniiHoOro
3abesmeuents Ta po6oru MET.

Paszom 3 TiM y Meskax Bkazaroro CII 6yJi0 cTBOPEHO MPOTPAMHO-TEX-
HiYHWIT KOMILIEKC, 3i0paHo Bei HeoOxinHi TexHiuHi Moyt CIT, po3pobiieHo
Ta BIPOBA/KEHO TePITy Yepry iHGopMaIiiiHOro, MPOrpaMHoOro i MaTema-
TUYHOTO 320€3MeYeHHSI.

PeanizoBani Ha 6asi [CI PHBO Yxkpainu MOMXKJIUBOCTI CUTYal[iiiHO-
TO YIPaBJIiHHA € YHIKQJIPHIMU HA TEPUTOPil YKpaiHM i HABITh y CydacHii
dopmi (peanizoBano suie 1 etam pobiT i3 TPHOX 3aTTAHOBAHUX) YMOK-
JIUBJIIOIOTh Kap/:[MHaJIbHi 3MiHI/I B ynpaBﬂiHHi couiaano eKOHOMi‘{HI/IM
B Meskax 1poro CIJ peamsoBaHo taki gynkrii: (1) q)opMyBaHHﬂ iHTerpo-
BaHOI'O CXOBUIIA JAHUX 3 IUTaHb HAIlOHAJLHOI Oe31eku i3 auBepcudiko-
BaHUX JKepes iHdopmarii’?, (2) MOHITOPUHT Ta aHai3 cdep cTaHy Hailio-
HaIbHOI Oe3mekn, (3) IX MOJIEJIOBAHHS Ta TIPOTHO3YBaHHs, (4) maTpuMKa
MPUIHATTS YNPABJAiHCHKUX PilllcHb y MeXKaxX aHaji3y reoiHdopmMailiiinol
cuTyallii, reolpocTopoBUil aHai3 i Kaprorpadiune momemoBanus (5) 36ip

2Y cuctemy BBeseHo monaz 200 mkepen indopmaltii 3araabHuM 00¢ATroM GJU3BKO
2500 T'6aiit, mo MicTaTh noHas 30 MJIH PI3HOMAHITHUX MOKa3HUKIB.
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Ta 006pOOIEHHSI HECTPYKTYpOBaHoi iHbopMartii, (6) yrpasJiiHHSI HOpMaTHB-
HO-ZIOBiZIKOBOIO iH(opmariieio, (7) aBToMaTUYHA IMi[TOTOBKA PerJiaMeHT-
HUX 3BITIB Ta OTJISA/IIB.

3a3HaueHi 1epeBaru pO6]IHTb CII OKYITHHM IHPOTSAIOM HaI/IKOpOTH_[OFO
CTPOKY HOro ekciuryarailii, aske BiH € He3aMiHHUM I/l 4ac aHajli3y eKc-
IIOPTHO-IMIIOPTHUX oIlepaliil y Mexax inTerpauii Ykpainu B €C, 1mia-
HYBaHHSI 30BHIIIHBOEKOHOMIUHOI JiSIBHOCTI J/lep:KaBU, MOJIETIOBAaHHS
COIAJIbHO-€KOHOMIUHOT BiIOY/IOBU Ta HAITPAI[FOBAaHHS KOHIIEIIIiT aabTep-
HAaTUBHOTO EKOHOMIUHOTO PO3BUTKY iH(PACTPYKTYpH, 30Kpema JloHerbKo1
ta Jlyrancokoi obmacreii tomo. CII Bike 3apas Z03BOJISAE 3HAYHO TOCUIUTH
OTIEPATUBHICTB 1 IOCTOBIPHICTh MPUWHSTTS YIIPABIIHCHKUX PillleHb y cepi
3abe3reueHHsT 000POHO3IATHOCTI YKpaiHH, 30KpeMa OIliHK! TaKTHKO-OTIe-
paTUBHOI 0GCTAHOBKY B PallOHi IIPOBEIEHHS AHTUTEPOPUCTUYHOI OTTepaltii.

I'CIT PHBO ¥Ykpaitnu 6yJio cCTBOPEHO 32 BCiMa KAaHOHAMU 3aCHYBAHHST
Ta OpraHi3ailii igaIbHOCTI CUTYAIlIITHOTO IeHTPY, HAABHUMU B PO3BUHEHUX
Jep:kaBax cBiTy. ToMy MaiOTh Miciie 3HAYHI CITOAIBaHHS MO0 MOKJIUBOI
tioro tpanccopmarttii B Hamionaneauii curyarnivinnii nentp npu [Ipesu-
JIeHTOBI YKpainu, akuii 61 craB 0cHOBOIO Mepexki posnosinenux CII, cips-
MOBaHMX Ha 3abe3leYeHHs HalliOHAJIbHOI OE3IEeKU Ta 3aXUCTy KPUTHIHOI
iHndpacTpykTypH.

JlistpHICTD KOKHOTO 3 HA3BAaHWX HASIBHUX IIEHTPIB (cucTeM) mependa-
Ya€ BUPINIEHHST KOHKPETHUX Bi/IOMYUX 3aB/IaHD 13 3aJIy4YeHHAM Pi3HOMAHIT-
HUX TEXHIYHUX i TPOTPAMHUX MPOJIYKTIB, SIKi MOKYTb CYyTTEBO BiJIPI3HATHCS
Bi/l O/THIET yCTAaHOBM [0 IHIIOI; BiZICYTHICTD YHI(IKOBAaHUX METOIOIOTIYHNUX
MiIXO/IIB 1 perylaMeHTIB B3aEMOIiT YCKIAMHIOE IX 00’ € IHAHHS B €[UHY Mepe-
xKy. Hamaromkenns eekTMBHOI B3aEMoii Ta iHdopMallilinoi ix cymicHoc-
Ti HA OCHOBi €IWHUX PETJAMEHTIB 3 MeTOI0 e(heKTUBHOTO BUKOPUCTAHHS
NEPAKABHUX PECYPCiB, 30KpeMa KOIITIB JePsKaHoro GI0KETy, MOKe OyTu
3/IIICHEHUM JINIIIE B MEKaX CTBOPEHHS €MHOI JIeP;KaBHOI Mepexi po3Iio-
JJIeHNX CUTyaliiHuX nenTpis (dari — EAMPCIT).

CrBopenna €/IMPCI] Biﬂ6yBaTI/IMeTbCH Ha OCHOBI BCeOIYHOTO aHaIi-
3y iHdopMaiiii, o HAIXOAUTUME BiJ 00’€KTIB KpI/ITI/I‘{HOI 1H(bpaCprKTyp1/1
Ta 3 ypaXyBaHHSIM HOBITHIX TOCATHEHD y C(bepl CI/ITyaHII/IHI/IX TEXHOJIOTI,
CIPSIMOBAHMX HAa BIOCKOHAJICHHSI CTPATEriYHOTO i PEriOHATIBHOTO IIJIAHY-
BaHHsI, OCHOB 3a0€3TEeYeHHsT HAIlIOHAIBHOI OE3MEeKH 3aB/SKU CYTTEBOMY
HiBUILEHHIO J0CTOBIpHOCTI BXizHOI iH(opMalii, HayKoBoi 06IPyHTOBA-
HOCTI, TIPO30POCTi Ta OMEPATHBHOCTI Tporiecy (hOpPMyBaHHS 11 BUKOHAH-
HS 3aBJlaHb /IEP’KABHOTO PO3BUTKY. 3aBAsiku BipoBapkennio €IMPCIL
IIPOTHO3YBAHHS COIiaIbHO-€KOHOMIYHOTO, TePUTOPIaIbHO-IIPOCTOPOBOTO
Ta IHHOBAI[IHHOTO PO3BUTKY /lepKAaBU 3 BUKOPUCTAHHAM iMiTalliiHoro i
MaTeMaTUYHOTO MOJIETIOBAHHS, TeOIPOCTOPOBUX 1 CYIIyTHUKOBUX JaHUX
CTaHe HEBi/l EMHUM CKJIQJIHUKOM JIeP5KaBHOTO YIIPaBJIiHHS Y cepi 3aXucty
KPUTUYHOI iHDPACTPYKTYPH.
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3abesneuyenns pyukiionysatts €EIMPCII y gepkaBHUX OpraHax BH-
Mara€ KOMILIEKCHOTO OPTaHi3allifHO-TEXHIYHOTO MiJXOY Ta PO3B’SI3aHHS
3aB/laHb 100 MIXKBiIOMYOI KOOpAMHAI1 Ta iH(GOPMAIiHHOI B3aEMOI],
PO3pobJIeHHs BiAOBIAHOI HOpMAaTUBHOI 0as3u, oprasizaiii (iHaHCOBOrO,
KaJ[POBOTO 11 €KCIIEPTHOTO CYIIPOBO/)KEHHS, BIIPOBA/’KEHHS Cy4acHOTO iH-
dbopMaliitHoro i TexHiuHOro 3a0e31eYeHHS.

Ha cporosi BificyTHs JepskaBHA yCTaHOBA, siIka 6 OXOILTIOBAa B Me-
JKaxX CBOEI KOMIIETEHII BCI BUAM AisIbHOCTI 00’€KTiB KPpUTHYHOI iH(pa-
CTpyKTypH Ta 3abe3nedyBasa 6 ix 3axuct. Came TOMY € JIOI[IJIbHUM TIPH-
ceoenna ['CI[ PHBO VYkpainu cratycy HaiionasbHoro curyaiiiiiHoro
nenrpy (dani — HCIIL) ta BuBeneHHs iforo Ha MikBigmoMuwii pietsb. Huska
MIHICTEPCTB Ta IHINNX JEeP;KaBHUX YCTAHOB, 10 Bi/[MOBIZIAI0OTh 32 3aXUCT
KPUTHYHOI iH(ppacTpyKTypu Morsu 6 6yt criBzacHoBHuKamMu HCIT i 3a-
GesteuyBaTH foro iH(opMalliiite HaBaHTa)KeHHsI. KoopauHaiiito Ta JoTpu-
MaHHS €IMHUX YHi(PIKOBAHMX METOAOJOrIYHUX MiAXOAIB Mir OU 31IHCHIO-
Batu Atapat PHBO Ykpainuu, a mrar HCII npauiosas 6u Ha 6a3i Anapary
PHBO Ykpainu Ha 3acajjax ayTCOpCUHTY.

Baasmm npukiaagom moskiuBocreil Bukopuctanis HCIL mMoxe GyTtu
Taka MOTeHIlIiHA Ha/[3BUYaliHA CUTYaIlisl TPUPOTHOTO XapaKTepy, sIK eKc-
TpeMaJIbHO BUCOKI PiBHI MoBeHel Ha KacKai J[HIMPOBCHKUX BOJOCXOBUIIL i
HaIpaIfoBaHHs ClieHapiiB pearyBaHHs Ha HUX JJIS [IOTEHIIMHO Hebe3eu-
Hux 00’exTiB (dari — [IHO), mo nepebyBaioTh y MOXKIUBIN 30H] 3aTOILIEH-
H. 3a3HAYMMO, 1110 BCi HaBe/leH1 HUKUe MOKJIMBOCTI MOZIE/TIOBAHHS Ta T'eo-
iHopMartiiiHoi Bizyasizallii MOBHICTIO aflalTOBaHi Ha TreoiHdopMaIliiiHii
cucremi TCIT PHBO Ykpainu ta MoKy Tb OyTH 3a/isTHi HerailHo.

Taxk, crermiamictamu [HCTUTYTY TIPOGTIEM MATEMATHYHIX MAIINH i CHC-
teM HAHY (dani — IIIMMC, Tucturyt) Ha 6asi BJACHOTO MOJIEIBHOTO
CUTYAIIHOTO LEHTPY PO3P0OOJIEHO B TeorpadiuHo PO3IOALIEHOMY BULJISIAL
Bizyaurisaiiiio saco6amu ['TC HabOPIB ClieHADHUX XapaKTEePUCTUK HACIIAKIB
HazBuYaiiHux curyanii nobausy ITHO miua HacesnenHs it 3a0ypoB. 3a-
3HAYEHI CIIEHApHI XapaKTEePUCTUKU Ta MPHUKJIAAN Bisyasizailil Oysio BcTa-
HOBJIEHO 11 ajantoBaHo s BimganeHoi I'1C, y nanomy Bunazaky aias [1C,
BCTAHOBJIEHOI B Mexkax mporpamHoro 3abesneuents: CIT Amapary PHBO
Ykpainu. CremniasictaMu HaJaHO PEKOMEH/IAIlii 111010 30H BIIPOBAJ[KEHHS
KOHTP3aX0/liB, PO3PaXyHKU SKUX IPOBOJAATHCA METOlaMU MaTEeMaTHYHOTO
MOJIEJIIOBAHHS™ Ha TPUKJIA/AI TPUPOAHNX HAJA3BUYalHUX CUTYyaIll — 3aT0-
IJIEHb MiChKOI Ta mpuMichkoi 3abynosu M. Kuesa Ha 3amiasi p. JIHIOpo B
YMOBaX eKCTpeMaJbHUX MOBEHeH i TeXHOTeHHUX HaJ[3BUYAHUX CUTYaIlil
pyiiryBauts rpebii Kuiscbkoi TEC ta pamiariitnux aBapiii Ha PiBHeH-
cekuii Ta 3anopispkuit AEC. Ajke Hi B KOro He BUKJIMKA€E CYMHIBIB, 1110

SucaoBy mogeab COASTOX-UN 6yiso pospobueno crenianictamu IITMMC y
2008 p.
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Bkazati AEC GyayTh BigHeceHi 0 00’€KTiB KPUTUYHOI iHGPACTPYKTYPH
Yxpainn.

PiBenb Boiu B paiioni M. Kuesa BJIiTKy 3a BiZICYyTHOCTI 11aBOJIKiB BU3HA-
vyaeThbes mignopom Boau Kaunisebkoi 'EC, i sikoi HOpMasibHUE TATTP-
HUii piBeHb BOAU CTaHOBUTH 91,5 M 3a T.3B. GaNTIIICHKOIO CUCTEMOIO BUCOT
(Oani — BC). Y 2004 p. naiibararoBoHilie Boxomijuis 3a octanHi 20 pokis
npu MakcuMasbHii Bigmitii mobiusy I'Cs»Kuis» y 93,5 M (BC) icroTHux
3aToTuiens He BuKInKano. Haitbinpm mosewi y IT momoumi XX cr. 1970 i
1979 pp. cTasnu IPUYNHOIO 3HAYHUX 3aTOIJIEHb B OKOJUIAX M. KreBa, oco-
GJIMBO CUJIBPHUM BILIMBOM BigzHaumnocs Bogonijuia 1970 p., ke 3aTomuio
yactuny Ilonoay, paiton Kopuysaroro, octpoBu Tpyxanis i igpomnapk, a
TaKOsK yacTuHy cij [Higwn i Bumrensku Bopucminbebkoro paitony™. Jlani
PO HAMBUIII ABOJKM MUHYJIWX POKiB Ha p. JHimpo B paiioni m. Kuesa
mpejicTaByieHi B Tabil.

Tabnuysa
MdaxTuyHi 1aHi Npo HAMBUINI TABOJAKHA MUHYJIUX POKIB
Ha /[ninpi B paitoni Kuesa
MakcumanbHU# piBeHb
pi MakcumasbHi BUTpaTu BOJIU Bijl HYJIbOBOTO MaxkcumanbHIi
ik . : .
BOZIU, M3 /CexX. TiIPOJIOTIYHOTO TTOCTY piBens Boau, M (BC)
M. Kuis, m
1931 23100 10,73 97,73
1970 18500 9,80 96,80
1979 10500 8,39 95,39
2004 5100 6,50 93,50

PospaxyHku 6yJ10 3po6JIeHO 1JIst IBOX ClieHapiiB — « EKcTpeMasibHi TToBeHi»
ta «PyiimyBants qambu Kuiseokoi TECs». PospaxoBani ciiemapii 3aToruieHb
ITPOZIEMOHCTPYBAJI MOKJIMBICTH OIIEPATUBHOTO ITPOTHO3YBAaHHSI HACJIi/IKIB
HOBeHel 17151 Gy /1b-SIKOr0 HACTYIIHOIO POKY 1 YMOSKJIMBUJIN PO3PAXyHKH OLIiH-
KU TIOTEHITiITHOI e(peKTUBHOCTI MO0 TPOTH/Ii1 3aTOTIJIEHHSIM TIPOEKTIB HOBOTO
OyIiBHUITBA B PIYKOBUX 3alliaBax [IHiIpa Ta iHIIMX PiuoK, a TAKOK BUSBJIECH-
HSI 30H, 1[0 TIOTPEOYIOTH 0aTKOBOTO IPOTHITOBEHEBOTO 3aXHCTY.

PospaxoBani cueHapii pamianiiHux aBapiii Ha 06’€KTax KPUTUYHOI
iH(PACTPYKTYPH MPOJEMOHCTPYBATN MOKJIMBICTh ONIEPATUBHOTO MTPOTHO-
3yBaHHSI HACJIJKIB pafiialliiHuX aBapiii Ta BUKOPUCTAHHSA CUTYaIilfHOTO
MO/JIEJTIOBAHHS /I PO3PAaXyHKY PU3UKIB JIJI1 HACEJIEHHS B 30HAX BILIMBY
ykpaiacpknx AEC y Bumajgkax TSKKUX SIZIEPHUX aBapiil 3 ypaxyBaHHIM

YBoiiko B. M. OcobiuBocti popMyBaHHsT BECHIHOTO cTOKY J[Hilpa Ta MoeoBaH-
HSI 30HM 3aTOIIEHHS y Mekax M. KieBa Ha OCHOBI Cy4acHOI TiIpoIoro-rizpoinHaMivyHo]
mozedni / B. M. Boiiko, €. O. €suin, M. U. Kenesnsk, I1. C. Komomiens, O. O. Iuyk //
Tiaposorig, rizpoxiMmis, rigpoexoJioris : nepion. Hayk. 36. — 2012 .— T. 1(26). — C. 55-63.
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reorpad@iyHUX 0COGJUBOCTEN MICIIEBOCTI, PO3ITOLIY HACEJEHHS Ta METEO-
POJIOTIUHOT 0OCTAHOBKH B TePiof aBapii®.

Bucnoexu

Curyauiiigi meHTpy K iHgopMmauiibi Texnoorii MaiOyTHOTO € yHi-
KaJIbHUM IMaHCOM /I PO3BUTKY CHCTEMH JEp:KaBHOTO YIIPABJIiHHSA B
Ykpaini Ta 3anpoBazpkerHs cutyaititaoro ynpasiinag. ClL € cucremoro
YIIPaBJIiHHS, 0 TIOEAHYE JIOACHKUAN iHTeJeKT, iHhopMaIliiiHi TeXHOJIOT],
CydJacHi MPOTPaMHO-TEXHIUHI 3aco0M ¥ 3ac00M MOJIEJFOBAaHHS B MPOIlec
MPUIHATTS A€P>KaBHUMM OPTaHAMU PillleHb CTOCOBHO PO3B’SI3aHHS KOMII-
JIEKCHUX IIPo6JIeM y BCiX cepax AepKaBHOI AisIbHOCTI B LIJIOMY, I 30Kpe-
Ma 3 METOI0 3aXUCTy KPUTUYHOI iIHPPACTPYKTYPH, ZOTPUMAHHS HAI[IOHAJIb-
HUX IHTepeciB i 3abe3eyeHHs HAlllOHANIbHOI OE3IEeKN.

Pos6ynosa CII B oKpeMux opraHax JepsKaBHOI BIagu YKpalHu Ta ix
00’€THaHHS B €IUHY PO3MOMAITEHY MePeXy HaAacTh 3MOTY HAJIATOAUTH
HaJCy4acHUH iHopMaliiiHuii 0OMIH Ta B3a€MOZII0 MK OCepeAKaMK TaKoi
Mepexi. OTke, BATOMUM YUHHUKOM, 10 CIIPUATUME CYTTEBOMY TIOJIIIIEH-
HIO JIEP>KaBHOTO YIIPABJIHHS MOXe CTaTh edeKTuBHe (DYHKIIOHYBaHHS
€11HOI JepsKaBHOI Mepeski PO3MOALIEHNX CUTYAIIMHUX IeHTpiB (dani —
€AMPCII) y nep>kaBHUX OpraHax, sKi JiI0Th 32 EANHUMU PeTJIaMeHTaMU
B3A€EMO/Ii], IITO0 CIIPSIMOBYETBCS, 30KPeMa, Ha 3/[1HICHEHHS I0OCTOBIPHOI OTIiH-
KU HAsSIBHUX Ta IMOBIPHMX 3arpo3 i pusuKkiB y cdepax HallioHAIbHOI Oe3-
MeKU Ta COIiaTbHO-eKOHOMIYHOTO PO3BUTKY.

3 orssany Ha sHauHuil gocsin ITMMC y cdepi pospobieHHs aBToMa-
TU30BaHUX iHGopMamiiiHux cucteM, 3okpeMa it 'CILl PHBO Yxpainu, na
HarionaapHAN IHCTUTYT CTpATEriYHUX AOCTIKEeHb HEOOXiHO TTOKIAcTH
(byHKITIT 1IeHTPY HAYKOBO-TEXHIYHOTO CYNPOBOKEHHS MPOIECY TTOAAID-
moro BaockonasenHss [CI[ PHBO VYkpainu i gopyuntu po3pobsieHHs
KOHIIEIIii Ta YHi(hiKOBaHOI METO/IOJIOTIT CTBOPEHHS €JIMHOI JIEPKABHOI Me-
pexi cuTyaliiHuX IeHTPIB JIepP>KaBHUX OPraHiB BJaaAW Y KpaiHu, IO mpa-
mofoTh Tig kepiBaUIITBOM I'CIl PHBO Y)kpainmn.

HanpamoBanss saykosiis [IIMMC neMOHCTPYIOTh HEOOXiJHICTH
Pi3HOPIBHEBOTO BTPYYaHHS B MeKaxX CUTYAIITHOTO YIIPaBJIiHHS 3aXHCTOM
00’€KTiB KPUTUYHOI iH(PACTPYKTYpU. AJKe OYEBHIHO, 1O MOBiHb Clle-
Hapiio 1931 p. norpebye omepaTMBHOrO BTPyYaHH: He Juiie MiHmpupo-
mu, JICHC, [lep:xBonarentcrBa totno, a 1 PHBO Ykpainu i [Ipesusenta
Vxpainu. Curyaliiiine ynpapiiHHS Moo 3armo0iraHHs HaA3BUYAHUX
cutyalliii Ha 00’€KTax KPpUTUYHOI iH(PacCTPyKTypH Ta JiKBigamii iX Ha-

Botixo O. B. IIporHo3yBaHHsl PO3IMOBCIOKEHHS PaliOHY KB B PiuKoBUX Haceii-
HaxX B CHCTeMi MiTPUMKN NPUHHATTS PillleHd i yac pagiamiitanx asapiit JRODOS /
O. B. Boiiko, M. U. Xenesusk // Exosoriuna Gesrexa Ta IPUPOIOKOPUCTYBaHHS ; 30.
Hayk. iip. / Kuis. Hait. yu-1 Gy-Ba i apxit., HAH Ykpainu, [H-T TesiekoMyHIKaliil i rio-
GasbHoOro iHGOpM. ipoctopy. — K. — 2012. — Bum. 9. — C. 27-39.
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ciAKIB s ToBeHel 3a cuenapieM 2004 p. Oyzae BpPerysiboBaHO B MeKax
crisipHOI pobouoi rpyru Minnpuposu, JJCHC, epxBomarentcrsa. OnHak
y BUNIAJKY 1 TOTO, i 1HIIIOTO CIleHaPio, 000B I3KOBUM Ma€ OYyTH TOTIEPEITHE
IIPOTHO3HE CHUTYyalliliHe MOJIeJIOBaHHs, TeoiHdopMalliiina Bi3yasizallis
MOJKJIMBUX 3aTOIJIEHb, PO3PAXyHOK MOXKJIUBUX PU3UKIB /I HaceJeHHS
Ta 00’€KTiB KPUTUYHOI iHPPACTPYKTYPU 3 METOIO 3a6e3eYeHHsI BUCOKOTO
PiBHSI TOTOBHOCTI Ha BUMAOK Ii/ITBEP/’KEHHS POTHO30BAHOTO CIlEHAPII0
HaJ[3BUYATHOI CUTYAIlil MPUPOTHOTO XapaKTepy.

BkaszaHi mporpaMHO-TEXHIYHI 3aCO06U CUTYAI[IITHOTO YIIPaBIiHHS MAlOTh
Oytu peanizopani He aume B CII Amapary PHBO VYkpainy, a if y 3a3Ha-
YeHUX IIeHTPATIbHUX OpTaHaX BUKOHABYOI BJIA/IM, Ta HA OCHOBI €AMHUX Me-
TOZOJIONTYHUX MAXOAIB 00’ €qHaHI B MEPEKy POIOLIIEHUX CUTYalliiHIX
LEHTPIB, IKY B MOJAAJIBIIOMY HeoOXinHo Tpancopmysatu B €E[JMPCII.

3ATPO3M KPUTUYHIV IHOPACTPYKTYPI
TA OL[IHKA if «<KKPUTUYHOCTI»

Boopo [Imumpo I'ennaditiosun,
6i00in enepeemuunoi ma mexnozennoi 6esnexu HIC/]

IIpo6nemu 3a6e3nevens
Oesnexu Kxpumuuinoi inppacmpyxmypu

KarouoBnMu y boMy AOCITIKEHH] € TEPMiHU «KPUTHYHA iIHGPaACTPYK-
Typay Ta «3arpo3as.

B Ykpaini Tepmin «kpuruata indpactpykrypas (dari — K1) HeogrOpa-
30BO BUKOPUCTOBYBABCS B HOPMATUBHO-TIPABOBUX JIOKYMEHTAaX, 30KpeMa i
y HOBii1 pegakuii CTparerii HalfioHaIbHOI Ge31ekn Y KpaiHu, 3aTBepIKeHii
Ykasom [Ipesupenta Yipainu i 26 tpasust 2015 poky Ne287 /2015, mpo-
Te oro BU3HAUYEHHSI I0CI Bi/ICYTHE B YNHHOMY 3aKOHO/IABCTBI.

CyuvacHe MOHSTTS KPUTHYHOI iH(PACTPYKTYPH BKJIOUAE B cebe Ti 00’ eKTr
Ta CHCTEMHU, SIKi € )KUTTEBO BAXKJIMBUMU JJIs1 OE3IIEKH JIepsKaBU, CyCIIiIbCTBa
Ta JIOAUHK. Y IEpILy Yepry, e CUCTEMU KUTTE3a0e3eYeH sl — epeIycim
TPAHCIIOPT, EHEPTO-, BOJIO- Ta TETJIONOCTAYaHHS, OCHOBHI CCTEMU 3B’SI3KY 1
KOMYHiKaliii, a Takox OaHKiBCbKO-(biHaHCOBUI cexTop. lecrabimisanisi, He
Ka)Ky4H BKe TIPO KOJIAIIC IIMX CUCTEM, 00EPTAEThCS BAKKUMHU ab0 HaBITh Ka-
TacTpOohiIYHUMU HACIIIKAMHY JIJIs1 CYCITLIbCTBA, EKOHOMIKH 1 iepskaBu. Cioau
MOKHA JIOIaTH TaKOK 0COOJUBO HeOe3leuHi BUPOOHMIITBA, TaKi SK XiMiYHe,
Giosioriune 1 aToMHe, aBapii Ha SKUX (BUKJIUKAHI Oyab-IKAMM IPUYNHAMN)
TeX MOKYTh 00epPHYTHCS KaTacTPOMIiUHNMU HACTIAKAMH.

[IpoexT 3eneHoi KHUTH 3 TUTAaHb 3aXUCTY KPUTUYHOI iH(MPACTPYKTYpH
B YKpaiHi, pozpobsernii HallioHaIbHUM IHCTUTYTOM CTPaTEriYHUX TOCIIi /-
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xkeHb y 2015 poi, npornoHye HactynHe BusHadeHHst: «Kpuruuna indpa-
CTPYKTypa YKpaiHu — Iie CHCTEMU Ta pecypcH, (Gi3WuHi Yu BipTyasbHi, IO
3abe31euyoTh (DYHKII Ta MOCIyTH, TOPYIIEHHS IKUX TPU3Be/Ie 10 Haiicep-
MO3HININX HETATUBHUX HACJIIKIB [ JKUTTEAISATBHOCTI CYCIIIIBCTBA, COIli-
aJIbHO-eKOHOMIYHOIO PO3BUTKY Ta 3abe3IeueHHs HAl[lOHAIbHOI Oe3MeKn>».
Hapani mix tepminom «kputuyHa iHGPACTPYKTypa» PO3YMITUMYTh caMme
TaKe oro BU3HAYEHHS.

[HITMM KJTIOYOBUM TEPMIHOM Y TIiif poOOTI € TEPMiH «3arposas.

3akonoM Ykpaiau «IIpo ocHOBU HAIliOHAIBHOT Oe3mekn YKpaiHu» Ha-
JlaHe HACTyIlHe BU3HAYEHHS 3arpo3 Hal[lOHAJIbHIN Ge3IIelli: «HasBHi Ta I110-
TEHI[IIHO MOK/IMBI SIBUINA | YMHHUKH, 1[0 CTBOPIOIOTH HEOE3IIEKY JKUTTEBO
Ba)KJIMBUM HaIliOHATBHUM iHTepecaM YKpainus». Hamasi mig sarposamu B
KOHTEKCTI 3aXMCTy KPUTUYHOI iHOPACTPYKTYPH OYAeMO PO3YMITH HAsIBHI
Ta MOTEHIIIIHO MOKJIUBI SIBUIA Ta YMHHUKH, M0 CTBOPIOIOTH HEOE3MEKY
cTajoMy (QYHKI[IOHYBaHHIO 00’€KTiB KPUTUYHOI iH(PPACTPYKTYPHU Ta MO-
SKYTb [IPU3BECTU /10 HETATUBHUX HACJII/IKiB.

Ak mpaBuo, y HaIioHAJIBHUX 3aKOHOAABCTBaxX 3arpo3u Kl posaiisiors
Ha TP OCHOBHI KaTeropii, BUXOUN 3 XapaKTePy 1X MOXO/’KeHHS: HAI3BU-
YaliHi CUTYyaIllil IPUPOJHOTO XapaKTepy; HAJ3BUYAWHI CUTYyaIlii TEXHOTEH-
HOTO XapaKTepy; 3JI0BMUCHI JIil, 30KpeMa, 3JI0BMHUCHI il TPy a0 OKPEMIX
0cib, TaKUX SIK TEPOPUCTH, 3JIOUHHIII i TUBEPCAHTH.

Oco611B0 HeOE3IEYHNMYU BBAXKAIOTHCSI KOMOIHOBAHI 3arPO3H Ta 3arpo-
3U, peasrizailis SKuX Mo>Ke TIPU3BECTH JI0 KaTaCTPO(IUHUX 1 pisHOMAHITHUX
KacKaHUX edeKTiB («edeKTy JOMIHO» ) BHACIIIOK B3AaEMO3aJIEKHOCTI eJie-
MmenTiB KI.

Curin 3asHauwrTy, mo micas moxaiid 11 Bepectst 2001 poky 6esmneka Kpu-
tiuHol iHdpacrpykrypu y CIIA Oyrna 30cepeiskeHa Ha 3aXUCTi Bijl 3a-
rpos Tepopuctuutoro tuity (one hazard strategy). Ajie 4epe3 He3[aTHICTD
e(eKTHBHO MPOTUCTOSTH HaciaKkaM yparaniB Karpina i Pita y 2005 pomi
ypsia CIITA oBepHyBC 10 cTpaTerii 3aXMCeTy Bif JBOX ab0 JEKiIbKOX Hail-
6iJIBIIT IMOBIPHUX 3arp03, BKJIOYAOUN MPUPOAHI JINXa 1 TEXHOTE€HHI aBapii
(multiple hazard strategy)™.

VY 1poBigHKX KpaiHaxX CBiTY BUXOJATH i3 HEOOXiAHOCTI 3abe3IedeHHst
3aXUCTy KPUTHYHOI iH(pacTpykTypu Bia ycix Bumi 3arpos (all hazards
approach).

loBopstun nipo 3axuct KI, BuHMKae muTaHHs He JHIIIE «BiJl YOTO 3aXU-
MATHCST>, ajle T SKUI eJIEMEHT Yl <10 3aXUIaThy: QisuaHuil (00’€KT) Yu
byuxmionansanit (ynkiio)? Crig 3a3HAYNTH, MO 3aXUCT IUX €JTeMEH-
tiB KI Mae BigMiHHOCTI, OCKIJIbKH 11[0/10 06’€KTIB BiH CIIPIMOBaHUM, y 11ep-

%Cmenanosa E. Teppopusm kak yrposa kputudeckoil ungpacrpykrype / E. Cre-
naHoBa [ExnextponHuii pecypc]. — Pexum mpocrymy: http://www.estepanova.net/
Stepanova2010SvMysl.pdf
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Iy Yepry, Ha 3HIKEHHS 3arpo3u (3arobiraHHs Ta yIepesKeHHs 3arpos),
BHMKEHHS BPa3IMBOCTI 00’€KTIB, a TAKOXK MiHIMI3allilo HACAIAKIB, a 1010
dbyHKII — 1€ it Ha cKopiie ix BigHOBIeHHs. He cuig 3abyBaTu it 1po 3a-
xuctT takoro enementy KI, sik siojiu (riepconait, aBapiiini KOMaH/[U TOIIIO).

Ioxo 3axucty 00’ckTiB KI, TO po3yMiHHSI HEMOKIMBOCTI 3a0€3MeunTH
OJ/IHAKOBO BUCOKHU PiBEHb 3aXMCTY BCi€I KPUTUUHOI iHGPACTPYKTYPHU Bif|
BCiX MOJKJIMBUX 3aTPO3 MTPU3BIB 10 PO3BUTKY MiXOMY, SIKUI 30CepesKeHi
Ha BubGipKoBOMY 3axucTi KOHKpeTHOTO 00’€KkTa KI Bis 0o6MeskeHOro Habopy
Bi/IOMUX Ta Bi/IHOCHO ITPOTHO30BAaHUX 3arpo3 3 HA/AHHSIM IMPIOPUTETY Tiil
a60 iHIil indpacTpyKTypi 3aJI€3KHO BiJ cTyIeHs ii «kpuTruaHoCcTi>. [IpoTe
TIOCTA€E MUTAHHS, IK OI[IHUTH TIeH CTyTiHb?

[ Tyt catig mepetiTu Bij 3arpos 10 pusukiB. CaMe pU3nK MOXKeE BUCTYIIH-
TH TOJIOBHOIO MipOIo «kpuTHYHOCTI» KI.

[loBifKOBO: iCHYIOTb pi3Hi BUSHAUEHHS «PU3UKY»: IMOBIPHI 4acTOTa Ta
BesinurHa BTpaT (30MTKiB) — MeTo[ oiliHku Kibepsarpo3 FAIR; nmoenHaH-
Hs IMOBIpPHOCTI HaHeCeHHS IITKO/IU BHACJIZIOK TOTO, 1[0 BU3HAYEHA 3arpo3a
peasrisoBaHa yepe3 HasBHICTh BPa3JIMBOCTI — JIeP>KaBHUI POCIHIChKUI CTaH-
napt TOCT P 52448-2005.

V Hamiil oriii OyeM0 BUXOAUTH 3 PO3YMiHHS PUBHKY SIK KiJbKiCHO
BUPaKEHUX OUiKyBaHUX HACJiKiB (BTPAT/30UTKIB), 10 OTPUMaHi yIpo-
JIOB3K IIEBHOTI'O IIePiofy Yacy s HeBHOro Tuily cy®’ekTiB (Jep:kaBu, cyc-
HijibcTBa i Jiogeii, 6i3Hecy), Ta sIKi MOJKYTh MaTH MicIle B Pe3yJIbTaTi peaJi-
3allii meBHOro Habopy 3arpos.

[locBizn pearyBaHHs Ha Ha/I3BUYAlHI CUTYAIlil TPUPOHOTO Ta TEXHOTEH-
HOTO XapaKTepy, aHaJIi3 IX HACJIi/IKiB [03BOJISIIOTH IOCTATHBO JIETKO ITPOBEC-
i pamkyBaHHs Kl BimHOCHO MMX 3arpo3 iHdpacTpyKTypi 3a iX pU3UKaMu
(fiMoBipHUMU HacJiKaMK). AHAJIOTIYHO, MOKE OyTH IIPOBENEHE PAHIKY-
Bauns KI i 3a TEPOPUCTUYHOIO 3arpPO30I0. IIpoTe manexo He BCSI KpUTUY-
EWINE CyCHl]IbCTBa i ep:xaBu 1H(bpaCprKTypa TIPE/ICTABIISIE iHTepec s
TepOpI/ICTlB SIK MiTlleHb, yIap o sAKii Moke 3a0e3MeUnTH iM TOCATHEHHS
BJIACHUX TTiJTE.

Tepopusm ax 3azposa kpumuunii indppacmpyxmypi

Xoua TepaKTI/I Ta iHIIT 37T0BMUCHI aTaKu BXOAATD /IO YUCIA CEPHO3HUX
3arpos KpUTHYHIIL 1H(ppaCprKTyp1 BOHU He € HACTIJIbKY MONTUPEHUMH, SIK
TeXHOJIOTTYHI aBapii aG0 IPUPOIHI KaTaKIi3MHU.

Taxk, 3a nanumu Global Terrorism Database”, xputiuHa iHppacTpyKTy-
pa cTaBajia 00’€KTOM HalaLy Jist TOPiBHIHO HEBEIMKOI KIJIbKOCTI TEPaKTiB
(0 10-15 %), y Toli yac, IK OCHOBHA KiJIbKICTh TepakTiB OyJia HallpaBJIeHa
POTH JIOfiel Ta BilicbKoBUX 00’€KTiB. Takuii BUGIp TEPOPUCTIB MOKHA TI0-

5Global Terrorism Database [Esnexrponnuii pecypc]. — Peskum gocrymy: http://
www.start.umd.edu/gtd/
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SICHUTH TUM, T0 OiTIBITCTE Kiao9oBux 00’ekTiB K, yaapu 1o SKux MoKy T
MaTHu JIiNCHO KaTacTpoiuHi HACTIIKY, 30BCIM He € HE3aXUIIEHUMU Millle-
HSIMU, ¥ TOH Yac sIK CKyITYeHHsI JIIo/ieil y TPOMaJICbKUX MICISIX BPa3JinBi /10
TEPOPUCTUYHUX aATaK.

ITpore Tepopuctuyni 3arposu KI HaBpsi ui MOKHA BBaXKaTH I1epediib-
HIEHUMHU Yepe3 HaCTYIIHI YNHHUKU:

* 110-1eplIe, pasoM i3 npamoio aieio Ha KI, ninecupsamosanuii Bubip
TEPOPUCTIB, HAMMPABJIECHNI HA 3aBAaHHS MaKCUMaJIbHOI ITKOM, 3a3BMYall
TSATHE 3a OO0 BTOPUHHI HACJIKYA — KAacKajl MOPYIIeHb B POOOTI iHIITIX
o6’exriB KI;

* TI0-/IpyTe, HA BiJIMiHY Bijl TEPAKTIB Hi TEXHOJIOTIUHI, Hi TPUPOHI Ka-
TaKJI3MU He € 3a3/IaJIeTi/[b CIJIAHOBAHUMHU CIIPOOAMU IOMOTTHCS] MaKCH-
MaJIbHOI il Ha CYCIiJIbCTBO, CIEIiaIbHO PO3PAaXOBAHOTO Ha #oro gectabi-
JI3AIMi0; [/ TEPOPUCTIB JKe Tiell BropuHHUiT eeKT mecrabimizanii HaBiTh
BaKJIUBIIINH;

* [I0-TPETE, TEPOPUCTU MOXKYTh HaMaraTucs OTPUMATU KOHTPOJb HaJ|
KJIIOYOBUMHM BY3JIaMU iH(GPACTPYKTYpPH, 10 Hagali npusBeze A0 1ie Oiib-
1ol gecrabdimisarnii;

* O-YeTBEpPTE, 3pocTaye po3MaiTTs BpasmBux 00’ektiB KI cyTreBo
YCKJIQ[HIOE BU3HAUECHHST HAMOIIbIT iIMOBIPHUX MillleHeH st TepakTiB Ta
TIPOBE/ICHHS Bi/IMTOBITHUX aHTUTEPOPUCTUIHUX 3aX0/1iB;

* o-II'sITe, 3aX04U 3 MOCUIeHHs Oesnexu Ha ogHux o0’ekrax KI (ma-
npukian, Ha AEC), BogHOYac MiBUNITYIOTh WMOBIPHICTh TEPEKITIOUEHHS
TEPOPUCTIB Ha 1HIII, MEHII 3aXUIIleH] Ta Ol BPasinuBi 1l (HapuKia,
Ha TEII, 1o 3a yMOB HU3bKUX TeMIIEPATYp MOXKe /IaT! He MEHIIT 3HAUY I
necTabiizyounii ehexr).

3arajioM ke s yeBigomients npusabisocti 06’extis KI aist repo-
PUCTUYHUX aTaK CJiJl PO3YMITH, YAM MOTUBYIOTHCSI TEPOPUCTU Y CBOEMY
Bu6opi 06’ekTa 1 Hanany. 1l MoTuBM MOXKyTh OyTH AysKe pisHumu. Haii-
GiTTBIN XapaKTePHUMH 3 HUX €:

* HaMaraHHs BUKJUKATH MacOBY 3aru0esib Joel;

* HAaHECTH eKOHOMIYHY (€KOJIOTIUHY, CyCIIJIbHO-TIOI TUYHY TOIIIO ) TIKO/LY;

* BUKJINKATU TPUBOTY Ta HEBIICBHEHICTD;

* OTPUMATHU MIUPOKUN CYCHITBbHO-TIOTITUYHUIN Pe30HAHC.

3arajiomM, Bce 11e 3BOJIUTHCS /10 HAMipiB TEPOPUCTIB MIOJI0 CYCHiTbHO-
HOJITUYHOI JecTabirisallii Ta MOK/IMBOCTI BILIMBY HA CUTYALiI0 B OKpeMiii
Kpaini uu rpymi kpain. Came gecrabimisyounii eeKT i € TOJIOBHOK METOI0
Ta MipUJIOM YCITIXYy TEPaKTY.

IMTo s no o6’extiB TepopucTryrux arak Ha KI, To HalbiIbII Bpas/u-
BOIO MiIlIEHHIO € NTEPETUHAHHS MiCI[b MACOBOT'O CKYTTU€eHHs Jio/iel 3 indpa-
CTPYKTYPOIO 3arajibHOTO BUKOPHUCTAHH, IEpIl 3a BCe TPAHCIOPTHOIO,
CUCTEMaMU BOJIO-, TEIJIO- Ta €HeprolocTadyalHs, TeJeKOMYHIKalliamMy, a B
30H1 KOHMJIKTIB — 06’ €KTaMK €HEePreTHYHOI IHOPACTPYKTYPH, MEPII 32 BCE
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TUMH, SIKI MAlOTh BEJIUKY MPOTSKHICTD (TPyOOIPOBOAHM, Ta30Bi Ta HAPTOBI
POJIOBUIIIA, JIiHII eJIeKTpOTIepeayd TOIIO ), TIOBHOIIHHUN (Di3UYHUIT 3aXUCT
SKUX Jly’Ke BaKKO 3a0€311eYNTH.

MoskHa KOHCTATyBaTH, IO B yMOBAX BeJEHHsI FiOPUAHOI BiliHu B YKpai-
Hi OJHY i3 HAWOLIBIINX 3arPoO3 AJIs KPUTHYHOI iH(GPACTPYKTYPH IIPeACTaB-
JISIOTh [l IMBEPCIMHUX TPYIl TePOPUCTHUYHMX opraHizaiiii. Came Tomy
OIliHKA TEPOPUCTUYHOI 3aTPO3HU € BAXKJIUBUM €JIEMEHTOM PO30YIOBH CHC-
temu 3axucty KI.

Ananis 3azpo3s 3noemuctux 0itl w0do 06’cxmie KI
(memooduunuii nioxio)

3arposu aus o6’ekriB KI oLiHIOIOThCS 13 3aCTOCYBaHHSIM Pi3HOMAHIT-
HUX METO/IMK, B OCHOBI SIKUX JICXKUTH 3arajibHa METO/I0JIOTIS OLIHKU PU3U-
KiB®, JIJIst OL[IHKY JOCSATHEHHS IijIeil 3aX1CTy X 06 €KTiB MOJKHA 3aCTOCO-
BYBAaTH JIETePMiHICTUYHI Ta IMOBIPHICHI METO/IN, @ TAKOXK iXHE CIIOTYYEeHHS,
1110, HanpukJjiaz, nepegbadeHo pekomenpaismu MATATE® ta nopmarus-
HO-TIPABOBUMMU aKTaMU Y KPaiHU CTOCOBHO 3aXUCTY SI/IEPHUX MaTePiajiB Ta
SIEpHUX YCTAaHOBOK. AHAJIOTIuHi miaxoan nepegbadedi it y CIITA®,

BpaxoBytoun Te, 1110 TpoOsIB 3arpO3 HECAHKITIOHOBAHUX [[ilf MOYKHA PO3-
TJISIATH K BUIIQKOBY 1 HEYACTy OO, /IJIs KiJIbKICHOI OIIHKY 3arpo3
MOKHA 3aCTOCOBYBATH MMOBIPHICHI METO/AM, PO3YMIIOUH TTOHATTSI PUSUKY
SIK KIJIbKICHOI MipHM peasiizallii 3arpo3 sl Jep;KaBUu 3arajioM Ta OKpeMuM
o0’exram KI 30xpema.

CyKynHIm PUBHK fK KiJbKicHa Mipa 3arposu JIIsl IepiKaBu. s Bu-
KJIIOYEHHS plSHO‘-II/ITaHb naui PH3UK 7, Bif i-TOI HOJi1 a(T)BI/ISHa‘-H/IMO K
IOGYTOK 4acTOTH peamsauu OerMOI HOIIll 110 3IiHCHUIACS 32 TPOMiKOK
Jacy T, Ha Hacoiaku [ Bix miei moii:

r.=a(t)l 1)
[Ilomo TepopucTryHOi 3arpo3u KOHKpeTu3yemo dopmyay 1, mpescra-
BUBIITHN YaCTOTY Y BU/Ii IBOX MHOKHUKIB:

a(t)=b()p, )

zie b(t) — oninka 4acTOTH MPOSABY HAMIPiB MOPYIIHMKIB 110710 06’€KTIB (i-
3UYHOTO 3aXUCTY;

P, — IMOBIPHICTb TOCATHEHHS ITiJIeH TTOPYIIHUKIB 32 yMOBH ITPOSIBY Ha-

MipiB, TOOTO YacTKa BiJl yCiX MPOTUTIPABHUX JIil, AKi TPUBEJIH 10 HACTI/KIB /.

8 Risk assessment methodologies for critical infrastructure protection. Part I: a state
of the art / G.Giannopoulos, R.Filippini, M. Schimmer. — Luxembourg: Joint Research
Centre of Institute for the Protection and Security of the Citizen, 2012. — 70 p.

PINSAG-25 [Enexrponnuii pecype |. — Peskum poctymy: http://www-pub.iaea.org/
MTCD /publications/PDF/Pub1499r_web.pdf

8 Physical protection of plants and Inaterlals (10 CFR part 73), U.S.NRC, 8.10.2003.
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Ax BugiHO 3 hopmysn (2), SKIIO HACTIAKA BUPAsKEHI B OMHUX OJAUHUIISIX
BUMIpY /I BCIX PO3IVIAHYTUX IIOAL, TO MOK/IMBE IIiICYMOBYBAaHH: PU3UKIB
3a BciMa nofistMu. Tozi it k-06'ekTa pusmK R,e MOKHA BUPA3UTU Y BUIII CYyMU:

i=I(k)
R;fz bik(T )pik lik (3)
i=1

1le TICYMOBYBAHHST BEIEThCS 32 BCiMa 3arpo3aMi 17ist 00’exTa k obesirom
I(k).

Pusuk pjst gepsxas, mo Mae K 06’exTis, €:
k=K A
R=XR, (4)
k=1
3po6UMO KiJibKa 3ayBakeHb II[0/I0 3aCTOCYBAHHS OIIHOK PU3HKIB.

Busnauenns wacmom nodii

Ha piBui zep:kaBu HeoOXiZIHO 3aCTOCOBYBaTH 3arajibHe IOHSTTS
IIPOEKTHOI 3arpo3H, 9Ka KOHKPETU3Y€ BJIACTUBOCTI Ta XapaKTEPUCTUKH T10-
TEHI[IHUX BHYTPINIHIX i/a00 30BHILIHIX TOPYIIHUKIB Ta 00YMOBIIIOE BU-
MOTH /IO CUCTeMH (Pi3MIHOTO 3aXUCTY.

[Ipn Bu3HAUEHHI PU3NKY BUKOPUCTOBYETHCS OIIHKA YACTOTU TIPOSIBY
HAMipiB MOPYITHUKIB 1010 KOHKpeTHOTO 00’eKTa. Ak 1yist K 00’ekTiB y
nepakasi 3a yac T 3apikcopano N(t) HaMipiB BYUMHHUTH i-Ty 10, TO OLiHKa
cepentboi yactorn b (1) Moxe 6yTH Bu3HauyeHa 32 GOPMY.IOI0:

N(DK, 5)
K=
ne K21 — oninennii koeilieHT IPOIyCKy i-TOrO THILY MO

b(t)=

PoswmipnicTs Besmunnm b(t) Mosxke 6ytu npuiinara 1/(pik-06’exr). Il
PO3MIPHICTb 3aCTOCOBYETLCS B HOPMATUBHUX JJIOKYMEHTAX 1 4aCTO HEBIPHO
Ha3WBAEThCS IMOBIpHICTIO®,

BigzHaunmo, 1110 TPOMiKOK acy T, 3 0OfIHOTO GOKY, Ma€ Gy TH JOBOJI BEJIH-
KHM JIJIS1 TOTO, 11106 CTaTUCTUYHA IIOXUOKA OI[IHKY 3BOJIMJIACS IO MiHIMyMy 32
PaxyHOK 301/IbIIEeH s YUC/Ia IO 1, 3 APYroro 60Ky, 00MeKeHIM IePioIoM,
y IKOMY He BiOyBaIoCs iCTOTHUX 3MiH y PiBHI TEPOPUCTUYHOI 3aTPO3H.

BesymoBHO, 1110 He Bci 3arpo3u MOXKYTb XapaKTepu3yBaTHCs 32 CIIiBBiJ-
HomeHHAM (5), y axomy N(t)>1. [ln14 He BTineHux y jiep:kasi I0/iit MOXKYTb
3aCTOCOBYBATHCS METO/U TIOPIBHSAHHS 3 aHATOTAMU 1HO3EMHUX KpAiH, eKC-
MEPTHI OLIHKY TOIO. 30KPEMa, SIKIIO IMOBIPHICTb TO/Iii PO3Io/IijieHa 3a 3a-

1 Topdon b. I'. O6 MCIOMH30BAHUH MTOHSATHS PUCKA B PA3THYHBIX OTPACIISX TIPOMBIIII-
sgennoctu / Bb. I'. Topron // Bectnuk l'ocaromuanzopa Poccuu. — 2003. — Ne 1
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konoM ITyaccona i 3a iepioj crioctepeskeHp T Haj K 06’ ekTaMu He BiaGyJ1ocst
JKOZTHOI TIOfTi1, TO MOKHA CTBEPKYBATH, IO TaKa peasi3ailiss MOKINBa 3 J10-
BipuoIo iMoBipHicTio 0,95, Aximo npuitnartu b (1)=0,05/(tK) (aus. poboty®).

Ouinka imosipnocmi docsiznenis uiiet nopyuHuKio
Buxonsun 3 mpuitHATUX TiAXOMAIB, IMOBiPHICTD AOCSITHEHHS IIijiel T0-
PYITHUKIB MOKHA MPE/ICTABUTH B HACTYITHOMY BUII:

pl = (1 - PIIPNZ‘)’ (6)

ne P, —iMoBipHIiCTb CBOEYaCHOTO BUSBIEHHS (IIEPEXOILIEHHsT ) HOPYITHUKIB;
P, — iMmoBipHicTh HENTpaTi3alii TIOPYITHUKIB.

Hacnrioku 3azpos

Posrngaatoun Hacaiiky peasi3oBaHUX 3arpo3, CJi/l BIIMITUTH, IO Y Jie-
SIKMX HaI[lOHAJIbHUX 3aKOHO/ABCTBAX BiKe IPU BU3HAUEHHI TEPMiHY «KPHU-
THYHA iHPPACTPYKTypa» akileHT 3MmilieHo 3 o6’ekra KI Ha GyHKII Ta 10-
CJIyTH, IKMMU BOHU 3a6e3nedyiorb. OMHAK HACIIAKK MOJSATAIOTH HE JIUIIE
B TMPUNUHEHH] 4 06MeKeHHI (DYHKI 13 sKuTTE3abe3eueHHs], sIKi Ha/la-
toTbest 06’ektamu KI, ajte cTOCYrOThCSI I IHIIIUX BTPAT, SIKi MOXKHA 3BECTH Y
HACTYIHI OCHOBHI TPYNU: IKO/IA 3/I0POB’I0 i JKUTTIO JIIO/IEN; EKOHOMIUHUI
30MTOK (PO3MIp EKOHOMIUHMX BTPAT); €KOJIOTIYHI HAacaifAKy (BILIMB Ha Ha-
CeJIEHHsI Ta HABKOJTUIITHE TPUPOIHE CEPEIOBUIIIE ); TOTITHYHI 36UTKY (Cyc-
MMiJTbHA TPUBOTA, BTPaTa BIIEBHEHOCTI B I€3IaTHOCTI BIAIH, 3HIKECHHS aB-
TOPUTETY BJIAJIN, MOPYIIEHHS IEPKaBHOTO YIIPABJIIHHSI TOIIO); HAIOE3meKa
(3HMKeHHsT Ooe31aTHOCTI 30pOoHUX cUit TOMIO). ITpu oMY JIJIST KOKHOT
KaTeropii BTpaT € cBOA IIKaJia BaKKOCTI HACTIIKIB.

3BepHEMOCS Jlajli 10 PO3TJSy PO3MipHOCTI BTpar (HacmiakiB). /s
MOKJIMBOCTI OGJIIKY BTpaT Pi3HOTO XapakTepy B OHiil (yHKIII pUSHKY
MOKHA BUKOPHUCTOBYBaTH HOPMOBaHi BTpaTH; TOOTO 3aMicTh abGCOJIOTHOI
BEJINYMHM BTPAT BBOJSATHCS BITHOCHI BTPATH, SIKi BU3HAYAIOTHCS JJIST KOXK-
HOI IPyIy MO/iN 3 OTHAKOBOIO PO3MIiPHICTIO BTPAT:

= @

max

nel — BTpaTH Biz peanisanii mozii 3 MAKCHUMATBLHIM 30MTKOM.

06i0K060: nodibHUIL NiOXI0 BUKOPUCTNOBYEMBCSL NPU OUiHYT 6mpam
610 nodiil, nog’asanux 3 sdepuumu mamepiaiamu (UKALA HOPMOBAHUX
empam 6i0 0,1 0ns nHesnaunux Kinvkocmetl sdepnozo mamepiany 0o 1,0
02151 510epH020 8UOYX068020 NPUCTPOI0 ).

S2Knemun A.M. VIHxKeHepHbIe BEPOSITHOCTHBIE PACYETHI TIPH MPOEKTUPOBAHUN
sepublx peaktopos / A. W. Knemun. — M. : Atomuszat, 1973.
8 Pexomendanyuu Kypca o0ydenuss merogam dpusndeckoii sammrel, SNL, 2001 1.
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Taxkwuii mizxij He BUKJII0YAE 32aCTOCYBaHHS €KCIIePTHOI OIIHKY BTPAT /I
KOKHOI 1of1i1. Ta iHTerpoBaHIM TIOKA3HUKOM BTPAT HAUOGIIBIN 00’ EKTUBHO
BUCTYIAIOTh JIOACHKI Ta/uu eKkoHoMiuHi BTpaT. ITomiOHmii miaxiy BUKO-
PUCTOBYEThCSI TIPU Kyacudikallii Ha/3BUYalHUX CUTYyaIllil B YKpaiHi, jie
OCHOBHUMM YMHHUKAMU JiJist Bu3HaueHHs piBHs HC BucTymae macirab
HC, xinbkicTh Jroeld, ki nocrpaxkianu abo 3aruHyJId, Ta o6csaru 30uT-
kiB%. AHasoriyHUN MiAXiM HA TUPEKTUBHOMY PiBHI 3akpirienuii i B €C%.

He Bratounch 710 YMCIOBUX PO3PAXyHKiB, MOKHA CKA3aTH, 1[0 PU3HUK Te-
popucTrunoro Hamany Ha 06’ext KI 6yze tTum Oinbinnm, 9uMm Oinbina Horo
BPA3JIUBICTH MO0 KOHKPETHOI 3arpO3M 1 YUM BaKui HACJIIKU Y BUMAAKY
peadizarii 3arposu.

30Ha HENPUIHATHOTO PU3UKY

Tepopuctuami
indpacTpyky \ 3arposu

Puc.1. Bizyanbue npe/craBienns 3ouu HenpuitasaTHoro pusuky 1t Kl nepxxasu

MakTop HEBU3HAYEHOCTI Y MPOIECi OIIHKH TEPOPUCTUYHUX 3arpoas.
Cili 3a3HAYUTH, 10 HABEIEeHUIN <«KJIACUYHUIT» METOHOJOTIYHUI IiAXix 0
OL[IHKU TEPOPUCTHYHUX 3arPO3 Ta PUBKKIB He 3aBKAHU € TAKUM, 110 MOsKe Oy TH
peastizoBaHuM Ha nipakTuili. [Ipu 11pomy, SIKIITO 719 TIEBHUX KaTeropiil moin
MO’KHA OTPUMATH iXHi HMOBIPHICHI XapaKTepuCTUKN (TOYHIIIE, YaCTOTH TI0-
i, K MOJKHA BUPaXyBaTH 3a JIAHUMHU, 110 30€PiraloThes y Bike 3rajianiii 6asi
nanux Global Terrorism Database® au 6asi faHux aMepUKaHCHKOL HEYPSAAOBOI
HenpruOyTKOBOI mocigHoi opramisamii RANDY, a mono kibepaTak, Harmpu-
kiaaz, y Jdemnosurapii 6e3MeKOBUX IHIMAEHTIB y IPOMUCIOBOCTI®), TO jist

8Ipo samsepdncenns Topsinky knacudikanii HaI3BUYAHUX CUTYAIIill 3a X piBHEM
nocranosa Ka6inery Minictpis Ykpainu Bix 24.032004 p. Ne 368 [Esexkrponnuii pe-
cype]. — Pexxum noctymy: http://zakon0.rada.gov.ua/laws/show/368-2004-%D0%BF

%0n the identification and designation of European critical infrastructures and the
assessment of the need to improve their protection : council Directive 2008/114/EC
[Enexrponnuii pecypc|. — Peskum nocryry: http://eurlex.europa.eu

%Global Terrorism Database [Enexrponnuii pecypc]. — Pexum goctymy: http://
www.start.umd.edu/gtd /

8 RAND Database of Worldwide Terrorism Incidents[ Exexrponnuii pecypc]. — Pe-
skuM groeryy: http://www.rand.org/nsrd/ projects/terrorism—incidents.htmfr

8The Repository of Industrial Security Incidents [Enexkrpounuii pecypc]. — Pesxum
nocryy: http://www.risidata.com/
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IHIIMX oI MOJKHA 3POOMTH JIMIIE IPUITYIIEHHS o0 iX YacToTu. TobTo,
JUTS TIPOTIECY OI[IHKHM TEPOPUCTUYHUX PU3UKIB XapaKTePHA CyTTEBA HEBU3HA-
YEHiCTh, HAUOIIBIITII BHECOK B SIKY JIA€ €TAIl OI[IHKU TEPOPUCTUYHOI 3arPO3HL.

[ificHo, gKIO AJIs OIIHKYA HACTIAIKIB TEPOPUCTUYHUX AKTiB MOXYTb
OyTH BUKOPUCTaHI BiKe PO3POOIIEH] MOIeI Ta PO3PaxXyHKH AJI IPUPOLHIX
Ta TEXHOIeHHUX HAJI3BUYAHUX CUTYAIlil, TO AJIs OIIHKY 3arpo3 1e 3po6u-
TH HEMOJKJIMBO, a/)Ke BOHA 0asyeThcst Ha iHMOPMAIIil PO IiJIi, MOTHBH Ta
MOJKJIMBOCTI TEPOPUCTIB. | SKIO MOKJIMBOCTI Ta TaKTUKA il TEPOPUCTIB
11e MOKYTb OyTH GiJIbII-MEHII aJieKBaTHO repeadadeni, To sakuii 00’ext KI
CTaHe LiJUI0 — OIIHUTU MOKHA JIy’Ke IPUOIM3HO%,

CJrig 3a3HaYNTH, IO TIOLIYKY 00’ €KTUBHOI CKJIAL0BOI II0JJ0 BUSHAYEHHST
TEPOPUCTUYHOI 3aTPO3U 3aBXKAW MPULILiacs misuinieHa yBara. OmHieo
3 TaKUX 00'€KTUBHMX CKJIAJOBUX MOKHA BBa)KaTH MPUBaOJUBICTh 00’€KTa
KI, stka 3a/e;kuTh Bii HOTO 3HAYYIIOCTI T OCTYITHOCTI. 30KpeMa, crpoba
KUIBKiCHO otiHuTH npuBabuBicth 06’ekra KI s TepopucTiB Ta BUSHAYH-
TH METOAOJIOTIYHI MiAXOI1 WOA0 PAHKyBAHHs 00’ €KTIB 32 TEPOPUCTUYHOIO
3arposoio OyJia 3pobieHa B poboTi”’,

DakTUYHO pe3yJibTaTH MOAIGHUX HOCHIIKEHb CBiAYaTh, 10 CKJIALO0-
Ba y dopmyri (2) — b(t) (ouinka yacTOTH HPOABY HaMipiB MOPYIIHUKIB
010 00’€KTIB (hisUUHOTO 3aXUCTY) HE MOKE OyTH KOPEKTHO PO3paxoBata
Ha OCHOBI CTAaTUCTUYHUX JAHUX 32 (HOPMYJIOI0 (5) OCKIJTBKY 1i CKJIAZIOBI
He € He3aJIeXKHUMU, a TOXIIHUMU Bijl [LOCTyl'[HOCTl (Bpa3yMBOCTi) Ta 3HA-
qymocn o0’ekra (MacmTabiB HACHIAKIB y pO3pisi HOCATHEHHS CYCIiIBHO-
HOJITHYHOI gecTabinizarii). 3arajaoM 1e MosKe IPU3BOAUTH 0 TOMUJIOK B
OLIIHI[ TEPOPUCTUYHUX 3aTPO3 1, BIANOBIHO, 10 CUCTEMHOI He0- abo 1epe-
OITiIHKW 3aTPO3.

Mana oniHKH TepOPUCTUYHUX PU3HKIB i 3arpoa. Curizi 3a3HAYNTH, 110
rajysi-migepu y cdepi ominku 3arpos i pusukis (dpisuuna sgepra Oesie-
Ka Ta aBianiiina Gesmnexa, KibepOesneka) BUKOPUCTOBYIOTh METOIOJOITYHO
CXO3KI migxoau. Po3riasHemo iX ferasibHilie.

Asiauiiina 6esnexa

Y rinobanbhiii 3asBi MixKHapoAHOI opraHisamii LMBLIBHOI aBialfi
(IKAO Big anen. ICAO — International Civil Aviation Organization) 1po
KOHTEKCT PU3UKY’' HABOAUTHCS OIUC KaPTUHU PU3UKY JJIsI aBialiiinol 6es-

®Henry H. Willis...[et al.], «Estimating Terrorism Risk», 2005, RAND Corporation,
Santa-Monica, CA, U.S.

"Padaes H., bouxos A. OueHka TeppopUCTHIECKON YIposbl st 06bekTa [ EjiekTpo-
HHuit pecypce]. — Pexxum nocrymy: http://mx1.algoritm.org/arch/77/77 3.pdf

"Tnobarvnoe 3assienne MKAO o konrekcre pucka (RCS) [Esexrponnuii pe-
cype]. — Pesxxnm ocrymy: http://www.icao.int/Meetings/avsecconf/Documents/Risk%
20Context%20Statement/Risk%20Context%20Statement%20-%20Abridged %20
Version.Published. RU.pdf
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l Digwing oLTaTCaHOnD pecea H:l'-lpln'lpm[‘rmminm&“‘

I

Nl

Puc. 2. Mana miporiecy OIiHKY «aBialliifHIX» PU3UKIB

nekn. Ha ocHoBi Metoauku, pospobienoi Po6ouoio rpymnoio i3 3arpos ta
pusukis (WGTR) T'pynu excnepris IKAO 3 asiauiitnoi 6esnexu (AVSEC),
Mpe/CTaBIeHa Mara MPOIeCy OMIHKU PU3WKY, sika BKJIIOYAE BUSIBIEHHS
XapakTepHUX Ipo6JieM, OL[HKY 3aJIMIIKOBOIO PUSUKY Ta IIATOTOBKY PEKO-
Menzamii. OminKa pU3HUKY — 11e TPOIIEC, Y XOJIi SIKOTO PU3UKHU OI[IHIOIOTHCS
IIJIIXOM BU3Ha4eHHs: 1) 3arposu 111 KOHKPETHOrO 00’€KTa, a TAaKOXK 3aC0-
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6iB Ta METOMAIB MOKJIMBOIO Hamazy, 2) HMOBIPHOCTI BUHUKHEHHSI 3aTPO3H,
3) HacsizKiB HATIAMY, 4) BPa3IuBOCTEN Ta 5) 3a/IUIIIKOBOTO PU3UKY. ¥Y3arajib-
HeHa Marla IPoIiecy aHasIi3y «aBialliiHX> PU3KKIB HaBe/leHA HA PUC. 2.

Kibepbesnexa

Y chepi IT pospobiieHa Ta MKMPOKO BIPOBAAKYETHCA HU3KA METOMUK
OI[iHKU 3arpo3 Ta PU3UKiB, 30KpeMa:

* Metoposorist orinku pusnkis HamionamsHoro Incturyty CranmapriB
ta Texuouoriit CIITA (National Institute of Standards and Technology — NIST);

* Merononorist anamnizy (akTopiB pusukiB iHopMaIiiHIX TEXHOJIOTI i
(Factor Analysis of Information Risk — FAIR);

* Metonomorist mporopitifiHoro aHamnizy pusukis (MESARI);

* MeToz O11iHKY OTIepaliiiHO KpUTUYHUX 3arP03, aKTUBIB Ta BPA3IMBOCTEN
(Operationally critical threats, assets and vulnerability evaluation — OCTAVE);

* Metonomoris anasnizy indopmariitaux pusukiB Mikaapomaaoro @opymy
3 indopmartiiinoi 6esnexu (Information Risk Analysis Methodology — IRAM).

Bci 11i MeToMKY 3BOJSATHCS /10 OIIHKYM aKTUBIB, 3arPO3 UM aKTUBaM,
OLIHKK BPa3JIMBOCTI aKTUBIB Ta MOKJIUBUX HACJIJKIB, a TAKOX PO3POOKU
Ta BIIPOBAKEHHS KOHTP3aXO/IiB.

Disuuna soepna besnexa

Bignosizto no pexomenganiii MATATE B Ykpaini pospobiena ta gie
cucremMa (hi3MYHOTO 3aXUCTY SIEPHUX YCTAHOBOK Ta SIEPHUX MaTepiasiB.
Y3araspHeHa Maria Iporiecy aHali3y «s/IepHUX» PU3NKiB HaBe/eHa Ha PUC. 3.

IIpoexTHa 3arposa

(BJTACTHBOCTI Ta XapaKTePUCTUKU
HOPYLIHUKIB) P Orinka Bpa3anuBOCTI

1l

O6’ekroBa 3arposa
(ypaxyBaHHS 0COOJMMBOCTEl 06'€KTa
BU3HAYEHHS MTOTEHI[IMHNUX IiJIeil
Ta CIIeHaPiiB /il TPABOIIOPYITHUKIB)

1l

BusnauenHst BuMor J10 CUCTeEMU :>
(blBI/I‘{HOI‘O 3aXUCTVY

|

O1iHka pU3WKiB paIialliniHuX
HACJI/IKIB

Omiaka 3aJUNIKOBUX PU3UKIB

Hapanns pexomenpartiit

Puc. 3. ¥Y3arampaena Marma mporiecy aHasli3y «s/IepHIX» PU3NKIB
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Mertoauxku HAZOP ta HAZAN. Cepej iHIIUX METO/IUK, 1110 BUKOPHC-
TOBYIOTBCSI IUIST aHAITI3Y PU3UKIB, c1iz sragatu metonauku HAZOP (HAZard
and Operability study — Auainis Hebe31ex i ekciuryaTaliiiHol HaiitHoCT1) i
HAZAN (HAZard Analyses). Y3araibrena Matia mpoiecy aHauisy pUsukiB
3a metoankoio HAZAN naBenena Ha puc. 4.

i =a
<

. 1

Puc. 4. Mertoauka ananisy pusuxis HAZAN

3azanvruii nioxio do oyinku puzuxie ma zaxucmy KI

SaranbHuii miaxiz 10 ouinku pusukis o6’ekris KI Brioyae:

* imenTudikaiio Ta kiracudikaiio 3arpo3, OIIHKY YacTOTH KOKHOI
3arposu;

* OIIHKY BPa3JIuBOCTEN (710 KOXKHOTO TUITY TTOJIiH1/aTaK),

* OIIHKY HACTIAKIB (1151 0OIPYHTOBAHOIO HANUTIPIIOTO CIEHAPIIO).

ITpu 1ipoMy moTpibHe BpaxyBaHHsI YKCIEHHUX B3acMosasiexHocreit KI72,

3arajioM Bce Iie YKJIAAA€EThCS B OHATTS «<MOJIEJTi 3aTrP03%, sIKA BKITIOYAE:

* ommc MoskuBHUX 3arpos K1, ix mskepet, 3aco6iB, 1110 BHKOPUCTOBYIOTHCS,
METO/IiB peastizallii (7151 TEPOPUCTUYHOI 3arPO3U — «MOJIENIb TIOPYTITHUKA );

* onrc 06’€KTiB, IPUAATHUX /It peastizallii 3arpos, BpPasIuBoCTel 11X
00’€KTiB 10 3arpo3, 110 aHAJI3YIOThC;

* OIINC MOKJIMBUX BTPaT, MaciTaby MOTeHIINHOI IIKOAH.

Curiz 3a3HAUNTH, 10 Take MOJIETIOBAHHS PU3NKY HAa CHCTEMHOMY PiB-
Hi cipusie He Jmire igeHTHdiKaMii moTeHIiiHNX Hebe3nek (y T.4. BiMOB
obnaHaHHs), ane i GiIbIn rIMb0KOMY PO3YMIHHIO yCTPOIO Ta (PYHKITIOHY-

Lewis T.G. Critical infrastructure protection in homeland security: defending a
networked nation / T.G. Lewis // John Wiley & Sons, Inc., 2006. — 474 p.

130



36ipHux mamepianie MircHaAPOOHUX EKCREPMHUX HAPAO

BaHHs 00’ekTa/cucteMu KI, BUSABJIEHHIO «CJAa0KUX JIAHOK» Y CHUCTEMI, 3a-
TaJIOM a/IEKBATHOMY PAHKyBaHHIO PU3UKIB.

Cutizi BpaxoByBaTH, 1O JOCTOBIPHO KiJbKiCHO OIIHUTH TEPOPUCTUUHY
3arposy Konkperunomy o6’ekry KI 'y 6isbiocti Buaikis HeMoskauBo. [Ipo-
Te Ha OCHOBI PO3BilyBasIbHOI iH(GOPMATTil, iICTOPUYHOTO aHATI3Y Ta EKCIIEPT-
HUX OIIHOK MOJKHA aJIeKBaTHO AKicHO 11 ominnTu. Came Tak OI[iHIOIOTHCS
PUBUKH aBianiiiHiii Gesmerti, KoJu HMOBIPHICTh 3arpo3u Ta BPasJIMBICTH
06’ekTa OIiHTh 3a 5-6ambHoM0 mKasoo Bix «HU3bKOI» no «<BUCO-
KOT», a macaigku — Bigx «<HESHAUYHUX> 10 «3HAUHUX>.

IMopiGHUI MiAXis BUKOPUCTOBYEThCSA B OLIHIL 3arpo3 Kibepbesmeri’.
[Ipuxnazx orinku puswky Ha ocHOBI Metoanku FAIR B 3aexXHOCTI Bif
BpasnuBocTi 06’ekra KI ta piBHs (YacTOTH) 3arpO3H JIJIsI CEPEIHBOTO PiBHSI
HaCJTiKiB, HaBeEHUH Ha PIC. 5.

VH it
H L
¥ Wl
WL WL 2 L L
WL WL WL WL WL WL
WL L b H VH

Puc. 5. TIpuksiaz Ol[iHKY pU3KKY 3a MeTOAUKOI FAIR

Ax cBimuaTh pe3yabTaTi BUKOpucTanHsa Metomy [lenbdi, y pasi 3asmydenns
IO eKCIIePTHOI OIIIHKK KOMIIETEHTHUX Y CIIPaBi JIIOJIel, oTprMaHa ycepeaHeHa
orinka Gyzie TouHOO He MeHiie, Hixk Ha 80 %. [Ipu mboMy, SKIIO TPOBECTH
JIEKIJTbKA PayH/IiB OI[IHKH, TIOTIEPeIHbO 03HAHOMUBIITHI €KCIIEPTIB 3 PE3YJIbTa-
TaMU TOTIEPEHIX PAyH/IIB, TO IOCTOBIPHICTD OI[IHKU GY/I€ I BUIIIOKO.

Bopnowac sikicHa ekcriepTHa OIfiHKa BUMAra€ 4iTKOTO PO3yMiHHS €Kc-
IepTaMu yciX TePMiHiB, 1[0 BUKOPUCTOBYIOTHCS, Ta IIPOIIECiB, 1110 aHATi3y-

Jack A. Jones An Introduction to Factor Analysis of Information Risk (FAIR)
[Enexrponnuii pecypc]. — Pexum goctymy: http://riskmanagementinsight.com/media/
documents/FAIR_Introduction.pdf
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IOTHCST, OOTPYHTYBaHHS Ta PO3YMIHHS LKA, [I[0 3aCTOCOBYOTHCS JIJIST OILiH-
KU 3aTPO3, BpasJuBoCTel Ta HacHiAKiB. [Ipu 1iboMy HaitbiibIny TOXUOKY
JIa€ He Pi3HUIld y KBaslihiKallii eKCIepTiB Ta MOKJIMBICTh BIUIUBY OJHUX
€KCIIepPTiB Ha iHIINX, a ICUXOJIOTisI CHPUNHATTS pu3uky. Tak, jmioau (i ekc-
HEepPTH TYT He € BUKJIIOUYEHHSIM) NepebiIbIIyIOTh OLHI PUSUKU Ta HEJOOI-
HIOIOTb 1HIITi, 30KpeMa:

* JIIOJIM TePeOiTbITYIOTh PUBUKH, II[0 3aTPOKYIOTh iM ocobucTto (abo ix
JUTSIM), SIKi CIIPaBJIAIOTH [INO0KE BPasKeHHs, IUPOKO OOrOBOPIOIOTHCH, Bijl-
GyBatOThCS Piiko (HATIPUKIIA/, aBiakaTacTpodu), HECYTh MAJIO 3PO3yMiy
Jiro (HanpuKJIam, At GiIbIIOCTI JiIo[eil — paziailisi), HOBI Ta He3HaloMi,
HeOUiKyBaHi TOIIO;

* JIIOJIY HEJIOOI[IHIOIOTh PU3UKH, 110 He IIPUBEPTAIOTD yBary, € 3BUYHU-
MU, OBCSAKIEHHUMH, 3arPOKYIOTh 1HIITNM, He 3arPOKYIOTh GE3M0CEPEIHBO,
HE BUKJIUKAIOTh MOPAJIbHOTO HETNPHUIHSTTS, NIMPOKO HE OOGTOBOPIOIOTHCS
TOTITO.

Boznouac pusuky, SIKi MajIu Miclie B JKUTTI ekciepra (0co0IuBO HeaB-
HO uu OyJIn 1I0B’s13aHi 31 CMePTEIbHOIO HEOE3IIEKOI0), JIsT HbOTO YacTO Ma-
I0Tb GiJIbIIy Bary, Hi’ Ti, 3 AKMMU BiH HIKOJIM He 3iIITOBXYBaBCs. A 3Biacu
BUHUKA€E HOTO0 3allIOPEHICTh Ta HAJANITOBAHICTh HAa 6OPOTHOY 3 MUHYIUMHE
THUIIAMU 3aTPO3, HIXK 3[[aTHICTh epedaunTh iX HOBi THIIH.

THmmm l'[pO6JI€MHI/IM MUTAHHSIM € a/IeKBATHA OI[IHKA eKCIiepTaMu 00Cst-
riB BUTpAT, sIKi 3HAZI0OIISATHCS AL HelTpaIi3allil PUSHKIB.

y 6yz[b ~SIKOMY pa31 CJIM TaM’sITaTH, 10 OI[IHKA PU3UKY — 16 <MOMEH-
TaJbHUI 3HIMOK», IKUI Ma€ PeryJsspHO IeperisiaTucs.

PesynbratoM mogiOHOI y3araJbHEHOI eKCIIEPTHOI OI[HKYM PUBHKIB Ta
3arpo3 KI, manpuknan y CIIA, € BusHaueHHs 5-U CTYMEHIB TOTOBHOCTI:
yepBoHa (BUILA), ToMapaHyeBa (BUCOKA), skoBTa (IiBuUIleHa), GJIaKuTHA
(MoxxBa) Ta 3esieHa (HU3bKA).

Buxozasun 3 po3yMiHHS OCHOBHUX CKJIQZIOBUX PU3UKY, MOXKHA BU3HA-
YUTHU 1 OCHOBHI TIIJIIXU yIpaBaiHHs pusukamu Kl

* 3HZKEHHST PiBHS 3arpo3 (HANPUKJIAJ, MEPEXOIJIEHHSM MOPYITHUKIB
10 3aBJIaHHST HUMU y/Iapy, OCUJIEHHS OXOPOHU KOPIOHIB TOIIIO);

* 3HIKeHHs BpasimBocti 00’ekta KI (cTBOpeHHs cucteMu (ismaHOTO
3aXHUCTY, KA 37IaTHA IIPOTUCTOSITH TIPABOTIOPYIIHUKAM );

* MiHIMi3allisd MOXKJIUBOI ITKO/U (3aXUCT HACETEHHS TOIIO);

* MiZIBUIIEHHS CTiiKoCTi 06’eKTa (3abe3eyeHHsT TeXHIYHOT HaiiHOCTI
Ta MOXKJIMBOCTI SIKHAUTITBU/IIIOTO BifiHOBIEeHHS dyHKIin KI).

DakTuuHO, 3 OMHOTO GOKY, MOTPIOHO 3aKPUTH BIKHO BPa3JIUBOCTI —
ajantyBatu cucremy ¢isuunoro saxucty o6’ekriB KI 1o unHHEUX 3arpos
(puc. 6.), a 3 Ipyroro — Ha JiepKaBHOMY PiBHI MaTH PO3BUHEHY CHCTEMY 3a-
nobiraHHd i pearyBaHHs Ha HaA3BUYaiiHI cuTyailii Ta mepeabaunTyi 3aX0/I1
3 BIAHOBJIEHHsI DYHKIIII 11X 00’€KTiB (Y T.4. 32 PaXyHOK Pe3epBYBaHHS Ta
nuBepcudikarii).
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| Mo>XIMBOCTI 3aXUCTY

| MoxMBOCTI Bi{HOBJIEHHS

Puc. 6. Bikro BpasnusocTti o6’ekra KI 111010 YnHHIX 3arpo3

ITpu oMYy cJTiji BpaXOBYBATH, 1[0 TOJOBHA MPOOJIEMa TIOJISATAE ¥ BCTa-
HOBJIEHHI PeaJiCTUYHOro GalaHcy Mix IUIAHYBAHHSIM 3aXO[iB, CIIPSIMOBA-
HuX Ha 3MeHmenHs pusukiB KI, Ta goctymanmu s ix peasizaiiii pecyp-
camu. [HKo/IM fO1/IbHIIIIE KOHI[EHTPYBATUCS Ha MOXKJIMBOCTI BiIHOBJICHHS
BTpavyeHUX (DYHKIIIN 32 paxyHOK AMBepcudikailii, Hik HaMaraTrucs CTBOPH-
i 3 06’ekra KI «HenmpucTyHy hopTeros.

Cawme 3 iorsisaty YHPABJIHHS PUSHKAMK T BCTAHOBIICHHS a[IeKBATHOTO
Gasiancy Mizk 3axozamu i3 3axucty KI ta HassBHUMEI pecypcam BCo indpa-
CTPYKTYPY MOKHA PO3OUTH Ha YOTHPH TPYIIH, nepir Tpy 3 SKUX OXOII-
JATh TY 1HGPACTPYKTYPY, IO PO3IIHIOETHCA K KPUTHYHA 34 HACJIIKaMU
ii BIUIMBY Ha KUTTE3a0e31I€UeHHsT Yepe3 BTPaTy,/TIONIKO/KEHHsST abo aBa-
pii, BUKJIUKaHi Oyb-IKUMU YNHHUKAMU: IPUPOAHUME ab0 TEXHOTEHHUMHU
HC, ta/ab0 3JI0BMUCHUMU JIisSIMU:

1 zpyna — Benuki 06'eKTH iH(MPACTPYKTYPH, 3aXOAU 3 BiJHOBJIEHHS
SIKHX BUMAraioTh 3HAYHUX PECYPCIB Ta 4acy, Ha sIKUX Ma€ OyTH CTBOpEHA
ajiekBaTHa 3arpo3aM cuctema ¢iznyHoro 3axucty (Hanpukian, AEC); Bia-
TTOBiIa/TbHICTD 3a 3axmcT 1€l KI Mae KoHcoijoBaHO HECTH Jep:KaBa Ta
omepaTtopu (puc. 7);

2 ezpyna — o6’ekTu iHPPACTPYKTYPH, Ha AKMX HMOTPIOHO peasisyBaru
SK 3ax0iu 3 (PI3MYHOrO 3aXUCTY, TakK i HepeadaYyrTH MOMKJIMBICTD CKOpi-
1I0TO Bi/IHOBJIEHHS (DYHKIIIN 32 paxyHOK quBepcudikaiiii Ta pe3epsiB (Ha-
OpUKJIa, KpynHi HadTo6asu, Mmia3eMHi CXOBHUINA Ta3y, MOCTOBI IEPEXO/IH
TOIIO); BiMTOBiMaMbHICTD 32 3axucT 11i€i KI Mae HecTn mep:xaBa Ta omepa-
TOPHU HA OCHOBI JIep;KaBHO-TIPUBATHOTO MTAPTHEPCTBA;

3 epyna — o0’extu iHpPaCTPYKTypH, Ha AKUX OCHOBHHUM CIIOCOOOM 3a-
XHCTY € 3a0e3Ie4eHHsI CKOPIIIoro BiIHOBJIEHHsT (DYHKIiil 32 paXyHOK -
Bepcudikallii Ta pe3epBiB (HAIPUKJIIA, TETJIOBI €JIEKTPOIIEHTPAJI TOIIO);
BiTOBiIaTbHICTD 32 3axucT 11i€l KI B mepity yepry MaioTh HeCTH oneparo-
pH, a JepskaBa MyCHUTh 3a6e3MeUNTH HAsIBHICTh YMOB IS AMBepCU(iKalii
Ta pe3epPBYBaHHS;

4 epyna — 06’ exTy iHOPACTPYKTYPH, SIKi He BIJHOCATHCS 10 KPUTUYHOL,
Gesrocepe/Hiil 3aXUCT AKKX € BiNOBIAIBHICTIO CYyTO OllepaTopa.
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Kinbkictb 06’ekTiB indpacTpyKTYpn

Puc. 7. Posuozin 06’eKTiB iHppacTpyKTypH 3a iX KPUTUYHOK BaKJIMBICTIO

Hogioxoso: y CIIIA ocmamounuii cnucox 06’ exmie, ki po32ai0anucs
K KpUmuumi na wayionaivromy piemi, micmue 1700 nosuuii 3 6asu da-
HUX, 8 IKY 0Ya10 8Heceno O6ausvko 33 muc. 06’exmis. /s Ko#HO20 3 HUX
6y nposedeni OUiHKIU PUSUKIS, U0 CMATIO OCHOB0H0 0Jis NI020MOGKU Nia-
nie i3 saxucmy Kl ¢ CIIIA™.

3axucm KI ¢ Yxpaini

VY nepxaBi (yHKIioHYIOTH €MHA Jep:KaBHA CUCTEMa 3armobiraHHs,
pearyBaHHs i IPUITMHEHHsI TEPOPUCTUYHUX aKTiB Ta MiHiMi3allil iX Haciz-
KiB, €1uHa fepKaBHa CUCTeMa 3aII00iraH s i pearyBaHHs Ha Hag3BUYAHi
cUTYyallii TEXHOTeHHOTO Ta IIPHPOIHOTO XapakTepy, 1o TpaHC(bopMOBaHa
y €1uHYy Nep;kaBHYy CUCTEMY IIUBIIBHOTO 3aXUCTY HACEJIEHHS i TEPUTOPIH,
JlepxaBHa cuctema (isUIHOTO 3aXUCTy (OCTAHHS CTOCYETHCS JIUIIIE TTH-
TaHb BUKOPUCTAHHS SI/IEPHOI eHePTii).

Akiro posristHy ™! QYHKIIT IIUX IePKAHUX CUCTEM, TO CTaHE 3PO3YMIJIO,
Jle caMe BoHU TepeTuHaoThes. [ToBepTatounch 0 kaTeropiit 3arpo3 (Haj-
3BMYAliHI CUTYyallil IPUPOIHOTO Ta TEXHOTEHHOTO XapaKTepy, 3JI0BMUCHI
Jli1), OYEBU/HO, 1[0 CUCTEMA IUBIIBHOTO 3aXUCTY, SIKA OIIKYETHCST 3aXUC-
TOM HaceJIeHHs Ta TEPUTOPiH Bif HeraTuBHUX HaciakiB HC, mogosanHsam
ix HacifKiB (30Ha 1 Ha puc. 8) Xoua i fii€ 1o BCill kpaiHi, TPOTe i3 3aXNCTOM

"Critical infrastructure and key assets: definition and identification. — Congressional
research service, RL32631, October, 2004.
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KPUTUYHOI iH(PACTPYKTYPU TIePECiKAEThCS JIUIIEe YAaCTKOBO (30HU 4 Ta 7
Ha puc. 8), OCKiJIbKY He OIMKY€EThCsI TMTaHHIMU cTilikocTti 00’exTiB KI Ta
MOJKJIMBICTIO CKOpiloro BiHoBseHHA ¢dyHKIiN KI; anasoriuno cucrema
AHTUTEPOPUCTUYHOIO 3AXKUCTY, SIKA OIIKYEThCs 3aXKCTOM OCOOMU, IePKaBH
i cycmisbeTBa Biji TepopusMy (30Ha 2 Ha pHC. 8), BKIIOYHO i3 cucteMoto (i-
3UYHOTO 3aXVCTY Yepe3 Ti K TPUYWHM i3 3aXUCTOM KPUTHYHOI iH(PPACTPYK-
TYPH [IEPECIKAETHCS JIUIIIE YACTKOBO (30HU 5 Ta 7 Ha puc.8).

Cucrema «AHTUTEPOD»>

Cucrema IUBIILHOTO 3aXUCTY

Mertoto cucremu 3axucty Kl mMae ctatum rapanTyBaHHS CIIPOMOXKHOCTI
iH(pacTpyKTYpU BUKOHYBATH TlepedadeHi (hyHKIIL, a 3ar00iraHHs IIKO/M Ha-
CeJIeHHIO I JOBKIJIIIO BiJl HACTaHHS HaJI3BUYAHUX CUTYaLii IIOBMHHO JIALIA-
THCSI TOJIOBHUM 3aBJAHHSIM CHCTEMU [IUBLIBHOTO 3aXUCTY; 3aBAaHH O0POTHOM
3 TEPOPU3MOM — TOJIOBHUM 3aBJIaHHSIM JIEPKABHOI CHCTEMU 3a100iraHHsI, pea-
TYBaHHS i IPUITUHEHHS TEPOPUCTUYHUX aKTiB 1 MiHIMi3allil iX HACIi/IKIB.

ITpu upomy saxoxau i3 saxucty KI GyayTh ajeKBaTHUMU JIUIIE B KOH-
TEKCTI 3arajJbHOTO IMiABMIIEeHHS cTiiikocti (resilience) KI no Gymb-skux
BILIMBIB, HE3a/J€KHO Bifi X moxomkenHs. To6To, iaeTbes He JIMIIE 1IPO
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CIIPOMOKHICTh «BUTPUMATH y/ap», ajie ¥ Mpo 3[aTHICTh IBUAKOTO Bif-
HOBJIeHHST (DyHKIIH, DaKTUIHO TOTPIOHO CTBOPUTU CHCTEMY, SIKA TIOEM-
HY€ 3aCTOCYBaHHsI TJIMOOKO elesIOHOBaHOTO 3axucty (defense-in-depth),
(i3u4HOrO i TEXHOJIOIIYHOrO, 3 JOCTATHLOIO 3a0€3IIEYEHICTIO PE3EPBHUMU
TIOTY>KHOCTSIMM Ta pecypcamMy, ix quBepcudikoBanicTio. [Ipu 1ibomy, SKIo
1ist okpemux 06’extiB KI (3oHu 5 Ta 7 Ha puc. 8) Harosoc Mae 6yt 3pobie-
HUU Ha 3ax0/1ax 3 GhismuHOro 3aXucTy (HAPUKJIAJ, B SIEPHIiil €HEPTeTHIL ),
TO i1 iHIMX 00’ekTiB (30Ha 4 Ha puc. 8) — Ha 3abe3leyeHH] TeXHIUHOI
cTifiKocTi Ta HagiHOCTI (HAIIPUKJIA, CUCTEMU OEPEroyKpillIeHHs, IPOTH-
HABOAKOBI cucTeMu), a 3aranoM A o6’exrie KI (3ona 3 na puc. 8) — na
3abesneuenni sarajiphoi criiikocri KI, ii muBepcudikalrii Ta pesepByBaHHi
(HaIIpuKJIaJ, €Hepro-, TEIJIo- Ta BOAOIOCTaYaHHs, CUCTEMU TeJIeKOMYHiKa-
1ii, moOymoBaHi 3a MEPEKEBUM IPUHIIUIIOM <«BiJ 6araThoX 10 HaraThboX»,
To1110), po36yn0Bi KI Ha 0CHOBI MepekeBOTO MPUHIIKITY JeIleHTPasTi3aIlii.

[TTo pob6JisATh fEepKABY CBITY Ha IbOMY HAIIPSIMi?

* Po3p0o06s10oTh HOpMAaTUBHY 0a3y Ta PEryJIsSPHO Ii IepersiaaoTh.

* Busnauators koopaunyiounit opran (#anpukiamu, y CIHIA e [lenap-
TameHT (MiHicTepcTBO) BHYTpilmHbOI Oesnexku — The Department of
Homeland Security (MBB), no ckaany sikoro ysiiinuin 22 denepajibHUX
areHTCTBa Ta BioMcTBa™).

* Pozpobiisitoth  MeTofoJioriuni  miaxoau, dopmyiors mepermik  KI,
OLIHIOIOTH 3arposu i pusnku KI, po3pobsioTs IIaHu pearyBaHHs, pery-
JISIPHO OIIHIOITH iX edekTuBHicTh (Hanpukiazn, y CIITA num omikyeTsb-
ca HamionaspHUI TIEHTP aHAMI3y Ta IMITAI[iIlHOTO MOJIeTIOBaHHS iH(pa-
ctpyktypu MBB).

[TikaBuM € TWAXIJ I paHXKyBaHHS 00’€KTIB BifiCHKOBO-ITPOMUCIOBO-
ro xkomiuiekey y CIITA — mozesns BusHauenHs npiopuretrocti (The Asset
Prioritization Model)™. Yci o6’extu ouiniooThesa 3a 16-mMa daxTopamu,
SIKUM TIPUCBOEHI Barosi koeditientn Bixg 16 mo 1, 3 mianmazoHoM OIliHOK
«BaKJIMBOCTI» 00’eKkTa Bij 1 10 3 (IHKOJIM 5), Ta PO3PAXOBYETHCS CYMapHUIA
IHJIEKC X «PU3UKOBAaHOCTi». 1li YMHHWKN BPaxoBYIOTh BILINB Ha BEJHNKO-
cepiitti mporpamMu BUPOOHUIITBA, GOMOBI MOKJIMBOCTI (3HAUYIIICTH TIPO-
JUyKI1ii), (piHAHCOBI MOKJIMBOCTI KOMIIaHii, EKOHOMIYHY JKMBYYiCTh, MOXK-
JINBOCTI BiTHOBJIEHHS, KIJIBKICTh HACceJIeHHS, 1[0 MTPOKUBAE MOPS, CYIyTHI
BTpaTH BiJl BPa)KEHHS PEYOBMHAMMU, SIKI BUKOPHMCTOBYBAJUCS IIPU aTalli,
ta innm. [[ikasuMm € i Te, mo y 2007 poui HalGiIblII KPUTHUHIMU BU3HA-
Hi 00’€KTH, HAa IKMX BUKOHYIOTHCSI BEJIMKOCEPIITHI TIPOrpaMu BUPOOHUIITBA

B [vteuuro B.H. Obecnieuenne 6e30MacHOCTH KpUTHUeCKUX MHbpacTpykTyp B CIITA
(anaymruyeckuii 0630p) / B.H.Ilbirmuko, T.JL.Cmossin, [1.C.Yepemkun,// Tpymbt
NCA PAH.— 2006, T. 27.

SBapannux A. Opranusaius obecriedeHus: 6e30MacHOCTH KPUTHUECKON WHbpa-
crpykrypbl B CIITA / A. Bapannuk, C. Kinementses // 3apybextoe Boernoe 0603pe-
uue. — 2009. — Ne 8. — C.3-10.
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quig BITK, xo4a paniiie TakumMu 06’ €KTaMU BBAXKAIUCS Ti, IKi MAIOTh Hali-
GiTbIIMI BILUTHB Ha CyJacHi 60HOBi MOJKIMBOCTI.

* 3abe3meuyoTh MiATOTOBKY KBati(hikoBaHUX KajIpiB y cepi 3axucty KI.

* OpranizoByoTb 06MiH iH(OPMAIII€I0 Ta KPAIIUMU [TPAKTHKAM.

* Po3BuBaIoTh jiepKaBHO-TIPUBATHE TTAPTHEPCTBO.

[IpoexT 3eneHoi KHUTH 3 TUTAaHb 3aXUCTY KPUTUYHOI iH(MPACTPYKTYpH
B YkpaiHi, pospobennii HamioHaIbHUM iIHCTUTYTOM CTPATETiuHIX TOCIIi-
mwkedb y 2015 potri, MOXKHA BBA)KATH MEPITNM CUCTEMHUM KPOKOM HAa IS
Xy po36ynoBu B Ykpaini cucremu 3axucty KI.

Bucnoexu ma pexomenoauii

1. 3acTrocyBaHHSI METOIB OIlIHKM PU3WKIB HA JIEP)KAaBHOMY PiBHi J10-
3BOJIUTH MaTH KiJIBKiCHI, a /IJIsT TEPOPUCTUIHUX 3aTPO3 — a/leKBaTHi SKiCHI
OI[IHKU O4YiKyBaHOI HeOe3IeKH y BHITA[KaX peasiszallil 3arpo3 KPUTHYHIiT
iHppacTpykTypi. e 1acTh MOKIUBICTD OZIEPIKATH HEOOXITHUN GaTaHC MixK
Bumoramu 3abesrnederns 3axucty KI i HasgsBHUX pecypciB — 30KpeMa BU-
3HAYMTH MIPIOPUTETHICTH 3aXKMCTYy 06’E€KTIB, BUMOIH A0 cucTeM (hisU4HOTO
3aXHUCTY, 10 Pe3ePBYBAHHS TOIIIO.

2. Ha 0CcHOBI IIPOBEIEHOTO aHAJII3Y JIOTTYHOO € PO30YI0Ba CHCTEMH 3aXKC-
TY KDUTUYHOI iH(PPACTPYKTyPH 32 IBOMA HANIPSIMAMU, & CaMe: CUCTEMU aHAJTi3y
PU3WKIB, PiBHS 3arpo3 Ta BpasauBocTi Kl Ta cuctemu pearyBaHHS Ha MOKJIABE
MIPUMTUHEHHS KPUTHYHOTO iH(PACTPYKTYPOIO BUKOHAHHS CBOIX (DYHKITIH.

DakTUyHO Ma€e WTHCS PO cTBopeHHsT cuctemu 3axucty Kl, sika mo-
€/IHY€E 3aCTOCYBAHHS TIUOOKO ENIeJIOHOBAHOTO 3aXUcTy (K (hisuuHOroO,
TaK i TEXHOJIOTIYHOIO) KJIIOYOBHMX 06 E€KTIB 3 JOCTATHbOIO 3a6e3eYeHICTIO
iH(PaCcTPYKTYpH pPe3epPBHUMHU TTOTYKHOCTSIMH Ta PECypCaMH, iX AUBEPCH-
(bikoBanicTio, 110 03BOJUTD Y pa3i peasisailii 3arpo3 KpUTHUHIHN iH(Dpa-
CTPYKTYpi MIBUIKO BiIHOBUTH BTpaueHi (BYHKILI 13 KUTTE3a0E3MIEUEHHSI.
Poub gepxasu y posOynosi cucremu saxucty KI mossrae y crBopemmi
«TIpaBWJI TpU», (POPMYBaHHI KyJIbTYPU YIPaBJiHHS PU3UKAMHU Ha OCHOBI
CTTTBHUX 3YCHUJIb TPOMA/ISTH, CYCITITBCTBA, Gi3HECY Ta IepsKaBH.

OLIHKA TEOAOT'TYHUX 3AT'PO3
AAA BE3IIEKN ®YHKIJIOHYBAHHA MATICTPAABHUX
TA3O0ITPOBOAIB B YKPAIHI

IBAHIOTA Cepeiii Illemposuw,
eonoenuil koncyavmanm, HIC/]

3 orJIsijly Ha oCTiiiHe 3pOoCTaHHs TOTPed Y BUPOOHMIITEI Ta CIIO/KUBAHHI
MPUPOIHOTO Tady, Gesmneune it Gesnepebiiite (DYHKIIIOHYBAHHS CUCTEME
MaricTpaJbHUX Ta30lpPOBO/[iB Ma€ CTpaTeriyHe 3HAUEHHS He JIHIIe I
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6araThOX Tayyseil €KOHOMIKH Ta JKUTTEAISIBHOCTI HACeTIeHHsT KpaiHi, a if
JUTSL HAIIOHAJIBHOT Ge3MeKH IepKaBu.

YkpaiHCbKa Tra3oTpaHCIIOPTHA CHCTEMa € OJ/IHIEI0 3 HAWMOTYKHIMIMX
y cgiti. Ii nponyckna cripomosknicTs Ha BXozii csirae 287,7 Mapa MP/pik, Ha
BUXO/Ii B HAIIPSIMKY €Bporieiicbkux kpain — 151,4 murpa m®/pik. ['TC Ykpainu
TICHO TIOB'sI3aHa i3 CHCTEMaMU Ta30TOHIB CYCiIHIX JiepkaB — Pocilicbkoi
Depepartii, binopyci, [Tombi, Pymysii, Morgosu, Y roputunau, CroBaqdnHy,
il Yepe3 HUX IHTErPOBAHA B 3araIbHOEBPOIIENCHKY Ta30By Mepexy’’. JloBxiHa
MaricTpaJbHUX Ta301POBOIiB YKpaiHchkoi I'TC Ta ix BiAramy:kKeHb CTAHOBUTD
38,6 tuc. km. I'TC Hamiuye 1 458 ra30po3MOAiIBHUX CTAHIIIH.

TpanauTHe TpaHCMOPTYBaHHS Tazy Teputopicio Ykpainu B 2014 p.
3MEHIIMJIoCsT Maitke Ha 25 %, 3 86,1 mupx m® y 2013 p. no 62,2 mupa m®
y 2014 p. Yepes ckOpoYeHHs TOMUTY HA BHYTPIIIHLOMY PUHKY’® CyTTEBO
3MEHIITUBCS 1 00CSIT TPAHCTIOPTYBAHHS Ta3y YKPAiHCBKUM CIIOKUBAUaM.
¥ 2014 p. Bin ctanoBuB 6;m3bK0 40 M M°,

3a3HaueHi YMHHUKU JOJATKOBO TIOCHUJIIOIOTBCS THUM, IO IPOTITOM
ocranix 20 pokiB Ha 3HAYHI YacTUHI TepuTOpii YKpaiHu BinOyBacThCs
perioHa/ibHa aKTHBI3allisl €K30reHHUX reosioriynux tpoiecis (Oani — ETTI)
TTPY KOMIIJIEKCHI /1ii TEXHOTEHHUX 1 TPUPOIHIX YNHHUKIB, 10 TPU3BOANTB JI0
301JIBIIEHHS KIIPKOCTI Hai3BrYaiinux curyartiit (dazi — HC) pisHOTO Xapakrepy
3 HETATUBHUMU HACJITKAMU [IJI5T HACEJIEHHSI Ta HABKOJIUIITHBOTO CepeioBuia’™.
Ilpu 1pOMY HAMOLIBILY 3arposdy AL SKUTTEISIBHOCTI HACENEHHs Ta
FOCHONIAPCHKUX O6'EKTIB MPH BUIMEPEPKATBHOMY PO3BUTKY PEriOHAIBHOTO
T/ITOTLICHHS 3eMeJIb CTAHOBJIATD 3HUKCHHS MIITHOCT Ta TPOCI/IAHHS JIECOBHX
IPYHTIB, q)opMyBaHHﬂ TEXHOTCHHHX BOJIOHOCHIX TOPH30HTIB Y POMIICIIOBO-
MiCBKUX arJIOMEPAILisIX, aKTHBI3AIis KapCTOBO- cydoziitHnxX TPOIIECiB.

He6esmeka Big 1MX HPOIECIB 3HAYHO 3POCTAE B MICIAX JAMCJIOKALL
HOTEHI[IHO HeOe3[neYHnx OO'€KTiB, M0 BIAPI3HSIIOTHCS IIABUILEHOIO
YYTJUBICTIO /IO 3HIMKEHHSI iHXKEHEPHO-TEOJIOTIYHOI CTIKOCTI TEXHOT€HHO-
reostoriuaux cucreM (Odani — TIC) «TexHOreHHUI 06'€KT-TeoJIoriuHe
cepenoutie»®. B ymoBax mopymennst pisaosaru TTC axrusizariist ETTI
Ha TEPUTOPii TIPOMUCTOBUX MANAAHYMKIB, 3JIi3HUYHUX KOJiH, HadTO-,

7 Piunuii 38it HAK «Hadroras Yxpainu» 3a 2014 pix [ Enexrponnuii pecypc|. — Pe-
skuM foctymy: http://naftogaz-europe.com/ua

8Piunuii 38it HAK «Hadroras Yxpainu» 3a 2014 pix [ Enexrponnuii pecypc|. — Pe-
skuM groeryiy: http://naftogaz-europe.com/ua

®Hayionaivta TOMOBIIb PO CTaH TEXHOTEHHOI Ta MPUPOAHOI Ge3ieky B YKpaiHi y
2006 p. — K. : ITT «Yopuobunbinrepindopm», 2007. — 236 c.

$Yakovlev Y. A. The geological aspects of environmental systems monitoring the
geological medium of Ukraine : Technical Report 21/ Y. A. Yakovlev ; UNESCO
Regional Office for Science and Technology for Europe. — 1995 — P. 184-191.; Buue-
Hox M. M. IIpo BIJINB €K30T€HHUX I'€OJIOTIYHUX IIPOIeCiB HA PiBEHb TEXHOTEHHUX pH-
3UKiB JKUTTEAIATbHOCTI / M. M. Buuenok, C. I1. Isantora, €. O. SIkoBJ€B : 36. HayK. 1.
YKpaiHChKOro fiepskaBHOTO reosioropo3sigysanbaoro incrutyty. — K. : Yxp/IT'PI, 2006.
—Ne 1. - C.85-91.
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ra3olpoBOMiB TOIO MoOXe crupudwHUTH BUHUKHeHHS HC TmepeBakHO
IH;KEHEPHO-TEOIOTIYHOTO TIOXOPKEHHS 31 3HAYHUMU HETaTUBHUMU HACTI-
KaM# JIJISL JKUTTEMISJIBHOCTI HaceJeHHsT Ta 00'€KTIB roCHozapioBaHHs, 110
nepebyBaloTh y 30HAX BIUIMBY IUX 00'€KTiB, a00 (DYHKIIOHYBAHHS SIKUX
6eanocepeiHbo MOB'sI3aHe 3 HUMU. 3a3HaYeHi YHHHUKU 3yMOBJIOIOTH HE06-
XiJIHICTh yTOYHEHHS 3MiH IH;KEHEPHO-T€0JIOTIYHNX YMOB Ta ITi/IBUTIIEHHS PIBHS
Gesreku (PyHKIIOHYBaHHSA 00'€KTIB KPUTHYHOI iH(PPACTPYKTYPH, 30KpeMa
ra30TpPOBO/IiB, HAPTOIPOBO/IIB, a TAKOK YTOUHEHHS MTPOTHO3Y PiBHS 3arpo3
qist Hux 3 60Ky ETTI, OCKiJIbKY TTOMIUHHUI XapaKTep BUSIBY IIUX IPOIECIB
MO’Ke BUKJIMKATU JIOZIATKOBI JlechopMallii Bi/IMOBIIAIbBHIX KOHCTPYKTUBHUX
€JIEMEHTIB i IPU3BOAUTH JI0 aBAPIHKX BIZIMOB 00 IafHAHHS®,

OrniHKa TeoJIOTiYHMX 3arpo3 s Oesrekn (YHKI[IOHYBaHHS Mari-
CTpPaTbHUX Ta30mMpoBOAiB. OCTaHHIMU POKAMM IiTOILJIEHHS TePUTOPil
Ykpaiau Mae mporpecyounii XxapakTep i CTIMKY TeHAEHITIE0 10 aKTUBi3aIlii
HA PerioHaJIbHOMY PiBHi 3 TOCTIHHUM 301JIBIIEHHSM IO TTiATOMIeHHS,
3a manumun MHC i [epxasaol reosioriunoi coy:x6bu Minnpupoau
Ykpaiau HaHECTPUATIUBINI YMOBU 3 TATOIIJIEHHS TEPUTOPIH CKIATHCS,
HacamIiepesl, y MIiBI€HHUX 1 CXIJTHUX peTiOHaX, /e CEepe/HIl TMPUupicT
migTorieHHs craHoBuTh a0 300 kM?/pik. 3a HasBHUMM JaHWMH, 3
1982 p. BimGymocst MOABOEHHS TIIONL 3eMeJb Ha PETIOHATBHOMY PiBHI Ta y
IIPOMUCJIOBO-MICBKHUX arjioMepallisix.

Takox BapTO 3BepHYTH yBary Ha 3aKOHOMiPHUI 3B’I30K Mi’K PO3BUTKOM
MiJTOIUIEHHST 3eMesib Ta aKTUBI3aIlli€l0 BHACTIZIOK I[bOTO  OiJBIIOCTI
nebesneunux ETTI. Sxuio perioHanbHe IMiATOIUIEHHS IIPOTATOM OCTaHHIX
POKiB PO3BUBAETHCS B JIOCTATHHO CTATIOMY IPOCTOPOBO-YACOBOMY PEKUMi
(mopBoeHHS IO mixToTUIeHHsT TIpoTsiroM 20—25 PokiB), TO aKTUBi3aIlis
B Horo 3onax Giibimocti HeGesneunnx ETTI mae #iMOBipHICHO-pUTMIYHUIT
XapakTep i3 3pOCTAHHAM KUJIBKOCTI BUSIBIB ITePEBAKHO B POKU 3 T ABUIIIEHUM
piBHeM omaxis (3—4, 7-13, 26—34 poki). IToTpiGHO TakoX 3ayBaKUTH,
1110 HAWGLIBII KOMIUIEKCHOTO BIUIMBY INATOIUIEHHS 3a3HAIOTh TEPUTOPIl B
MesKax MICT i cesmin YKpainu, 3arajibHa ILIOINA SKUX CKJIagae 6113bK0 3 %
IJIONT TepUTOPii Iep)kaBu, aje B HUX 30cepemkeHo mo 70 % HaceeHHs,
1o cyrreBo migsuiye (o 10—100 pasiB) BIUIMB HiATOIUIEHHST HA (GE3IEKY
KUTTEMISIIBHOCTI.

3a panmmu JepsxasHoi reosioriunoi ciyx6u Ta MHC Ykpainu, na 38 %
TEPUTOPIl ZIePsKaBH TIOMIMPEH] OO, B IKMX MOYKYTh BiIOYBATHCS TTPOTIECH

81 Buuenox M. M. IIpo KOMILTIEKCHE OLiHIOBAHHSI PUBUKIB KUTTE/ISLIIBHOCT] y TIOTEH-
1iitHO HeGe3mmeunnx perionax / M. M. Buuenok, C. II. Isaniora, €. O. SIkosises // Exo-
sioris i Pecypen: 36. Hayk. nip. IHctuTyTy nipobieM HarfionanbHoi 6esnexu. — K. : ITTHB,
2007. — Ne 17. — C. 33—-41.

82Pezionanvii iHKEHEPHO-TEOIOTIUHI YMOBH TepuTopii YKpainu : indopm. 6. /
M. T. lemununn, JI. M. Knumuuk, JI. M. Kpacnook [Ta in.] ; rom. pexn. €. O. fxosieB. —
K.: JITD «Teoindopm» depxreosciayxou Minnpupoay, 1997. — Bum. 1. — 92 c.
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i TIPUPOAHOTIO, i TEXHOTEHHO AKTUBI30BAHOIO KAPCTOYTBOPEHH:, a Ha 24 %
TEPUTOPIT KapCT MOKe GE3MOCEPETHBO BITUBATH HA TOCTIOAPCHKY MisSTbHICTE,

3a panumu MHC i [lepkaBHOi reosioriuHol cy:kOu YKpainu, 3a 10-
nomoroio ['TC-texHosoriii 3ificHEHO TIPOCTOPOBY OIlIHKY aKTyaJbHUX
TeOJIOTIYHNX 3aTPO3 CTOCOBHO YACTKW JTOBXKUHU MariCTPaJbHUX Ta30Tpo-
BOJIiB Ha IOTEHIHO HeOEe3IIeYHNX TEPUTOPIsSX. PesybraTut OLiHKN CBil-
Yarb, M0 Ha TEPUTOPISIX IMOBIPHOTO BHUSIBY KapcTy poamimero 10 59,1 %
JIOBXUHU Ta30IIPOBO/IIB, HA TEPUTOPISIX iIMOBIPHOTO BUSIBY Mi/ITOTIIIEHHST —
1o 21,5 %, na Teputopisix iMOBIpHOTO BUSIBY 3CyBiB — 110 13 % m0BXKUHU
MaricTpajJibHUX Ta30MPOBO/IB. bisbill okIaHy iHOPMAILIIO 111010 3arpo3
ETTI ans maricTpasbHUX Ta30MPOBOJIIB HA TEPUTOPil aJIMiHICTPATUBHUX
obutacTell YKpainu HaBeZeHO B TaOJIMIL.

AHauis TabuIi 03BOJISIE BUSBUTH HaiiHeGe3 e i PErioH! CTOCOB-
HO YaCTKW JIOBKUHU Ta3OMPOBOJIB, MO TepebyBaloTh il 3arpo3ot0 Mij-
TOTIJIEHHSI M KapCTy, a TAKOK 3/1{HCHUTH paHXNPYBaHHS aJIMiHICTPAaTUBHUX
obmacreit YKpalou 3a HUMU KPUTEPISIMU.

Orpumani maHi cBiguaTh, 1[0 HaiibinbIna 3arposa Bi IATOILIEHHS
JIUIST MaTiCTPATbHUX Ta30IIPOBOJIIB 32 KPUTEPIEM YACTKH iX IOBXKUHU iCHYE
Ha Tepurtopii YepwiriBcbkoi, YepHiBernbkoi, Boamnchkoi, IlorTaBchKoi
obuacreit, ockinbku moHazx 50 % JOBKMHU ra30TPOBO/IIB Y HUX PO3TAIIOBAHO
Ha TEPUTOPiSAX IMOBIpHOTO BUABY MiATONIeHHS. KpiM TOrO, HA TepuTopii
YepHiriBcbKoi 061aCTi ra30poBOAN MaiixkKe 10 BCiil JOBKUHI Iepe0yBaloTh
Y 30HaX MOJKJINBOI aKTUBI3allil i ITOTIIIEHHSI.

AHaji3 KapcTOBUX 3arpo3 /IS MariCTPaJbHUX Ta30MPOBOIB Ha PiBHI
aZMiHiCTpaTUBHUX obsacTeil YKpalHM CBIAYMTb, IO B OLIBIIOCTI 3 HUX
(14) monax 60 % MOBKWHU Ta30MpOBOMIIB TEPeOYBAIOTh HA TEPUTOPISX
MOJKJIMBOTO BUsiBY Kapcty. Halibinbina Hebesieka Biji KapCTOBUX 3arpo3 JIJist
MaricTpaJbHUX Ta30IIPOBO/IIB iCHY€ HacaMIiepei Ha TepuTopii YepHiBeIbKoi,
Bommucepkoi, Muxkosaiebkoi, Jlyrancekoi, PiBHeHCbKOi, TepHOMITBCHKOI,
Ionenpkoi, XapkiBcbkoi, JIbBiBcbKoI o61acteit, y sskux monan 80 % H0BKIMHU
ra3oIPOBO/IIB IIPOXOJATH IIOTEHIIHHO HeOE3IIEYHUMK TEPUTOPISIMU.

Bucnoexu

3abesreuenHs Oe3neky (DYHKIIOHYBaHHS O0'€KTIB KPUTHUYHOI iH(pa-
CTPYKTYPH, 30KpeMa MariCTpaJIbHUX Ta30IPOBO/IB, € TOCUTh BaKJIUBUM 1
CKJIAJTHUM 3aBJIAHHSIM, [TPAKTUYHE BUPIIIEHHS IKOTO MOTPEOYE BUSBICHHS
Ta OIIHKM HAUOLIbII IMOBIPHUX 3arpo3 sl PO3POOJIEHHS afeKBaTHUX
3aXMCHUX 1 TIONEpe/KyBaIbHUX 3axoiB. [lomixk Takmx 3arpo3 cyTTeBe
3HaYeHHd MaioTh HeOesneuni ETTI, Hacamiiepe/1 i ATOIJIEHHST Ta KapCT.

$Pyovko I'F. OTON3HN W APYTUe TEOANHAMUYECKUE TIPOTIECChI TOPHOCKIIAIUATIX
obnacreit Yxpautnl (Kpoim, Kapnarer) / T. V. Pyabko, U. D. Epbir. — K. : «3anpyras,
2006. — 623 c.
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Tabnuusa

3arposu Bix EI'TI 1is 6e3nexu pyHKIiOHYBAHHS MariCTpaJbHUX
rasonpoBO/iB B aJAAMiHICTPaTUBHUX 00JIaCTSAX YKpaiHu

. Yacrka TOBKUHI
Amisiorpsrmmsi | e ® reprtop | IO
. KapcCt IliLlTOIlJ[eHHH KapcT lliLlTOIIJleHHSI
AP Kpum 27,0 13,2 4,43 72,8 21,4
Binnuinka 26,2 54 0,054 15,3 0,0
Bosurcbka 20,2 17,4 13,91 100,0 80,1
[lHinpomerpoBchka 31,9 7,1 7,3 38,6 229
Jlonenbka 26,5 18,5 7,67 92,3 18,5
JKuromupcrka 29,9 0,0 20,13 0,0 0,0
3akaprarcbka 12,8 0,8 3,02 0,0 43,6
3armopizbka 27,2 7,5 3,2 0,0 0,0
IBano-MpaHKiBCchKa 13,9 5,0 0,008 68,0 0,0
Kuischka 28,9 0,0 8,1 0,0 20,0
KipoBorpazcpka 24,6 0,4 0,142 0,0 9,3
Jlyrancbka 26,7 26,6 0,164 100,0 2,1
JIbpBiBCBbKaA 21,8 12,7 0,218 83,0 8,3
MukosaiBcbKa 24,6 17,4 10,672 100,0 24,5
Onecbka 33,3 53 9,975 73,4 16,5
ITonTaBchbka 28,8 0,3 8,5 76,8 56,2
PiBHencrka 20,1 16,1 12,8 100,0 0,0
CyMcbhka 23,8 10,0 0,423 7,4 3,0
TeproMiTBECHKA 13,8 13,1 0,0 93,5 0,0
XapkiBcbKa 31,4 10,8 3,02 85,0 14,4
XepcoHchKa 28,5 15,2 7,79 31,5 45,4
XMeJIbHUIIbKA 20,6 13,5 0,014 422 0,0
Yepkacbka 20,9 0,0 0,08 0,0 14,2
UepniBerpka 8,1 3,8 0,4 100,0 80,6
UepniriBcbka 31,9 4,2 4,4 66,4 100,0
3araiom 603,4 | 227,8 126,42 39,1 21,5
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Ocranni pociimkenass MHC i [lepkaBHOI TeosoridHol ciry:k6u
YKpainu cBi4aTh PO 3HAUHE 3POCTAHHS TEXHOTEHHUX HaBaHTAKeHb Ha
BEPXHIO 30HY T€OJIOTIYHOTO CePEZIOBUIIA, PETIOHATBHUN PO3BUTOK 3CYBHUX
1 KapCTOBUX IPOIIECiB, a TAKOXK ITPO BUIIEPEKAJIbHUN XapaKTep PO3BUTKY
MiZITOIJIEHHS B IEIKUX PeTioHax Jep:KaBy.

Ha Tni TexHOreHHMX 3MiH TE€OJIOTIYHOTO CEPE/OBUIIA Ta BILIUBY
r06abHUX 3MiH KJiMaTy BigOyBa€Tbcsi 30LJIbIIEHHS HaBaHTa)KeHb
Ha BiamoBizasbHi KOHCTPyKTUBHI enementn JIEII i rasompoBofis.
Bkazani YMHHUKK 3HAYHO MIiICUIIOIOTHCS JOAATKOBUMU TEXHIYHUMMU,
CIIPUYUHEHUMU 3aKPUTTSM IIAXT, a TAKOX IMiATOIIEHHSM MICT i CeJIUII]
y HiBAEHHUX Ta CXIIHUX 00JacTAX YKpaiHu. 3 OISy Ha IJIOI[MHHUN
xapaxTep po3Butky EI'TI, B Takux yMoBaxX 0COOJUBO YPa3IUBUMHU CTAlOTh
HOTEHILIHHO HebesnedHi 06’€KTH, PO3TalloBaHI B 30HAX 30CEPEKEHHS
TIPOSIBIB KApCTY, 3CYBIB 1 MiITOTIIEHHSI.

Hagenene 3yMOBIIIOE HEOOXiAHICTH MPOBEJEHHST OUIBII IPYHTOBHUX
Jociiakedb KoMiviekcuoro BruBy ETTI na Gesneky (yHKIIOHYBaHHS
MaricTpajJibHUX Ta30MpOBOJIIB Ha TEPUTOPIi YKpaiHWM 3 ypaxyBaHHIM
IMOBIPDHOCTI BUSIBY IIMX TIPOIECIB Y MICHIX CHOPY/’KEHHS HOBUX UM
PEKOHCTPYKIIi icHyrounx cucreM. OOMekeHHI 00CIT HAsIBHUX PECYPCIB
3aXMCTy BU3HAYa€ HEOOXiMHICTh iX BUKOPHCTAHHS [Jis HeWTpasisariil
3arpos Ha HaOIIbII IPIOPUTETHUX HAITPSIMKAX 1 TepI/ITOpiHX OtpumaHi B
HaHiil poboTi pe3ynbTaTtu 30CEPE/IKYIOTh yBary Ha THX penoHax Ykpainuy,
SIKi TOTPeGYI0Th HepmoqeprOBm KOMILIeKCHOI orinku 3arpo3 Big ETTI nia
(yHK1iOHYBaHHSA MaricTpaJbHUX Ia30IIPOBO/LIB.

CRITICAL INFRASTRUCTURE ADVANCED RESEARCH -
SPACE SECURITY FOR BUSINESS CONTINUITY
AND QUALITY OF LIFE

GEORGESCU Alexanru,
EURISC Foundation,
Romania

Space systems have become key components of critical infrastructure
systems, playing a key role in vital components such as command, control
and coordination capabilities, data gathering, positioning and so on. They
have become such important applications for enabling the proper and safe
functioning of terrestrial critical infrastructures, that we can even describe
them as critical space infrastructures. The present article will present the
arguments in favor of this conclusion, underline the myriad ways in which
space systems differ from terrestrial systems when it comes to risk manage-
ment and briefly introduce specific threats.
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Finally, the article will present a non-spacefaring country’s view on
space systems reliance, underscoring the unique challenges associated
with this dependence.

Introduction

Beginning with the launch of the first artificial satellite, Sputnik, the
spacefaring nations of the world have managed to launch an impressive
array of specialized objects into space, each of them with its own capabili-
ties and objectives. This rate accelerated once private companies began to
invest in space development, mainly by launching commercial satellites
in close proximity orbits. Space systems are a key enabler for a widening
spectrum of applications.

Over time, our increasingly globalized economies and societies have
become dependent on the valuable services that these satellites and other
space installations provide, from inexpensive, constant and instantaneous
communications with worldwide coverage, to navigation systems, remote
sensing, threat assessment and early warning. This dependence tran-
scends national borders, even though the assets themselves are consid-
ered to still be under the jurisdiction of their countries of origin. We are
also entering into a phase of greater private actor involvement and initia-
tive, with cheaper launch solutions and less expensive systems, and with
a gradual development of a legislative and institutional framework that is
conducive to commercial operations by risk-averse private actors. It can
be expected that the range of services provided by space based systems, as
well as their numbers and complexity, is likely to grow, compounding the
global dependency on their smooth operation.

With this in mind, space systems should be recognized as critical infra-
structures that affect quality of life and business throughout the world and
at all levels, from local, to national, regional, continental and, ultimately,
global levels. States are beginning to recognize the opportunities afforded
and vulnerabilities engendered by space infrastructures, which is why more
and more are taking the first steps, often in a cooperative fashion, to estab-
lish a presence in such activities, along with the formulation and dissemina-
tion of good practices, customs, standards, laws and guidelines that should
govern human activity in space.

These efforts are still in an early stage, with nowhere near the same level
of acceptance, depth and breadth of similar legal and administrative frame-
works on Earth, for instance in maritime law.

This is especially important in close proximity to Earth, which is the
focus of most human activity and where the vast orbital space has begun
to feel more crowded, with ever increasing numbers of assets, missions and
debris from earlier activity. This is a truly international environment, with
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dynamics that defy national borders and warrant a truly global stewardship
of what can be described as the new «commons» of mankind.

Critical Space Infrastructures

Critical Infrastructure Protection (CIP) is a set of disciplines and phi-
losophies that, together, make up a framework that recognizes the criti-
cal nature of infrastructures, as well as their extensive interdependences.
The materialization of risks is not easily prevented or its effects contained,
and disruptions tend to propagate throughout the system-of-systems, trig-
gering cascading failures in the provision of critical goods and services. So
far, CIP has been applied at national level, with an increasing development
in regional organizations, such as the EU and NATO, but only for terres-
trial infrastructures. Space systems were relegated to a marginal position,
compared with more existential systems facings severe threats, like energy,
food, water and health.

The criticality of space systems can no longer be ignored, and there
is also the realization of the heavy dependence of previously mentioned
critical infrastructures on space infrastructures, which provide command
and control capabilities, information gathering, emergency response sup-
port and so on. For this reason, CIP precepts should be applied to criti-
cal space infrastructures (CSI) as well, identifying threats, mitigating
vulnerabilities and minimizing disruptions. However, policy and decision
makers should not just transpose CIP from terrestrial to space systems,
as this would ignore the risks inherent in the heavy interconnections be-
tween the two. Rather, space systems should be integrated in existing CIP
frameworks with the full realization of their importance, triggering devel-
opments in the fundamentals of critical infrastructure protection efforts
around the world.

Timid progress has already been registered in building the legislative
and institutional framework for critical space systems protection and de-
velopment. The UN’s Committee on the Peaceful Uses of Outer Space
conducts varied research and regularly makes policy recommendations
to member states regarding threats, opportunities and the implementa-
tion of new standards for achieving economic and security synergies. The
United States, itself, is also an advanced actor, with the EU trailing not
far behind. In the establishment and development of the European Pro-
gramme for Critical Infrastructure Protection (EPCIP), space security has
been present from the very beginning. Space was mentioned as one of the
eleven critical infrastructures in Directive 114,/2008 on the identification
and designation of European critical infrastructures and the assessment of
the need to improve their protection, and was subsequently mentioned in
EU documents on preparedness for cyber-attacks (COM (2009) 149 and
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COM (2011) 163), space and cyber infrastructures being intimately linked
to each other.

Furthermore, space development and security was given special atten-
tion in COM(2011) 152 — «Towards a space strategy for the European
Union that benefits its citizens» and COM(2011) 808 — Horizon 2020 —
The Framework Programme for Research and Innovation.

Specific Space Threats

CSI are faced with a wide range of extraordinary threats, man-made
and natural, as well as accidental or premeditated. The environment in
which they operate is one of the harshest known to man, filled with ki-
netic threats, harmful radiation and variations in temperature. Before pro-
ceeding with a brief description of the risks which are, to a certain extent,
unique to CSI, we must also point out the fact that, due to characteristics
of modern technology, of positioning in space and of the economic limita-
tion to space activity, all of the services that SCI render for humanity are
performed by a limited pool of fragile space assets. According to the Union
of Concerned Scientists’ collaborative database on space systems, the mil-
lions of consumers and billions of beneficiaries of space capabilities are
reliant on just 1.300 space systems®, which must cater to very different
needs. The table below (table ) shows a breakdown of space systems by
type and by originating countries.

Table
Number of satellites by country of origin, orbit and type
Criteria
Country Orbit Type (for US only)
g =| g
S = 3}
A = 2| g
S|&|S|e|83|3|5|8|5|S|8|2
Number of satellites |549 | 131|142 |483|696 | 87 |41 |481| 21 (250|126 | 152
Total in the group 1305 1305 549

This concentration of service capacity leads to unique opportunities
for space economic development in the future, but also to the possibility of
serious disruptions from the most random and limited occurrences. For in-

84Union of Concerned Scientists [Enexkrponnuii pecypc]. — Pexum gocryiry:
http://www.ucsusa.org/nuclear-weapons,/space-weapons
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stance, the premier global navigation system, the American GPS constel-
lation, only contains 30 satellites for servicing billions of service requests.
Incipient networks or regional ones, like Galileo, become operational with
only a few units in orbit, compounding the risks of disruption, which is
somewhat mitigated by being the first Global Navigation Satellite System
(GNSS) that can interface with both the American GPS and the Russian
GLONASS systems, in addition to the various ground station amplifiers.
Weather satellites are similarly burdened, and just as important. The main
vanguard of Earth’s early warning system against solar flares is one NASA
probe (Advanced Composition Explorer, which can provide warnings of
events 15—45 minutes beforehand), and the only human habitat currently
in space and with scientific capabilities is the International Space Station.
Redundancy is difficult to achieve, replacement is time consuming and
threats are omnipresent, which makes our dependence on these infrastruc-
tures even more worrying.

Directed threats against space infrastructures used to be a hallmark of
science fiction, however the United States ran satellite obliteration tests
in the 1985 and, as recently as 2007, China used a missile to destroy the
FengYun-1C meteorological satellite, weighing 750 kg and at an altitude
of 865 km, generating, by NORAD estimates, 2316 golf ball sized pieces
of debris®. Even more worrying is the fact that one does not need expen-
sive conventional attack methods to impact CSI operations. Cyber-at-
tacks have one of the lowest costs to damage ratio among unconventional
warfare methods, since a skilled individual with a laptop and an uplink
is almost untraceable and can disrupt satellite operations, falsify or steal
data and even destroy the satellite. Even if the assets are secure against
interference, the links with their respective ground stations are not, and
suitable jammers are easily manufactured and sold with other applications
in mind®e.

As to the threats that are unique to SCI, the two most dangerous are
random collisions with debris and space weather.

To put the space debris issue into perspective, most human activity is
concentrated in a thin layer of orbital space surrounding the Earth, where
decades of launches, accidents, collisions and carelessness have produced
over hundreds of thousands of objects larger than a centimetre hurtling
through space at 8 km/s. Even millimetre sized objects are extremely dan-
gerous. While most do eventually re-enter the Earth’s atmosphere, it usu-
ally requires a very low orbit or an inordinate amount of time. Orbital

85 Center for Space Standards and Innovation. Chinese ASAT Test. Retrieved from
http://www.centerforspace.com/asat/

86Gheorghe A. V. Risk and vulnerability games. The anti-satellite weaponry (ASAT) /
A. V. Gheorghe, D. V. Vamanu // International Journal on Critical Infrastructures.
—2007. — Vol. 3. = N. %. — P. 457-470.
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space, in this regard, is one of the least regenerative environments known
to man, and there have been fears, such as the Kessler Syndrome proposi-
tion¥, of debris density becoming so high, that one final collision produces
a cascade effect of other collisions, rendering Low Earth Orbit into a dan-
gerous or even uninhabitable minefield. A revealing incident took place
on the 10th of February 2009 when an American commercial satellite
collided with a Russian military one 789 km of the Taymyr Peninsula in
Siberia. The speed of collision was 11,7 km/s, and the number of new, de-
tectable, debris generated by the incident numbers 2140%, with thousands
more being too small for tracing. It was the first random collision between
satellites at hyper speeds, although there had been other incidents in the
past. The Russian satellite was a 950 kg, nuclear-powered military satel-
lite called Kosmos-225, which was launched in 1993 and deactivated in
1995. The American one weighed 560 kg, had been active since 1997, and
was link number 33 in the Iridium Corporation communication network
which contained 66 units®. A representative from Iridium stated that they
received 400 weekly close proximity warnings, issued when an Iridium
satellite is within 5 km of another satellite, and Iridium 33 was scheduled
to bypass the Russian relic by 584 metres®.

The challenges faced in overcoming debris are considerable, ranging
from technical to legal, since most of the elements of the debris field are
generated by human activity and, in a variant of the «tragedy of the com-
mons», there is little incentive to cover the costs of cleaning up or ensur-
ing that inactive assets are deorbited. In 1978, when the first reports on
the debris field were commissioned, NASA specialist Donald Kessler (who
coined the term Kessler Syndrome) found that 42% of existing debris was
generated by 19 US launches or explosions®. Even more worrying is the
threat that the debris field may become the object of kinetic terrorism or
deterrence games in the vein of Cold War mutually assured destruction
doctrines®, a view expressed by the RAND Corporation.

The «cosmic weather systems is the other equal opportunity threat
to CSI. It is unrelated to terrestrial weather patterns, which are confined

8Long Austin. Deterrence: From Cold War to Long War. Retrieved from http://
www.rand.org/content/dam /rand /pubs/monographs/2008/RAND_MG636.pdf

8National Aeronautics and Space Administration. Retrieved from http://www.or-
bitaldebris jsc.nasa.gov/newsletter/pdfs/ODQNv13i2.pdf

8 Weeden B. Billiards in Space / B. Weeden. Retrieved from http://www.thespac-
ereview.com/article/1314/1

%Kelso T. S. Iridium 33/Cosmos 2251 Collision / T. S. Kelso. Retrieved from http://
celestrak.com/events/collision.asp

9Kessler D.J. The Kessler Syndrome / D. J. Kessler. Retrieved from http://webpages.
charter.net/dkessler/files/KesSym.html

9Long A. Deterrence: From Cold War to Long War / A. Long. Retrieved from http://
WWW. ran§ org/content/dam/rand /pubs/monographs/2008/RAND _MG636.pdf
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to Earth’s atmosphere. Unlike extreme Earth weather, which dispropor-
tionately impacts the populations of poor countries, space weather im-
pacts rich countries above all others, since they are the biggest consum-
ers of services provided by CSI and they derive the greatest economic
added value from employing them in the economy.

Space weather, as a threat to CSI, is primarily made up of the high
speed ejections of plasma from the Sun, which experiences periodic so-
lar flares on a seemingly 12 year cycle. In humanity’s brief history with
post-modern industrialism, there has never been a truly destructive solar
flare event. In its industrial history, however, we have the example of
the Carrington event, the largest ever recorded, which, in 1859, lead to
auroras manifesting at the Equator, measurement devices becoming er-
ratic and world telegraph network being heavily damaged, with service
interruptions®.

Smaller events left six million inhabitants of the Canadian province
of Quebec without electricity for several hours, and many planes ground-
ed or rerouted®. In this respect, solar weather, while an existential threat
for space borne assets, can also lead to disruptions of services and sig-
nificant damage at terrestrial level. In 2003, which was another peak of
solar activity, alongside power disruptions on the ground, orbital activ-
ity was seriously affected — 59 % of scientific missions were interrupted,
astronauts had to take refuge in specially shielded areas of the ISS, and a
number of satellites were lost™.

The US National Academy of Sciences (NAS) released a report that
estimated damages for a Carrington Event occurring in such a way that it
strikes the US in full at 2 trillion dollars in the first year for the US alone,
and recovery times between four and ten years®, without also counting
damages to electricity grids in Europe, lost economic opportunity and so
on. Other key terrestrial infrastructures are disrupted, mostly as a result
of the loss of electricity and communications.

Future events could exploit weak links in infrastructure systems to in-
flict even greater damage, with the NAS estimating that, due to vulnerable
transformer stations, over 130 million consumers in the US alone would be

BExtreme Space Weather: Impacts on Engineered Systems and Infrastructure /
Royal Academy of Engineering. — P. 18. Retrieved from http://www.raeng.org.uk/
publl’acal‘gigns/reports/space—weather—full—report

91 bid.

%Butt Y. M. The EMP threat: fact, fiction and response / Y. M. Butt. Retrieved from
http://www.thespacereview.com/article/1553/1

%Severe Space Weather Events: Understanding their Economic and Societal Im-
Eact / National Research Council of the National Academies. — 2008. Retrieved from

ttp://lasp.colorado.edu/home/wp-content /uploads/2011,/07 /lowres-Severe-Space-
Weather-FINAL.pdf
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deprived electricity for more than a few hours®, maybe even weeks, with
effects not just on technical systems, but also on public trust, public order
and national defence.

Space systems play a vital role in researching these phenomena and
warning against them, with various probes containing measuring devices
that warn of incoming radiation storm fronts, in addition to the special-
ised systems already in place, like the Solar and Heliospheric Observa-
tory”. In addition to their proven usefulness in governing terrestrial risks,
space systems are the main line of defence against space threats, not just to
themselves, but to terrestrial infrastructures, making them an integral part
of CIP efforts and not just their recipient.

The small country conundrum

The issues surrounding dependence on space systems are compounded
in the case of non-spacefaring nations exhibiting these critical connec-
tions. Since the prosperity and technological advancement of every nation
is growing more dependent on space systems, it stands to reasons that not
only the big players, such as the US, Russia, the EU and emerging powers,
such as India and China, are going to be consumers of space services, but
also smaller countries.

These countries may find the resources to perform space related re-
search and development, but they will not be able to field the number of
space systems required to meet their specific needs. Many of them, like
Romania, have no space systems of their own, even though the Romanian
Space Agency is a full member of the European Space Agency, the second
Eastern European nation to gain this position.

In this case, countries such as Romania find themselves dependent
on space systems for advancements such as weather monitoring, preci-
sion agriculture, environmental protection, communications and various
other areas, but their access to these space systems is mediated by foreign
companies and other entities who own and operate these space systems
and who are headquartered in other states, whose laws and sovereign-
ty they must respect. The space systems are considered to be under the
jurisdiction of the state that owns them or exercises authority over the
owning company. The thread is going to become much more complicated
as private companies become an increasingly important part of human

YSevere Space Weather Events: Understanding their Economic and Societal Im-
act / National Research Council of the National Academies. — 2008. Retrieved from
ﬁttp://lasp.colorado.edu/home/wp—content/uploads/201 1/07 /lowres-Severe-Space-
Weather-FINAL.pdf
%Hapgood M. Space weather. Its impact on Earth and implications for Business /
M. Hapgood, A. Thomson. Retrieved from https://www.lloyds.com/~/media/lloyds/
reports/360,/360%20space%20weather/7311_lloyds 360_space%20weather 03.pdf
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activity in space. Already, a private company can access private financing
to build a satellite which will be launched by another private company
and operated by another, providing services to private and state actors. If
countries such as the United States fret about the governmental reliance
on private assets (such as the fact that 90 % of US military communica-
tions pass through civilian owned satellites which are neither hardened
nor shielded from threats like military satellites are, presumably), then
what should Romania and other countries conclude about their own posi-
tions?

In various crises situations, these countries may find themselves out-
bid for access to scarce capacity for the provisioning of critical services,
outmanoeuvred for compelling companies to keep their interests in mind
(since the company is not headquartered in the respective country) or
simply the inadvertent victim of policies imposed by another state, espe-
cially with regards to dual use systems. For instance, the premier GNSS,
the American GPS, is still a military system and the US Military reserves
the right to terminate access or degrade service quality to any user, in-
cluding allied nations and businesses and individuals headquartered
there, should it decide that opaque criteria for emergency situations have
been met.

These challenges, like most of the ones comprising risk governance,
require not just technical acumen to be addressed, but also political and
organizational efforts.

One option would be to simply forego the benefits of space services
that cannot be replaced by ground systems under the country’s control.
This might spur innovation, but it can also lead to productivity stagnation
and worsening quality of life, as well as compounding the numerous risks
that the use of space systems as security tools are trying to address (natu-
ral disasters, extreme weather phenomena etc.).

The second option is to steadily become a spacefaring nation and estab-
lish at least critical reserves of space capabilities provisioning, if not out-
right independence. The possibilities are growing with the development
of nanosatellites, modular satellites, high altitude platforms (flying or bal-
loon drones), more affordable launch costs and arrangements for second-
ary payloads, but also the very important rise of new business models for
accessing space information. For instance, the ESA’s Copernicus/GMES
Program will launch a constellation of Earth Observation satellites, whose
output, to a certain quality, will be made available free of charge to users®.
Other programs, designed by international institutions for use in address-

9Free access to Copernicus satellite data. Retrieved from http://www.esa.int/Our_
Activities/Observing_the Earth/Copernicus/Free_access_to_Copernicus_Sentinel
satellite_data
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ing specific issues in developing countries, can also be a model for afford-
able access to space.

The third option is to become involved in the continuing evolution of the
international legal and administrative framework for managing space activi-
ties and to use their influence to positively impact the security and sustain-
ability of the provision of space services. For instance, the UN Committee
on the Peaceful Uses of Outer Space develops technical recommendations,
including for issues such as minimizing the amount of new space debris cre-
ated during launches or at the end of a satellite’s useful life. Institutions
such as the International Telecommunications Union handle the distribu-
tion of the frequency spectrum to avoid satellites accidentally jamming each
other through proximity (called frequency fratricide by the UK Ministry of
Defence’s Center for Development, Concepts and Doctrine!®). Meanwhile,
the Galileo GNSS project of the ESA is specifically designed with the in-
put of partner nations and lacks any provision whatsoever for limiting the
legitimate access of users to its services, reducing the uncertainties of the
provision of critical positioning, synchronization and navigation services!’.

Conclusion

It is this realisation, of the central role that space systems play in con-
ducting, as well as securing, economic, social and political affairs, that war-
rants their inclusion among critical infrastructures. Furthermore, rather
than using their extra-terrestrial nature and uniquely challenging secu-
rity environment to justify a separate framework for their risk governance,
CSI, as well as terrestrial infrastructures, would benefit most if countries,
companies and international organizations integrate them in their over-
arching CIP efforts and strategies. There is an important role here to play
even for non-spacefaring nations, who are, nevertheless, critically depen-
dent on the functioning of space systems. CSI function at near-global
levels, which render their criticality even more apparent, as there is no
hope of regional containment of disruption effects or of certain risks, such
as deliberate threats to their integrity. In the end, we are only as secure
and as prosperous as all of our critical infrastructures will allow, including
various space systems.
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E€BPOITEMICBKUI AOCBIA YV COEPI 3BAXVICTY
KPUTUYHOI IHOPACTPYKTYPU1

Excnepr JKeHEBCBKOTO TIEHTPY JIEMOKPATUYHOTO KOHTPOJIO HAJ
s6poitaumu cusiamu (DCAF) Banepiit PAJTYEB j1010BiB 1po €BpoTieichbKuit
JIOCBi/l 3aXMCTy KPUTUYHOI iH(pacTpykTypu. Ha mouaTky cBOro BUCTYIY
BiH HarajaB mpo CKJajHe Oe3NeKOBe CEPEOBUIIE, B SIKOMY OIUHIINCS
bankanceki kpainm i yac Boennux it B Kocoso. I1an Pajues migkpecius,
II[0 B YMOBaX IITBUAKUX 3MiH 6€3MEKOBOTO CEPEIOBUINA He TOBUHHO BUHIKATH
3aTPUMKHU Y TPUMHSATTI TOJITUYHUX pillleHb i3 pedopMyBaHHS CEKTOPY
Gesriekn 1 oGoponu. JlomoBigay 3ayBaskuB, M0 KOKHa KpaiHa MOBUHHA
Oy/IyBaTH 3aXUCT KPUTHYHOI 1H(MPACTPYKTYPH, BUXOIAUM 13 HAI[IOHATbHIX
0cO6JMBOCTEN, BOAHOYAC BUBYEHHS JOCBify iHINIMX KpaiH, 3[iiCHEHHS TaK
3BaHOTO «GEHUMAPKIHTY»> € BKpail BAKIMBUM. XapaKTepU3yloun MeXaHi3MU
3aXMCTy KpUTHYHOI iH(GpacTpykTypu B €C, momoBiziad 3ayBakuB, IO
paHiliie BOHU HepeBaskHO GyJiv To0yI0BaH] Ha YSIBJIEHHSIX PO HEOOXiAHICTh
MiITOTOBKY €KOHOMIKH, HACeJIEHHS Ta TEPUTOPIH 10 BOEHHUX [IiHA, TPOTE MMiCJIsT
TEPOPUCTUYHUX aTaK, CKoeHux y Majipuii (6epeserp, 2004 pik), i MexaHizMu
chokycoBani Ha 3abesnedeHHi Oe3NEKW CYCILIbCTBA, IIOBCAKIEHHOIO
skutTs esponeiitnis. [lan Pagues 3ayBaxkus, mo €C 3ocepemkye yBary Ha
3araJIbHOEBPOTIENChKIN  iHGPACTPYKTYpi (eHepreTW4Ha, TPAHCIIOPTHA),
BOIHOYAC TIONIMPIOIOYM 3arajibHi IMiJAXOAW Ta CTAHAAPTU MO0 3aXUCTY
KPUTUYHOI iHPPACTPYKTYpH B KoxkHil Kpaini — wieni €C. Ilimkpecaoroun
BaKJIUBICTD JOCJI/KEHHST KaCKaIHUX ecbeKTiB [IOB’sI3aHUX 3 BIIMOBaMu
00’€KTiB KPUTUYHOL 1Hq)paCprKTpr JIOTIOBI/IaY HaBIB MPUKIAIN TaKUX
HACJI/IKIB, M0 6y CHpHUMHeHi TepopucTHunuMK akTamu B Hpio-Tlopky
(Bepecenp, 2001 pix). Takoxk man PajueB HarajaB BilOMWUIl TIPUHIIATL
«CHCTeMa HaJ[iiHa HACTIJIbKY, HACKIJIbKY HAAIIHOIO € ii HaiicsiabIia JaHKay,
a OT’Ke, Ha TIepEeKOHAHHS JIOTIOBiIava, sIKe BiH MPOITIOCTPYBAaB HA MPUKJIAIL
GaHKIBCHKOI cucTeMHd, y pasi cJaOKOCTi IHCTPYMEHTIB €KOHOMIYHOTO
pEeryJoBaHHs MapHUMH OyIyTh 3YCUILIS 3 MiABUINEHHS KiGepGesnexu,
(hisnuHOI 0XOPOHU OAHKIB Ta iH.

Basepiit Pagues 3a3nauus, 1o kputnyHa iHdpacTpyKTypa B E€BpOIIi cTae
memati GBI CKITAIHOTO Ta B3AEMOTIOB SI3aHOT0, T IBUTITYETHCS BPA3IUBICTh
TakuX OO’€KTiB, i I TEHIEHINS] BUIEPEIKAE 3YCUIIST €BPOIMEUCHKIX
JIEPIKaB, CIPSIMOBAHUX HA TIOKPATIEHHST MEXAHI3MIB PETYJIIOBaHHS GE3MEKH,
TaKUX K CTAaHAAPTH OE3IEK.

Posrigapaioun NOPUHIMIN II0OYIOBM 3aXMCTy KPUTHYHOI iHDpa-
cTpyKTypu B €C, 10110Bi1a4 BUOKPEMUB TaKi: IOCTYII0BE BKJIIOYEHHS HOBUX

'3a mamepiaramu suctyny B. PagueBa na Mixxnaponiil excriepTHiil Hapasi oo
PO3poOKN 3esieH0l KHUTK 3 MUTAHb 3aXKCTy KPUTUYHOI iHGpacTpyKTypn B YKpaii,

HIC/, 9 Bepecus 2014 p.
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CKJIQIOBUX y CHUCTEMY 3aXWCTY; MPOTOPIINHHICTh PO3MIIEHHST PecypciB
Ha OCHOBI aHaJi3y PHU3WKiB; KOoOmepamisi MiX BCiMa CTEHKXOJepamu
(epKaBHOTO Ta HENEPKABHOTO CEKTOPY); 3a0€3MEYeHHST 3aXUCTY
indopmaiiii 110710 3arpo3 (puc.).

ITocrymoBe
JOTIOBHEHHSI
HOBHMMH CEKTOPaMH

IIponopuiitHocTi
(3ax0/1u MPOTIOPIIiiHI pU3UKaM)

Cy6cuniapuocri
(ocHOBHA BiITOBITATBHICTD
3anIIaeThes 3a kpainamu, €C KOOpAUHYE)

KommiementapHocTi
(6ynyerbest Ha HassBHUX 3ac00aX 3aXUCTY)
/ Koonepamuis Mizk cTeiikxoagepaMu \
/ Kondinenuiiinicts \

Puc. OcHOBHI IpUHIMIY TOOYA0BU 3aXUCTy KpUTUYHOI iH(DpacTpykTypu B €C

[TincymoByloun ckasane, Banepiii PajueB 3ayBaskuB, 1110 pillleHHS
IIOJI0 Oprauisailii 3aXucTy KPUTUYHOI iH(GPACTPYKTYPU € MOJITUIHUMU,
SIKI 3HAUHOIO MIipOIO 3ajieXkaTh K BiJ 0COOIMBOCTEH MOOYAOBU CHCTEMU
3aXMCTy HAalliOHAJIbHOI Oe3leKU OKpeMoi KpaiHM, TakK 1 BiJ craHy
6€e31IeKOBOTO CePeOBHIIA.

IIPO AOCBIA PECITYBAIKU ITOABIIIA
Y CTBOPEHHI CUCTEMMU 3AXUICTY
KPUTUIHOT IHOPACTPYKTYPII

Ekcriepr 3 nuTtanb 3aXMcTy KPUTHYHOI iH(PACTPYKTYpH Y PsIIOBOTO
uentpy 6esneku Pecny6aiku ITonbima Kummmrog B3KO30BCKI nonosis

23a mamepianamu suctymy K.Bxxososcki Ha [Ipyriit MiskHapoaHii eKcriepTHIl Ha-
pajii o0 po3pobKu 3eJeHOi KHUTU 3 MUTAHb 3aXUCTY KPUTUYHOI iHDPACTPYKTypH B
Yxpaini, HIC/I, 25 mucromama 2014 p.
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npo gocBin Ilosbimi 1om0 CTBOPEHHS CHUCTEMM 3aXUCTy KPUTUYHOI
indpactpykrypu. Bin moBimomus, 1o B Ilosbimi g0ci TpUBaEe AMCKYycCis
1010 PO3YMiHHS TEPMiHY «KPUTHUYHA iH(hpacTpyKTypar. Y KpaiHi, 3a fioro
CJIOBAMMU, € BeJINKA KiJIbKICTh 3alliKaBJICHUX CTOPIH, 1 iXHi IYMKH 3 I[bOTO
TIPUBOY MOXKYThb iCTOTHO Bifpi3HATHUCSI. TOMY MOCATHEHHS PO3yMiHHSI
uiei nmpobjieMu € JIOBOJI CKIAJAHUM MPOIeCOM. A Iij yac Huckycii 6yiio
3AIIPOTIOHOBAHO BJIYYHY AHAJIOTIIO 3 TLIOM JIIOAWHU. SIKIO TOPiBHATH
KPUTUYHY iH(DPACTPYKTYpPy 3 TiJIOM JIOAWHU, i MOCTAaBUTHA MUTAHHS,
Yy 3MOKe JIIOAWHA IPOKUTH Oe3 PyKH, OKa, HOTM, TO BiAIOBiAb Oyie
CTBEPIHOIO, X04Ya 1Ie it He Gyae KoM(bOPTHUH CIIOCIO KUTTA. AJle YU 3MOKE
JIOIMHA MIPOKUTH Oe3 MO3Ky uu cepiia? OqHosHavHo Hi. I 1ie € BianoBiamio
Ha IMTaHHA PO Te, 1O Take KpuTtuyHa iHdpactpykrypa. Came Tomy
HOTPIOHO 3aXMINATH HAcAMIIEPe KUTTEBO BaXKJIMBI opranu. AHajoriyna
cuTyailis i 3 KpuTuaHOoM iHdpacTpykrypoio (KI).

Kinumrod BrkoszoBeki nosigomus, o y [osbiii movyaiu 3 BUSBIEHHS
BaksinBux esiemeHTiB KI Ta kpamioro posyMmiHHSI 3aBAaHHS MO0 iX
saxucty. Pobora posmouanac miz erigoio MidicTepersa BHYTPIIIHIX CIIPasB,
aje I0TiM ,Z[epmaBHI/IM cekpetapeM OyI0 YTBOPEHO ]_IeHTp Gesreku, 1o
3aCBIAUNIO yCBlIIOM]IeHHH HeobXigHOoCTI CTBOPEHHSI OKPEMOi CTPYKTYPH.

[Mombebkuit 1OCBIZ IEMOHCTPYE, TIO B 11ill chepi 3arajioM € Tpu TOJOBHI
npobieMU:  yIOCKOHATEHHST 3aKOHOABYOi 0a3u, BU3HAYEHHS SIKICHIX
KpUTepiiB 171 BigHecenus o6’ekris go KI, miaTpuMka SKOCTi mapTHepeTBa
IIJIAXOM OOMIHY BasKJIMBOIO iH(MOPMAIIIEIO MiXk 3alliKaBJeHUMHI CTOPOHAMU.

¥ Iosbi icHye cuctema 3axucty kputnaHoi iHdpacTpykrypu (3KI), o
BKJIFOUA€E Garato CTPYKTYP, 10 OCHOBHUX 3 IKUX HAJIEKATh Y PSZIOBU IIEHTP
3 6esnexu, oneparopu 06’exris KI, minicrepersa Bignosiganbhi 3a 3KI. 3KI
€ 000B’s13K0M oreparopa. [Ipu mpomy oneparopu o6’ekriB KI 30608’s13aHi
rOTYBaTH IJIAHU 3aXUCTY OO'EKTIB, a TAKOXK TPU3HAYATH KOHTAKTHUX OCi0,
Bi/ITIOBiIA/IbHUX 32 TITPUMKY BiZIHOCHUH 3 JIep;KaBHUMHU OpraHaMu®,

3 orpumaHHsAM iH(popMalii, Mo 00’ekT BKIOYeHO A0 crucky KI,
OTIepaTop MOBUHEH YIIPOIOBXK /IeB’ATH MicAIliB miaroryBaru [lnan 3axucty
KPUTUYHOI iH(pacTpykTypu o6’ekta. /[0 I[BOTO TIAHY BKJIUYAIOTHCS
3arajbHi JlaHi Tpo 00’€KTH, cepell SIKUX Ha3Ba Ta MICIle PO3TAIlyBaHHsI
o0’exTa, foro peecrpauiiinuii Homep, Homepu y Komepuiiinomy pericrpi,
HamionaibHOMY CyZI0BOMY PEECTPI, BiAIIOBiganbHa 0c00a, XapaKTePUCTUKA
o0’exra KI Ta ocHOBHI TexHiuHi mapamerpu. HacTynmHUM eJieMeHTOM ILIaHy
€ aHayi3 pusukiB s o0’exra KI 3 ypaxyBaHHAM BHUSBJIEHHX 3arPO3 Ta
BILINBIB, BUBHAUEHHS PiBHSI PU3WKY JJIs 00'€KTA Ta BUHECEHHS PillleHHS
I0/I0 HOTO IPUHHATHOCTI.

3Regulation of the Council of Ministers of 30 April 2010 Ne 542 on Critical
Infrastructure Protection Plans [ Esexrponuuii pecypc]. — Peskuwm pocrymy: http://reb.
gov.pl/eng/wp-content/uploads/2011/03/REGULATION-ON-CIP-PLANS.pdf

157



3ellena KHuza 3 nUMAans 3axucmy Kpumuyunoi ingppacmpyxkmypu 6 Yxpaini

Bkpaii BakTMBUM MOMEHTOM € CITIBIIPaIld 3 BJIA/I0I0 HA BCIX PiBHIX
(YpsioBHMiA, MicIIeBUIT), @ TAKOK 3 ATEHTCTBOM BHYTPIIITHBOI O€31IE€KU Y BU-
NaJIKy pearyBaHHsI Ha TepopucTuyHy 3arposy. ¥ Ilosbini € Hamionaabuuii
IJIaH YIPABIiHHA B KPU30BUX CUTYAIiSIX, 1110 BKIIOYAE TaKi 3arPO3U SIK T0-
BiHb, emigeMii, XiMiuHe 3a0pyAHEHH S, IIOPYLIEHH Y 04yl eJIeKTPOeHeprii,
HOpYILIEHHS Y [10/1adi PiIJIKOTO IaliBa, IOPYIIeHHs 110/1a4i I'ady, CUJIbHI MO-
pO3u/CUIBHUI CHITOTIA/I, YParaHH, JIiCOBI TTOXKEXI, ei300Tis TOIIO.

[Tnan 3KI moBuHEH MaTH MOBHWH OMUC 3aXUCHUX 3aXO/IiB 32 MICTbMa
HAMpPsIMaMH, 110 BKJIIOYAIOTh (DisnuHy GesreKy, TexHiuHy Gesmneky, Oesre-
Ky InepcoHajy, inpopmaliiiiny rta kibepOesiieky, IpaBoBUil 3aXUCT, IIJIaHN
BizHOBIeHHs. Bin Mae nepegbauaTy BapianTyl il y pasi HaA3BUYAWHOI CHU-
Tyartii, st 3a6e3rnedeHtst 6e3MepepBHOTO YIIPABJIiHHS, BiIHOBJIEHHS Yac-
tuHK abo Beboro o6’exra KI. Tlian Mae BKIIOYATH HOJIOMKEHHS IIPO CIIiB-
POGITHUIITBO 3 MiCIIEBUMHU OPraHAMU YTIPABJIiHHS KPU30BUMU CUTYAIiSIMU
Ta HAIlIOHAJTBHUMU aIMiHICTPaIlisIMIU.

ILnan 3KI mae 6yTu moropxKenuil ynpogosx 14 AHIB Ta y3romkeHui
Y BIAMOBiIHIM YacTUHI 3 TEPUTOPIAJIbHUMM OpPraHaMU TOJIiIlii, TOXKeXK-
HOT CJTy:KGH, YIPaBJIiHHAM BOIOMOCTAYaHHSI, IHCTIEKTOPOM OY/IiBETHHOTO
KOHTPOJIIO, BETEPUHAPHUM iHCIEKTOPOM, CaHITAPDHUM JIiKapeM, TUPEKTO-
poM MopcbKoro G10po, a TAKOK YIIPOAOBIK 45 JHIB — 3 MiHICTEPCTBOM, Biji-
noBifasbHUM 3a fanuil 00’exr K.

Havanbnux gepsxasroro Lenrpy 3 Gesnexn mae 90 aHiB 1151 aHasisy
Ta 3aTBepikeHHs [lmamy 3axuwcTy KpuUTHYHOI iHpacTpykTypu. SAKino
wiaHy 6pakye HeoOxiaHoi iHdopmaliii abo piserb 3KI He € gocTaTHIM, BiH
TTOBEPTAETHCS IO OTlepaTopa /il BHeCeHHs 3MiH. [l1ann 3aXucTy KpUTUIHOI
iH(pacTPyKTypH MafOTh OHOBJIIOBATUCS KOXHUX /1Ba poku. [lman 3axucty
KI mictuTh KoHbineHIiHyY iH(popMalliio, 110 OBUHHA OYTH 3aXMIIEHA.

3AMIPOBAAKEHHS MDKBIAOMYOI B3BAEMOAIL:
BUKAVK AASL YCIIITHOI KOOPAVIHA LT
3AXMCTY KPUTNYHOI IHOPACTPYKTYPU*

Excriepr 7KeHeBCbKOro IEHTPY J[AE€MOKPATUYHOIO KOHTPOJIIO HaJ|
36poitaumu  cunamu Tomop TATAPEB ma mowaTKy CBOTO BHCTYILY
MIKPeCcauB, M0 YKpaiHa, MiAX0AI9N 10 BUPINIEHHS TaKOTO CKJIAIHOTO Ta
BaKJIMBOTO 3aBIAHHS, SIK TOOYI0BA 3aXUCTy KPUTHUHOI iHPPaCTPyKTypH,
obpasia Bpaiuil ¢opMar AOKyMeHTa — 3ejleHa KHWUTa, MO0 A€ 3MOTY
KOHCOJTi/IyBaTH TIOTJIsI/IN pi3HUX 3aitikaByaeHux ctopin. [lan Togop Tarapes

43a mamepianamu Bucrymy T. Tarapesa Ha MixkHapo/IHiii eKCIIEPTHIN HApaIi MO10
PO3po6KU 3esieHOl KHUMM 3 MUTaHb 3aXMCTy KPUTUYHOI iHGPacTPyKTypH B YKpaiHi,
HIC/, 15-16 sxoBTHs 2015 p.
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3ayBaKUB, IO JIOCBiJl €BPONENCHKUX KPaiH CBIAYUTH SK PO AOCSTHEHHS,
TaK 1 PO YMCJIEHH] TIPOGJIEMH, TIOB'sI3aHi 31 CTBOPEHHSIM CUCTEMU 3aXUCTY
KPUTUYHOI iH(bpaCprKTypH OJTHIEIO 3 AKUX € MIXKBiZJOMYa B3aEMO/Tis.

UucsenHi pisHOMaHITHI 3arpo3H, 110 BIIMBAIOTH HA (byHKulOHyBaHH;{
KpI/ITI/I‘IHOl iHdpacTpykTypn fK y HLUBIIBHOMY, Tak 1 y BlI/ICbKOBOMy
BUMipaX, BIUINBAIOTH Ha 3[IaTHICTH 3a0e3MeUNTH HATAaHHS TIOCIYT, TOBapiB
Ta (PYHKIIIH, JKUTTEBO HEOOXITHUX TPOMasTHaM Ta eKOHOMilli kpainu. J{o
TOTO 3K IIi 3arPO3U 4Yepe3 B3a€MOITIOB’sI3aHICTh 00’€KTIB iHGPACTPYKTYpH
MOXYTh BIUIMHYTH Ha BCIO KpUTHYHY iHdpacTpykrypy. Tomy, sk
3a3HAYUB JIONIOBi/la4y, 3aXUCT KPUTUYHOI iH(MPACTPYKTYPU BUXOJAUTH 32
MeXIi BiITIOBI/IaJIbHOCTI Ta MOKJIMBOCTEH OKPEMUX BiZIOMCTB, 1[0 BUMAarae
e(hekTUBHOTO KOOPIMHYBAHHST IXHIX 3yCHUJIb.

3a3Buvail aHaIi3 3aXUCTy KPUTUYHOI 1H(MPACTPYKTYPHU 3IiHCHIOETHCS
B MeKaX MiJIXOAIB JI0 YIPaBJiHHS pusukaMu. ToMy, HO-TIepIie, mOTPiOHO
YiTKO OKPECUTH TOU Habip 3arpo3 i ciieHapiiB (HAIIPUKIIA, 10 HUX MOKYTh
BxoauTu abo Hi Ti, 10 OB A3aHi 3 BOCHHUMH Aisimu ). [lo-apyre, moTpibHo
OL[IHUTU HACTIAKHU, He Oe3nocepenni Ansa 00’€KTiB, a KyMyJSTUBHI s
eKOHOMIKH Ta cyciinbeTBa. ITo-Tpere, HOTpiGHO PO3POOUTH PillleHHST [IIst
3HIDKEeHHS pu3uky. /[omoBizau mifKpecanB, MO 4yepe3 Pi3HOMAaHITHICTh
3arpo3 BUPINIEHHST OCTaHHBOTO 3aBJaHHS MOTPeOYE KOOPAWHYBAaHHSI
3yCUJIb SIK PI3HUX BiJIOMCTB, TaK i IIPUBATHOTO CEKTOPY, MiCI[eBO1 BJIa/H,
IPOMAJISIH, a B JESIKUX BUIAJKax — 1 MixkHapoauux iHcrtutymiil. [lloxo
3alIPOBAKEHHS IIAXOAY A0 BpaXyBaHHS BCiX BHIIB 3arpo3 (T.3B. all-
hazzard approach), to, sk 3asHaunB Tomgop Tarapes, TYT 3HOBY MOTpiOHE
MIXKBi/lOMY€e KOOP/IMHYBaHHSI.

[Tan TarapeB y cBOiit 10TIOBI/Ii TpeICTAaBUB TP (POPMU KOOPAUHYBAHHS.
[lepiia, 3 HUX — 11 KOOTepallis, SKa 4acTO 3aJIUIIAETHCSI He(OPMaTbHOTO
¢opmoio B3aemoii 3a BiICYyTHOCTI CHIJILHOTO TIJIAHY [Iiid, a TaKOX TPHU
He3MiIHHUX 000B’I3KaX yCiX yyacHUKIB. JIpyra 0B’ s13aHa i3 BIIPOBaIKEHHIM
CIEIIaTbHUX KOOPAMHYIOUNX TOTYKHOCTEH (OTJISI CyMICHOCTI Iijieil Ta
3aBJIaHb, B3AEMO/IiSI B MEKaX MIPOEKTIB Ta MIPOrpaM, BCTAHOBJIEHHS KaHAJIIB
3B’s13KY, CITIJIbHI HABYaHHS, PO3MOMAIN (PYHKINN Ta 3araTbHUH JTOCTYI 710
pecypcis To1o). Ocranus Gpopma — Koabopallis, sika 03HAYAE BUSHAUEHHST
HOBUX CIJbHUX JIOBTOCTPOKOBUX IIijiel Ta 3aBAaHb, CTBOPEHHS
OpraHizariiHuX CTPYKTYp Ta Tepepo3mnojiyi (DYHKINIA, BIOCKOHAJEHHS
IUIaHyBaHHs Ta 0OMiHy iH(MOpMAIi€0, CTBOPEHHS IIyJy PECYpPCiB TOIIO.
Takos 3aBIaHHs KOOPAWHAII MOKHA PO30MTH Ha [Bi TPYNU: onepaliiiHa
(5K mistTi pasoM yciM cy6’eKTam) Ta PO3BUTKY (SIK PO3MIIIYBATH PECYPCH,
BU3HAYATH IX XapaKTePUCTUKN ).

Posraspatoun nocsig bosrapii 3 koopauHaitii 3ycusib y cdepi 3axucTy
KputuuHoi iHdpactpykrypu, Togop Tarapes nmosizomus, 1o y 2005 porri
B KpaiHi npuiiHsaTo 3aKkoH «IIpo ympaBiiHHS KpPU30BUMM CHUTYaIlisIMU»
Ta yTBOpeHe MiHicTepcTBO 3 Haa3BUUaiHuX curyaiiiil. [Ipore pobora i3
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3aXUCTy KPUTHYHOI iH(MpacTpyKTypH mpuinBuimiaach juiie B 2008 porti
SK peakilist Ha TpuitHATTS €Bpomneiicbkoo Kowmicieto dupexktmsu 1145,
A Bxe cranom Ha 2010 pik MinicTepcTBO 3 HAA3BUYAMHUX CHUTYyAIliil
Oyn10 posdopMoBaHe, CUIU LUBLILHOTO 3aXUCTy MEPeJaHi B yIIPABJiHHS
MinicTepcTBY BHYTpINTHIX c1ipaB, a 3akoH «IIpo ynpasmiaHs kpuzoBuMu
cUTyalligMu» ckacoBaHuil. TakuM YKMHOM, Hal[lOHAJIBHOIO <«KOHTAKTHOIO
TOYKOIO» 3 TTUTAaHb 3aXUCTY KPUTUYHOI iHPPACTPYKTYpH cTaB | eHepasib-
HUIl JUPEKTOpAT 3 TMUTAHb MOKEKHOI OE3MEKU Ta IUBLIBHOTO 3aXUCTY
MisnicTepcTBa BHYTPIITHIX CIIpaB, He3Ba)KalouW Ha Te, IO /10 3arajbHO-
€BPOINENChKOI KPpUTUYHOI iHdpacTpykTypu 3rigHo 3 [lupektusoio 114
HaslekaTh O0’€KTU eHEepreTMKM Ta TpaHcIopry. Jlomosigay HasBap [IBi
o0CTaBMHM, 10 COPUYMHWINA Taky curyanio. Ilo-nepuie, y Bosrapii
TPUBAIWI dYac PO3BUBAJIACS J3arajbHOJEPKABHA CHUCTEMA IIMBiJTBHOTO
3aXUCTY, /10 3aBAaHb SKOI BXOIWJIO PearyBaHHS HA HACTIIKU TPUPOTHUX
JIUX 1 TeXHOTEHHUX KaTacTpod. A mo-apyre, MiHiCcTepCTBa, 110 GOPMYIOTDH
JlepKaBHY TMOJITUKY Y chepax eHepreTKU Ta TPAHCIIOPTY, He BUSBJISIN
iHTepecy /0 BUPIIIEHHS 3aB/aHb 3aXUCTYy KPUTUYHOI iH(GPACTPYKTYPH,
MOJKJIBO, 4epe3 BiJICYTHICTh JOAATKOBOTO (hiHAHCYBaHHS Ha Taki ITiJIi.
3okpema, 3a cioBamu Tomopa TarapeBa, y MinicTepcTBi TpaHCHOPTY
3asBWIIH, 110 B Bosrapii Hemae KpUTUYHOI TPAaHCTIOPTHOI iH(GPACTPYKTYpH
€BPOIEICHKOTO PiBHS, OTKE, HE MOXKe BUHMKATHU JIOJIATKOBUX 3000B’s13aHb
I0/10 11 3aXUCTY.

[Iponmosxkytoun anasnis gocsiny bosrapii, Tomop Tarapes 3BepHyB yBary
Ha 3akoH Bosrapii «IIpo cucremy s3aGesnedeHHsl HAIlOHAJIbHOI Ge3IeKH»>
(mpuitasaTuii y 2015 poiti). ¥ HboMY IepeadadeHo 3aX01u 3 MOKPAIeHHS
KoopAuHalli y cepi Oesnekn KpaiHu depe3 posimuperHs: GyHKIii Pagu
HAIIOHAIGHOT Ge3MeKN 1 CTBOPEHHSI TPU HIil CUTYaI[iifHOTO IEHTPY.
DyHKIIT TAKOTO TIEHTPY TOJSATAIOTH HE TIIbKY B MOHITOPUHTY CUTYaIlil, a i
y dopMyBaHHi BapiaHTiB pillleHb Y KPU3OBUX CUTYaITisIX.

Oxpemo Tomop Tarapes synmHuBcs Ha mpobiemi (iHaHCYBaHHS
NPEBEHTUBHUX 3aXOfiB i3 3abesnedeHHs Oe3MeKU OO’€KTIB KPUTHUHOI
indpactpykrypu. 3a ioro cjoBamMu, Xouya IIPEBEHTHUBHI 3aX01H
nepea0avYaoThCd 3aKOHOAABYMMKM HOPMaMM, Ha IpakTuili (e e pas
3aCBi[UMJITM HACJIJIKW MWHYJOPiYHUX TioBeHel Yy DBousrapii) komitu
BUTPAYAIOTHCS HA JIKBIIAIIT0 HACTI/IKIB.

BiamoBinaioun Ha TMHTaHHS, SKUM YHMHOM BiIOYBAIOCS BU3HAYEHHS
eJIeMeHTIB KPUTHYHOI iH(MPACTPYKTYPH HA 3araIbHOEBPOITEICHBKOMY PiBHI,
4y OyB Lel mporec KepoBaHuil i3 Bpioccesio, un, MoxKe, KpalHU — YJIeHU
€C cami BupinryBasiu, ik BU3HAYaTH KPUTUYHY iHGPACTPYKTYpY, Tomop

5Council Directive 2008/114/EC of 8 December 200 [ Enexrponuuii pecypc]. — Pe-
skuM groeryiny: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0]:1:2008:34
5:0075:0082:EN:PDF

160



36ipHux mamepianie MircHaAPOOHUX EKCREPMHUX HAPAO

Tarapes 3a3HaduB, IO X04a PO3POOKA HOPMATUBHUX aKTiB €BponeichKoi
Kowicii 3aificaioeTbest B bpioccedti, BOHM MafoTh BpaXOBYBAaTH Pi3HOMaHITHI
inTepecu kpain — yieHiB €C, OCKiJIbKH, MO-TIEPIIle, B TIPOIIEC] MiITOTOBKU
JMIOKYMEHTIB 3aJ[idHi CIelliaJicTu 3 PI3HUX €BPOIEHChKUX KpaiH, a Io-
JIpyTe, AUPEeKTUBa Mae MpoiTu mporec patudikarii. [Ilpu Busnauenni
KPUTUYHOI iH(DPACTPYKTYPH B MIEPIILY YEPTY HEBEJIMKI EBPOTIEHCHKI KpaiHN
GyJiu 3allikaBieHi BifIHECTH [0 TaKOTO MEPeNiKy sIKHalMeHte 00’€KTiB.
Y pesyabrati B Jupektusi 114 2008 poky ais 3araibHOEBPONEHCHKOT
KPUTUYHOI  iH(GPACTPYKTYPU POBTJSJAIOTBCS TiJTbKH  JIBA  CEKTOPHU
(eHepreTuka Ta TPAHCIIOPT), XOdYa €KCIIEPTH, gKi Oy sagisdi B
HaIpaloBaHHi JaHoi /[MpeKTHUBH, MOTOKYBAJIUCSA 3 THUM, IO JOPEYHO
HNOIOBHUTHU 1eil TIepesiik y HalbaMKuoMy MalOyTHbOMY CEKTOPaMu
TeJIeKOMYHIKallill Ta 3B'SI3KY.

3AXNCT KPI/[T]/[‘;HO‘I‘ IHOPACTPYKTYPU
B YECBHKIV PECITYBAILII®

Excriepr Odicy 38's3xky HATO B Ykpaini Maprtin JIIHXAPT Ha
MOYaTKy BUCTYILy PO3TJIHYB BUTOKM KPU30BOTO yIpaBmiHHS B Yexii,
sJKe OTPUMAJIO0 PO3BUTOK Micysd KaracTpodiuyHnx moBeneir y 90-x pokax
MUHYyJIOTO cTomiTTs. Maptin Jliexapt 3a3HaumB, mo B Yexii icHye
pO3MeXKyBaHHS TIOHSTh «KPU30Ba CUTYAIlisT» Ta «HA/3BUYAWHA CUTYAIlisT».
Tax, KpU30Ba CUTYAIlis] Ma€ 3aTabHOHAIIOHANBHUI MACIITa0, MOKe OyTH
CIIPUYMHEHA KPYIHOIO TPOMUCJOBOIO aBapi€lo, MPUPOJHUM JIUXOM YU
Ha/I3BUYAITHOIO CUTYAIII€I0 1HIIIOTO XapaKTepy, HACIIIKOM sIKO1 € BBEJIEHHS
HAJ[3BUYAHOTO CTaHy, BOEHHOTO CTaHy YW CTaHy HEMWHYYOI 3arpo3u
HalioHa/IbHii Gesrelr.

JlonoBigay HaroJI0CKHB Ha HEOOXITHOCTI TOOYI0BH PAMKOBHX CIIEHAPiiB
Ha HalliOHAJILHOMY PiBHI 3 METOIO BpaXyBaHHs OCHOBHUX 3aI'PO3, 1110 MOYKYTh
IIpU3BECTU 710 Kpu3oBoi cutyarii. Tak, 3a granumu Maprina Jlinxapra, y
Yecpkiii Pecy6omini Takux cueHapiip aume 23, aje BoHu J0BOJI g00pe
BU3HAYAIOTh OCHOBHI 6€31EeKOBI BUKJINKHY JIJIsT KPaiHU.

Posmnosizaioun mpo BHNpPOBa/KEHHST 3aXWCTy KPUTHYHOI iH(}pa-
CTPYKTypH, JOMOBifau oxapakrepusyBaB tepion 2003-2007 pp. sk
JIOMiHYBaHHSI «HeUiTKoro» miaxomny. Ha 1eii mepiox npumaso cTBOpPeHHS
€BPOIENChKOI 3eIeH0I KHWUTH i3 3aXUCTy KPUTUYHOI iH(GPACTPYKTYpH
(2005 p.). TIpore wmactynHuii nepiog OyB iHiLIHOBaHMN IIPUHHATTAM
[upextuBu 114 B 2008 portii i TpuBaB Maiixe /Ba POKU. 3a 1€l Jac JesiKi
HOJIOKEHHsT JaHoi aupekTuBu Oyiu BukoHaHi. IIlogo HoBOBBeneHb B

83a mamepiaramu suctyny M. Jlinxapra Ha MixkHAPO/IHIN eKCTIepTHIN HApaJIi MO0
PO3po6KK 3esieHoi KHUIM 3 TIUTaHb 3aXUCTy KPUTUYHOI iHGPACTPYyKTYpH B YKpaiHi,

HIC/, 15-16 sxoBTHsa 2015 p.
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HaIliOHAJTbHOMY 3aKOHO/IABCTBi, TIOB’SI3aHNX i3 BIIPOBA/KEHHSIM 3aXUCTY
KPUTUYHOI iH(PPACTPYKTYPH, TO BOHU OYJIr 0OMEKEHUMHU TIOTIPABKAMU JI0
3axony «IIpo yrpaBiiHHS KPU3OBUMU CUTYAITISIMU».

Ax 3aznaunB Maprin JliHxapT, OCHOBHUM NWTAaHHSIM B OpraHisarfii
CUCTEMU 3aXUCTYy KPUTUYHOI 1HDPACTPYKTYPH € BU3HAUEHHS MEXKi Mixk
3000B’I3aHHAMM OpraHiB BJIAAW Ta OIEPATOPIB JaHOI iHGPACTPYKTYPH.
BinnosizgHo, 11i 30008’ 13aHHs Bifo0paxkaioThCcs Ha BUTPATAX, CHPAMOBAHIX
Ha  migBUIIeHHS  Oe3meku  (DYHKIIOHYBaHHS  iHPPACTPYyKTypH.
Takox TPUHIUTIOBUM MOMEHTOM € PO3MEXKYBaHHS HAI[IOHAJBHOI Ta
3araJibHOEBPONENCHKOI KpUTUYHOI iHPPACTPYKTYPH B KpaiHi. Sk npaBuiio,
kpainu-wienn €C He 3aiikaBjeHi B TOMy, 06 3HAaUHA KiIbKICTb 00’€KTiB
Oysa BigHeceHa 10 ocTaHHBbOI KaTeropii. Hampukiam, skmo y Yechkiii
Pecniy6orinii Ha HaI[ilOHAJBHOMY PiBHI BH3HAYEHO JEB'SATh CEKTOPIB
KPUTUYHOI  iHOPACTPYKTypH, TO 3arajJbHOEBPOTENChKA KPUTHYHA
iH(pacTpyKTypa BUSHAYAETHCS JIUIIE B IBOX i3 HUX.

Jlonosigay 3BepHYB yBary ydYacHUKIB Hapaid Ha HeoOXimHiCTh
PO3PI3HATH IOHSTTS «€JIEMEHT» Ta «Cy0’€KT» KPUTUYHOI iIHGPACTPYKTYPHL.
IepiuM € KOHKpeTHi iHMPacTPYKTypHI 00’€KTH, SIK-TO TPyOOIPOBOAM,
MocTH, OyaiBJIi ToIo. J[pyrum — BIaCHUKK TaKuX 06 €KTiB.

ToBopstum Tpo 3aBAAaHHSA MO0 iMeHTUMIKAIT €JIeMEHTIB KPUTUIHOI
indpactpykrypu, Maprin JliHXapT HaBiB 4YMCeJbHI TPAaHWYHI 3HAYEHHS
3a KPUTEPisIMU BiJlHECEHHS eJIeMEeHTIB /10 Takol Kareropii. Hanpukmnaz, 3a
KIJIBKIiCTIO JTIOACHKHX JKE€PTB BCTAHOBJIEHO FPaHiyHe 3HaYeHHs B 250 0¢i6 abo
2500 rocmitanizoBaHux oci6 Ha TePMiH 1TOHAJ 24 TOIMHHU, 32 €EKOHOMIYHUM
BIinBOM — BTpara Big 0,5 % BBII kpainu, 3a BITMBOM Ha JKUTTEMISLIBHICTD
HACEJIEHHST — TIOPYIIEHHST BayKIUBUX GYHKINN 115t 125 Tuc. ocib.

Oxkpemo Maprin JliHXapT 3ynUHWBCS HA NWUTaHHI (hiHAHCYBaHHS
3ax0/liB i3 MonepeKeHHd KPU30BUX cutyailiii. Bin fomoBsis, mo Yecbkum
3aKOHOJIABCTBOM TiepebadeHo, Mo 3a HAMOBHEHHS CHEI[aTbHUX ILTLOBUX
pe3epBHUX (OH/IB BIJNOBIZIAIOTH OpPraHU MicIleBOi (perioHaJbHOI Ta
MYHIIUTIaIbHOI ) Biaan. Ha HattioHabHOMY piBHI CTBOPEHO /iBa Pe3ePBHUX
(bonmm, ane ix HammoBHEHHS cTaHOBUTH Jwtie 100 MJIH KPOH /IS KOKHOTO
(exBiBaJIeHT TIPUOJIU3HO TAKOI CAMOI CyMU B TPUBHI ).

Hanpuxkinii coro Buctyiry Maprin JIiHXapT HaroJocus Ha He0OXiAHOCTI
HaBUYAHHS CIIEIialicTiB y cdepi 3aXuUCTy KPUTHUYHOI iH(PPACTPYKTYpH Ta
HiArOTOBKM THX 0Ci0, 110 YXBaJIOBATHUMYTh PILlIEHHS IIiJ Yac yIpaBJiHHs
Kpu3aMu (BKJIOUAOUN TPEACTABHUKIB BiZIOMCTB, MiCIIeBOI BJIaId, TOII-
MEHE/KepiB BeJIMKNX KOMTIaHIN).

Maprin Jlinxapa 3asHauuB, ki B 1ili cdepi NUTAHHI MAalOTh
BUPINIYBAaTUCS HA OCHOBI KOHCEHCYCY, X04a Iie 1 CIIPUYUHSE TOBIJIBHICTD
PYXy, OCKiJIbKM BiANOBIZAJAbHICTD 3a 3aXUCT OO'€KTIB KPUTUYHOI
iHGpacTpyKTypH cTae 000B’s13KkoM Kpainu — uiena €C, Ha TepuTopil Kol
1i 06’€KTH pO3MilIeHi.
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OPTAHI3ALIA 3ABE3ITEYEHHA BE3IIEKN OB’EKTIB
KPUTUYHOI IHOPACTPYKTYPU, IO HAAEKATD
AO COEPU YITPABAIHHA MIHEHEPTOBYTIAAA,
B MPHVN YAC

Havanmpauk  Biaminy  ¢i3myHOro  3aXucTy, aHTUTEPOPUCTUYHOI
nistmpHocti  Mineneprosyrisis JIVUKOB B’sauecnaB IBaHoBuy Ha
[OYaTKy IONOBi/i HaraZlaB HPHUCYTHIM eKcllepTaM, M0 [JIsl TaliBHO-
€HEPreTHYHOTO KOMILTIEKCY MUTAHHST 3aXUCTY 00’ EKTIB JIEKTPOEHEPTETHK,
ATOMHOI TTPOMUCJIOBOCTI Ta HA(MTOra3oBOTrO0 KOMIJIEKCY YiTKO BUIIHCAHI
B 3aKOHOZABCTBI YKpaiuu. BusHaueHno kputepii imenTudikarii o6’ekris,
a B HUX BiJoOOpa’ke€HO aCIEeKTH €KOHOMIYHOI Oe3leKH, KUTTEIIAIbHOCTI
HaceJIeHHsI, eKOJIoriuHol Oesmexku Tomo. J[omoBifay 3a3HauMB, 10 3a
HeoOXiZHOCTI BiANOBiAHI KpuTepii Ta IpaHUYHI MOKA3HUKKU MOXKYTh OyTH
BUKOpHUCTaHi s izeHTHdiKalii 06’€KTiB KPUTHYHOI iHGPACTPYKTypH,
MIPOTE BOHU MiCTSTHCS B IOKYMEHTAX i3 3aKpUTUM flocTynioM. CuTyaitis, sska
CKJTamacs B iepskasi, moil na Jlonbaci cyTTEBO BIUIMHYJIM HA OPraHi3aiiio
OXOPOHU TaKUX 00’EKTIB EHEPreTUKHU.

[le-tope cucrema Mae (yHKIIIOHYBATU B IIPABOBOMY PEKUMI MUPHOTO
yacy. IIpore, sk 3ayBaxkuB B’suecnaB JlyukoB, BupilieHHsI 6araThboxX
MUTaHb eHePreTUYHOI Ge3nekn moTpebye HOBUX MexaHisMmiB. Hampukiaz,
npobJieMr TIOCTaBKKM BYTL/UISE Ha OG’€KTH TEIIOBOI eJleKTpOreHepariii
PO3B’SI3yBAJIMCS B PEKUMi PYYHOTO YNPABJiHHS CHiTbHUMHU 3yCHIJISIMHA
Mineneprosyrisis, Cinysx6u 6e3nexu ta MickanbHol coay:x6m. Jlomosizau
J0ZAB, 10 MOAI6HI MeXaHI3MH BKe mepeadaderi AJ1s1 0COOIMBOrO Iepioay,
aje JJII MUPHOTO 4Yacy BOHM He BpPEryJbOBaHi, a TaKOX Harajas, IO
Husi a8i TEC (3 nux Jlyranchka B3araji Bik/JamoueHa Big 00’exHaHO]
eHeprocucTeMn YKpaiHu) po3MillleHo Ha KOpAoHi 30HU mpoBeneHHsI ATO.
¥ rakiit cutyartii pusuk pyitaysanss mux TEC, 30kpema ix BigKI04cHHS,
€ Iy>Ke 3HAYHUM.

Hanpukinti Buctyny B’suecsiaB JIydkoB HArosiocMB Ha BasKJIMBOCTI
BUpINIEHHS MUTaHHS [€P>KaBHO-TIPUBATHOTO IIAPTHEPCTBA B CEKTOPi
eHepreTuku. 3a #oro ganumu, 70 % o0’ekTiB TemnoBoi TeHeparii
HUHI TepeGyBalOTh y TpUBaTHiil BracHocTi. TaKUM YMHOM, MTUTAHHS
IIHOYTBOPEHHS Ha €JIEKTPOEHEPTio /I HACeJeHHsSI Ta ITPOMHUCJIOBOCTI,
a TaKoX TOB’si3aHe 3 HUM NUTAHHS I[iHU HA BYTIJJIS € BKpail BAYKJIUBUM.
OTKe, y 3aKOHOAABCTBO TOTPIOHO BHOCUTH HOPMH, B SIKUX MalOTb
OyTH HpONUCaHi MeXaHi3MM B3aE€MOZil AepKaBU Ta BJIACHUKIB 00’€KTiB
KPUTUYHOI iHGpacTpyKkTypu. TyT JoTiyHO 3anmpoBagniTH (HOpPMYyBaHHS
JIBOPIBHEBOI CHCTeMM 3aXWUCTy KPUTWYHOI iHGpacTpykrypu. Ileprmuii
piBeHb — aHaii3 3arpo3 (Pi3HOTO XapakTepy), 0 Ma€ BPaXxOBYBaTHUCS B
IUBLIBHOMY 3aXucTi. JIpyruii — anasi3 npunuHeHHs GYHKIH KPUTUIHOT
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€HEePTeTUYHOI 1H(PACTPYKTYPH 3 MEXaHi3MOM iHKEHEPHO-TEXHIYHOTO Ta
(pismunoTO 3axXUCTY, CHOPMOBAHOTO /7Tt MUPHOTO Yacy. B’suecsas Jlyukos
TAKOX TIOBIIOMUB PO HOBY PENAKIIO0 TPOEKTHOI 3arpo3u, Po3pobJieHy
HEIoZIaBHO B YKpaiHi, B sIKiil BpaXOBaHO CKJaJHy Ge3II€KOBY CHTYallilo Ha
Jlonbaci.

3AXOAU MIOAO ®IBNNYHOIO 3AXMNCTY, OXOPOHM
TA AHTUTEPOPUICTUYHOI SAXMIIEHOCTI
ATOMHUX EAEKTPOCTAHLIN

Havanbnuk sianiny Jupexii isnanoro saxucty Ta crenianbHoi 6es-
neku /I «<HAEK «Eneproatom» KYHUIIDKUNUU Irop MukomxaiioBuy
HATOJIOCUB, 1[0 AUPEKLIEIO 3 (PI3UYHOr0 3aXUCTy 1 cHemiaabHol Oe3lneKkn
[II <HAEK «EneproaTtoms BXKMBAETHCI KOMILIEKC 3aXO[iB 3 OpraHi3a-
il (OYHKIIOHYBaHHS cucTeMH (Di3UYHOTO 3aXUCTY SAEPHUX YCTAaHOBOK,
SZIEPHUX MaTepiaiiB, paioaKTUBHUX BI/IXO[IB, /XKepeJl 10HI3yI0u0TO BU-
TTPOMiHIOBaHHS, 30KpeMa IPU TTepeBe3eHH] palioaKTUBHUX MaTepiamiB 3
METOI0 TIOTIEPE/KEHHST aKTiB SI/IEPHOTO TEPOPU3MY, KPaIiKKu abo Gy/Ib-
SIKOTO 1HIIIOTO HE3aKOHHOT'O BUJIYUYEHHS SI/IePHUX 1 PallioaKTUBHUX MaTe-
piais.

Kpim mporo, migposaiiamu ¢isugHOTO 3aXUCTYy Ta aHTUTEPOPUCTUY-
Humu mrtabamu BIT AEC cmissro 3 Jupekiniero @3CH npotsirom 2014—
2015 pp. BIAIOBIAHO 10 IEPKABHOI Ta BiZIOMYOI TPOrpaM BIPOBAIKYIOTHCS
MPAKTUYHI 3aX0/IM 3 MiJBUIIEHHST e(PEeKTUBHOCTI Ta HAJIMHOCTI 3aXUCTY
AEC rta 06’ekTiB ix kurTE3a0€31e4eH s, AKI € YPasIMBUMHU 0 TEPOPHUC-
TUYHUX 3aTPO3.

VY 2015 pori ocobsnBa yBara IpyIiisiacs BIPOBAIKEHHIO KOMILIEKCY
MIPEBEHTUBHUX 3aXO/[iB, CIIPSIMOBAHMX HA IMiZITPUMAHHS HAJIEKHOTO PiBHS
(pismuHOTO 3aXWMCTY, AHTUTEPOPUCTUYHOI Ta TMPOTUAWBEPCIIHOI 3axuIIe-
Hocti 3anopizbkoi Ta I0skHo-Ykpaincbkoi AEC, 1o HabimsKeHi 10 cXij-
HUX obJacreii YeruHM Jie TPUBAE AHTUTEPOPHCTHYHA onepaum Cram,
e(eKTUBHICTD 1 TOCTATHICTD BIIPOBA/KCHUX 3aXO/liB TIepeBipsncs, Olli-
HIOBAJIMCS Ta aHAJI3yBaIMCs CIeliaJicTaMy 3 ITaHb (PI3UYHOTO 3aXUCTy
Kowmmasii, y T.4. incnekropamu [lep:kaToMperysloBaHHS 1TiJ 4ac TepeBi-
POK opraHizaiiii 3abesrneueHns ¢isuutoro 3axucry Ta oxopouu BIT AEC i
00’€KTiB IX KUTTE3a0€31IeYeHHSI.

Binnosigno no Bumor 3akony Ykpainu «IIpo ¢izuunuii 3axuct sijgep-
HUX YCTAHOBOK, SI/IEPHUX MaTepiajiB, PA/liOaKTUBHUX BiZIXO/IiB, IHIITUX J[XKe-
pes ioHi3yo4uoTo BUTIPOMiHIOBaHHS», «IIpaBust disuunoro 3axucry suep-
HUX YCTaHOBOK 1 simepHux matepiamiss Bix 04.08.2006 p. Ne 1000/15691,
«ITonoxeHHsT PO BUBHAYEHHSI XapPaKTEPUCTUK MOXKJIWBOTO HAMaay Ha
SI7IepHI YCTAaHOBKU Ta SAEPHI MaTepiaju, BUKOPUCTAHHS ITUX BiJOMOCTEN y
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(ismanomy saxucti» (HIT 306.2.08/1.015-99) BikuBaioThCs Taki 3ax01u 3
(bismunoro 3axUCTY:!

* 3abe3meuyernest GesnepepBHicTh (yHKIIOHYBaHHs cucteM D3 AEC;

* haxiBisimu Kommnanii Bignosinno 1o pekomengaiiit MATATE i 3 me-
TOIO IiABUINEHHS e(eKTUBHOCTI 3a0e31eueH s (Di3MYHOIO 3aXUCTY PO3PO0-
JIeH], TIOTO/KEeH] 3 KOMIIETEHTHUMU OpraHaMu 1 BBezieHi B /il0 00’€KTOBI
MPOEKTHI 3arpo3H, Ha OCHOBI SIKMX BU3HAYAIOTHCS OCHOBHI KpuTepii mody-
JIOBW TTparie3iaTHuX cucreM ¢izmunoro 3axucty AEC;

* BiAITTPAITbOBaHI ¥ MOTO/KEHI TIJIAHU B3AEMO/Ii1, pearyBaHHs 1 MPOTU/Iii
Bix Hanaay vHa AEC 330BHi.

Bignosigno mo Bumor ITocranosu KaGinery MinicTpie Ykpainu Biz
25.12.1997 p. Ne1471 «Ilpo sarBepiskenns [lopsaky mpoBeleHHS CIIElli-
AJIbHOI TIEPEBIPKY s HaJlaHHs JOMyCcKy (DisuuHuM ocobaM 10 podOTH Ha
SIZIEPHUX YCTAHOBKAX 3 S/IEPHUMU MaTepiajaMu, paZlioaKTUBHUMH Bi/IX0-
JlaMHU, iHIITUMHY [PKepesiaMU 10Hi3YI0YOTO BUITPOMIHIOBAHHS»> 3/IIMCHIOETHCS
CIIeriaabHa nepeBipKa i HafaloThCs AOIYCKU 0 BUKOHAHHSI OCOOIUBUX PO-
6T Ha SIIEPHUX YCTAaHOBKAX Ta 3 AAE€PHUMU MaTepiaJaMu.

Hapasi oxopoHy Ta 060pOHY sIIEPHUX YCTAaHOBOK Ta sIIEPHUX Mare-
piajiB 3MiMCHIOIOTH BiATIOBIMHI BilichKOBiI YacTmHM HarioHasabHOI rBapii
Yxpainu. Bixnosigno no sumor Cratyty 60#0BOI Cys:k6U ClemiabHIX
yactun MBC Ykpainu, 3aTBEPIKEHOTO YPSZIOBOIO MMOCTAHOBOIO, MiXKBi-
IIOMYUMHU KoMmiciamu y ckiazi Mineneprosyrisnis, [ep:xaromperyiioBan-
ust, HTY, CBY, IM3CDh ta BIT AEC y Bu3Haueni TepMiHu neperisiiaioThb-
¢ AKTH MIXKBiZoM40l Komicii 3 opratizaiii oxoponu Ta o6oponu AEC.

OnHUM 13 BasKJIMBUX CKJIAJHUKIB 3a0e3eUeHHs HaiitHOCTI (DyHKIIIO-
HYBaHHSI CUCTEMU MPOTHU/II] MOKIUBUM AMBEPCIHHUM Ta TEPOPUCTUYHUM
BUSIBAM IOJI0 ATOMHUX €JIEKTPOCTaHIIi, a Takoxk nepcoHary AEC € nipo-
BeJIeHHsI PI3HOPIBHEBUX HABYaHb 3 IEPEBIPKU TOTOBHOCTI CUJI i 3ac00iB,
SIKI 3a/y4aioThes 10 3abesnedeH s (Hi3MUHOTO 3aXUCTY, IPOTUILL AUBED-
cisim Ta anturepopuctrdHoi saxuiienocti AEC i 06’ekriB ix sxurTesabes-
MeYeHHs.

3a pe3yibTaTaMi HaBYaHb 3 TIEPEBIPKU TOTOBHOCTI CUJI i 3aC00iB, sIKi
3aJIy4aloThes 10 3abesnederts (PisUYHOro 3aXUcTy, OXOPOHU Ta 000POHU
AEC, npoTuii aktam s1iepHOTO TEPOPU3MY Ta JIMBEPCISIM, IPOBOJAUTHCS
peTeNbHUN aHaJi3, a TAKOX HAMPAIbOBYIOTHCS BiIITOBI/IHI TIPOTMO3UIIii i
BUCHOBKH.

Tax, mporsirom 2015 p. Komnanieio crisabao 3 BII AEC Ta cuamu pe-
aryBaHHsI OYJIO TIPOBEICHO YOTUPH IIJTAHOBUX HABYAHHS TA OKPEMI TPEHY-
BaHHs (CHJIbHO 3 BilicbKOBUMH Triipo3/iziamu 3 oxoponu AEC Hartionamnb-
HOI TBapil YKpaiHu), 0 y4acTi B AKMX 3aiydajucs cuin Ta 3acoou CBY,
HTY, MBC, ICHC, miciieBi opranu camOBpsIyBaHHST TOIIIO.

Amnanis craHy oprasisailii, TZATOTOBKK Ta Pe3yJbTaTiB MPOBENEHNUX
HaBuanb seMOHCTPYE, 1o Il «<HAEK «Eneproarom» ta BII AEC Bin-
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TTOBIIATPHO CTaBJISATHCS /10 OpraHi3allii, TpoBeIeHHs HaBYaHb 1 IMiJTOTOB-
KU TIEPCOHAJTY /IO il Y KPU30BUX CUTYaIlisIX. Pe3ysbTaTu HaBUaHb TaKOX
CBilUaTh MPO AOCTATHIN PiBEHb MiATOTOBKY MEPCOHANY Ta CUJI PearyBaHH4,
HEeOOXiIHUX JJIs BUPIIIEHHS 3aBAatb 3 3a00iraHHs, BUSBJIEHHS, [1PUIIH-
HEHHsI Ta MiHiMi3aIlii 3arpo3 abo BUMHEHHSI ANBEPCIH YU TEPOPUCTHYHIX
aKTiB 1010 S/I€PHUX YCTAaHOBOK Ta S/IePHUX MaTepiaJiiB.

ITporsirom 2014-2015 pp. y Il <HAEK «Eneproatom» BKuBaimcs
3aX0/IM B PaMKaxX 3arajbHOJep:KaBHOI Ta BigoMuoi cucteM 6opoThOu 3 Te-
POpHU3MOM.

Tak, Ha Bukonanns 11. 2 Ykasy I[Ipesunenrta Ykpainu Bix 25.04.2013 p.
Ne 230 «IIpo Komnuerniio 6opoThbU 3 TEPOPU3MOM», PO3IOpSAIKEHHS
Ka6inery Minictpis Ykpainu Big 11.07.2013 p. Ne 547-p «IIpo saTBepa-
JKEHHSI TIaHy 3axofiB 3 peamisanii Konueriii 60poTh0u 3 TepOPHU3MOM»>
ta Hakazy MineneproByrisuis Yxpaiau Bix 16 sxkostHsg 2013 poky «IIpo
3aTBEP/IPKEHHs IJ1aHy 3ax0/1iB MiHicTepcTBa eHepreTUKHU Ta BYTiJIbHOI ITPO-
MUCJIOBOCTI 3 peaizalii Konierii 60poTbOu 3 TepOPU3MOM Ha MiAIPHUEM-
CTBaX MaJUBHO-eHepreTHYHoro Komiuiekcy Ha 2013—2020 poku» pospob-
JIEHUH Ta BIPOBA/KEHUN Y TIPAKTUYHY JIiSTBHICTD BiAnoBigHuM Hakazom
Bix 29.01.2014 p. «Ilman 3axomis /Il «<HAEK «EneproaTtoms» 3 peasmiza-
il Konmemniiii 60poTh6u 3 TEPOPU3MOM Ha aTOMHUX €JIEKTPOCTAHIIISIX HA
2014-2020 poxus.

Kpim 116010, 3 METOIO OIIEPATUBHOTO KEPIBHUI[TBA CHJIaMU i 3acobamu
Kommnanii B pasi BusBieHHs a0 Ge30cepesHbol MPOTU/Il 3arpo3aM eKc-
TPEMICTCHKOTO Ta TEPOPUCTUYHOTO XapaKTepy Ta JJist 3abe3TedeHHs Mo-
cTiliHOI ToTOBHOCTI AHTHUTEepOopucTHYHOrO MmTady Kommanii Hakasom Bix
12 Bepecnst 2014 p. 3aTBep/IKEHO HOBUH CKJIaJ] AHTUTEPOPUCTUYHOTO TITTA-
6y A1 «<HAEK «EHeproatoms.

3 METOIO HeJIOMYIIEeHHS MOKJIUBUX IPOTUIPABHIX BUSABIB IO/O S1ep-
HUX YCTAaHOBOK (HY) Ta ANEPHIX MaTepla]IlB (5AIM) B ymMoBax mecrabisiza-
11ii TPOMa/IChKO-NIOMTHYHOI CHTYaIlii Ta IIPOBEICHHS AHTHTEPOPHCTHYHOIL
omepartii Ha cxozi aep:kasu Jupekiis 3 @3CH crinbHO 31 coyxbamu ¢i-
sunoro 3axucty (CM3) ra anturepopuctuunmmu mrabamu (ATIIT) BIT
AEC opranizyBajia Ta BXKMBA€E TaKUX MOTEPE/IXKYBATBHIX 3aXO0/iB:

*na Bcix BII AEC opranizoBane uepryBaHHSI OIE€PATUBHUX TPYII
3-moMik KepiBHoro ckiaxy C@D3, BificbkoBux yactun HIY 3 oxoponn
AEC (8/4 HI'Y), 3aroniB Biomuoi BoeHizoBanoi oxopornu (3BBO);

* 3IICHIOETHCS TTOCTIHUI MOHITOPUHT 0OCTAHOBKY HABKOJIO 06 €KTa,
B Me’Kax CaHiTapHO-3aXUCHOI 30HM Ta B MicTax — cymyTHUKax AEC;

* MPOBOAUTHCS TOCTilHMI 06MiH iHGopMmatieio misxk CD3 ta perio-
HAJIBHUMM 1 MiCIIeBUMU ITPABOOXOPOHHUMU OPraHaMU B MiCTaX — CyIyTHU-
kax AEC;

* 3a0e311e4y€eThCsl  IMABHUINEHA TOTOBHICTh IHIJIENIMX IIAPO3IiIiB
(CD3, 3BBO ra BiiicbKOBHUX YaCTHH) y PEXKMMi OXOPOHHU 1 3a0€31eYeHHST
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6e31eyHol eKcILIyaTallil aTOMHUX CTAHI[H BIAMOBIAHO A0 IUIAHIB MiAPO3-
JiJTiB;

* TIOCUJICHO TIPOITYCKHUH PEKUM Ha JToJchbKuX i TpancnoptHux KIITI,
3a HEOOXIAHOCTI 31CHIOEThCS IX GIOKYBAHHS,

* 0OMeKeHO JOCTYII BiABiAyBadiB Ha TEPUTOPIIO CTaHIIi, 3a60POHEHO
TTPOBEJ/IEHHST eKCKYPCIili;

* cuJlaMu BiichKOBUX yacTnH HarioHanbHOI rBapii Ykpainu mpoBo-
JIATHCSI TOCTIHHE TTATPYJIIOBAHHS 32 EPUMETPOM 00’ €KTIB;

* mocujieHo yepryBanHs nepconany 3BBO Ha 00’ekTax skuTTe3abesie-
yennsa AEC, sabesreuyerbes BisyaabHUN KOHTPOJIb 32 IIepeMIIeHHSIM 0Ci0
i TpaHCHOPTHHUX 3ac00iB y Ge3nocepeHiil GAU3bKOCTI 10 3a00POHEHOI 30HK
nepumeTpiB BII AEC;

* TOJIATKOBO MPOaHAIi30BaHO Ta BHECEHO BiATIOBIAHI 3MiHU /10 TTOPSI-
Ky fiit mucnerdepis mozo iHdopmysanns mpo HC i KC Ha 06’ektax AEC
TOTITO.

Benerbest nocriiina pobora 3i 3MilHEHHS Ta i ABUILEHHS e(eKTUBHOCTI
B3AEMOII1 3 IEHTPAJILHUMU OPTaHaMHU BJIaJIH i TPABOOXOPOHHUMU OpraHaMu
HepKaBH, SIKi € cy0’€KTaMu JepyKaBHOIO ILJIAHY B3a€MOJii Ha BUIIAZOK
BunHeHHs AuBepcii mozao AY, AM, inmmx /[IB y mporeci Buxopucranss,
30epiraHHs ab0 TIEPEBE3EHHs, a TaKOK MIOJ0 PaJiOaKTUBHUX BiIXOMIB y
TpoIfeci TOBOKEHHS 3 HUMM.

3BaXkalouu Ha HaBejieHe, QYHKI[IOHYBaHHS CUCTEMU (DiI3UYHOTO 3aXUCTY
AEC Komnanii BifiltoBifa€ BUMOraM YMHHOTO 3aKOHO/[aBCTBA Ta BiZJ[OMYNM
HOPMaTUBHUM JIOKYMEHTaM.

3asigyBau Biamimy YkpH/I musisbnoro 3axucty JCHC VYxkpainn
TPEYAHIHOB Bikrop @eaopoBuy 1miIKpecInB, M0 MUTAHHS, SKi TTOPY-
1rye 3eJieHa KHIUTA, € aKTyaJIbHUMU. BiH BUCTIOBUB CIIO/IiBaHHS, 110 POOOTA,
siKa BeJtacs B [HCTUTYTI 3 onpalioBanst 3ejieHoi KHury, gobirae Kinus. Jo-
HOBilay HATOJOCHB Ha HeOOXiAHOCTI BUPILIEHHS HU3KK IPOOJEMHUX ITHU-
TaHb, 10 TIOB’sI3aHi 3 OPraHi3alli€lo 3aXUCTy KPUTUYHOI iH(pacTpyKTypHn
B Ykpaini. [TepumimM 3 HUX BiH Ha3BaB B3a€MOIif0 Ta 0OMiH iHpOpPMaIIi€o
Mix yciMa 3artikaBienuMu cy6’ extamin. [le mUTaHHs, Ha TPEBETHKIIA Kab,
HaBIiTh Yy MeKaX €IWHOI JIep;KaBHOI CUCTEeMU IUBILIBHOTO 3aXUCTY HE BU-
PINIYETHCS TTOBHOIO MipOIO MiX 11 (DyHKITIOHAJIBHUMU Ta TEPUTOPIAIbHUMU
migcucremamu. Bin sayBakus, 10 po30yzoBa 3aXUCTy KPUTHYIHOL iHdpa-
CTPYKTYPU Ma€ BUXOJUTH 3 PEaJIbHUX PECYPCHUX MOKJIMBOCTEH, y IepILy
yepry (piHaHCOBUX, SIK /IeP>KaBH, TaK 1 BJACHUKIB iHDPACTPYKTYPH.

Biktop I'peuaHiHOB 3ayBasKUB, 1110, HE3BAKAUHN HA HASIBHICTD 0arathox
HOPMAaTUBHO-3aKOHOJIABYMX AKTiB 3 PETYJIIOBAHHSA OKPEMUX MTUTAHD 3aXKUC-
TY KPUTHYHOL iHPPACTPYKTYPH, s HOpMaTHBHA Oa3a € 3aCTapijior, TAKoIO,
10 He BIANOBIa€ aHi HUHINIHIM Oe3IIEKOBMM 3arpo3aM, aHi €BPOIeNChKiil
npakTuili. /o Toro )k HOpMHU YacTO He BUKOHYIOThCS. BiH Harojocus, 1110
3anporionoBanuil y 3eseHiit kausi [Ipoekt 3akony «IIpo kputnuny indpa-
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CTPYKTYPY» Ma€ OyTU KOMILUIEMEHTaPHUM BIOCKOHAJEHHIO 3aKOHOIAaBYO]
6a3u y cepi NUBIIBHOTO 3aXUCTy, 30KpeMa Kojekcy MUBLIBHOTO 3aXHUCTY.
3a cioBamu Bikropa ['peyaniHOBa, SIKIIO «3aKOHOABYUX HOPM 6araro, To
HE3PO3YMLJIO, IKUMU KePyBaTHUCS».

Ak 3a3HaUMB AOTIOBIIaY, YMHHA HIHI €/IMHA JIeP>KaBHA CUCTEMA ITUBIiJb-
HOTO 3aXWCTy Je-pakTo He BPaXoBye Hebe3meKky o6’'€KTiB, Mo mepeGyBa-
I0Tb y IIpuBatTHiil BiacHocti. Cutyariio IOripiye nIpakTuyHa BiICyTHICTD
MOHITOPHHTY TEXHOTeHHOI Oe3meku, a 0e3 Hel HEMOKJIUBO MPOBOAUTH
HomepeKeHHs Ha3BUYAHUX CHUTyallild, y TOMY 4YMcJi Ha 00’€Krax, 1[0
BIIHOCATBCS JI0 KPUTUYHOI iH(GpacTpyKTypu. Takox BiKTop FpeaniHOB
3BEPHYB yBary Ha Hpo6neMy PO36YOBU MepEXKi CUTYaIiHHIX TEHTPIB, sIKa
HUHI IPAaKTUYHO BlacyTHﬂ I xoua dinaHcoBi 06MeKEHHS B KOPOTKOCTPO-
KOBIi1 IIepCreKTUBI He 03BOJISATh PO30YAyBaTH TaKy MEPEKY, ' ATh-IIICTh
IEHTPIB [IJIT CEKTOPiB KPUTUYHOI iH(PPACTPYKTYPH MAIOTh (DYHKITIOHYBATH.
Mo:IUBO, X TOTPIGHO CTBOPIOBATHU SIK MiKPETiOHAJIbHI.

3actynHuk qupekropa JlermaprameHTy HarJsiy i KOHTpoJiio Jep:kaBHoi
cnysx6u Ykpainu 3 Hangssudaitnux curyaniii IIOJIIIIIYK Tapac Bacu-
JMBOBMY HATa/[aB TPUCYTHIM, 10 MTUTAHHSA PO3POOJEHHS TAKOTO JTOKYyMEH-
Ta, K 3eJIeHa KHUTA 13 3aXUCTY KPUTHYHOI IH(pacTpyKTypH, 6yJI0 BHECEHO
1o pekomenpaitiii CrisbrHoi pobouoi rpymu Ykpaina-HATO 3 maHyBaH-
Hs HA BUIQJIOK HA/I3BUYANHUX cuTyalliil y koBTHi 2014 poky, i Bijmosii-
Ho 21 sxoBrHs 2015 poky B mrab-ksaptupi HATO npo saiiicaeny po6oty
yKpaiHChKa Jiesierailist 3pobuTh moBigoMenHs. Bin 3aznauus, mo va JCHC
TIOKJIAJIEHO 3aB/laHHA iMIIeMeHTallil inpekTB CeBes3o, i GyHKITIOHYBaHHS
006’eKTiB TTiABUIIEHOI HEGE3MEKN PO3TISMAETHCS HIHI B 1boMY acriekTi. Ha
nymky Tapaca Tlodingyka, 10 KpUTHUHOT iHPPACTPYKTYPH MOKYTh OyTH
BijiHeceHi 00’€KTH IiBUILEHOI HeOE3IIEKH, 110 3aJ0BOJIbHSAIOTH KPUTEPisIM
susHadenns 3a Jupextusoio Ceseso 111, Bogmouac morenniiino nebesmeyni
00’€KTH He MalOTh Oy TH BKJIIOUEHI 10 IePesiiKy KPUTUUHOI iHDPaCTPYKTYPH.

JlomoBilad MPUBEPHYB yBary TPHUCYTHIX Ha TOTPeOY BPETYJIIOBaHHS
MMUTAHHS OO BiZIIOBIHOCTI IOBHOBAYKEHD 1 BIIIIOBIIAIBHOCTI BIZIOMCTB 3
MUTAHb 3aXUCTY iHGpacTpyKTypu. Bin 3a3HaumB, 1o HUHINTHIHK ctaTyc lep-
JKABHOI CJIysKOM YKpalHy 3 HaA3BMYAMHUX CUTYaIlill He JJa€ MOKIUBOCTI iii
MTOBHOIO MipoIo 31ificHIOBaTY (DYHKIIii BiIIIOBiIaJIbHOTO BiZIOMCTBA B 3a11PO-
HOHOBAHUX CEKTOpax (XiMiuHa IPOMUCJIOBICTD, MEPEXKI KUTTE3a0e3eyeH-
H#, CJIysKOM eKCTPEHOI IOMOMOTH Ta PATYBAHHS ), OCKIIbKI HIU3KY (DYHKILiiT
i3 3a0e3meyeHHs Ge3IeKN B [IEPIIOMY 3 HA3BAHUX CEKTOPIB MAtOTh 1HIII [[eH-
TpasIbHI OpraHW BUKOHABYOI B/l Ta OPTAaHU MICIIE€BO1 BJIJIN.

Crapmuii HayKOBU# CIiBpOOITHUK [HCTUTYTY TPOOIEM MaTEMATHIHUX
Mmarrui i cuctem HAHY BIJNIOKOHD Bonoaumup MuxaiisioBuy 38ep-
HYB yBary Ha Te, M0 BifimoBigHo 10 Crparerii cTasoro po3BUTKy «YKpai-
Ha-2020» opranisaiiifHo-TeXHIYHOIO0 OCHOBOIO KPU30BOTO PearyBaHHS Ma€
CTaTU Mepeska CUTYAIIfHUX IeHTPIB, i MUTAHH 11 BIOCKOHAJIEHHS € BKpai
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aKTyaJhbHUM. 30KpeMa HOTo MOCTYTIOBE BUPIIIEHHS MOKJIUBE MIJISTXOM BIIO-
CKOHAJIEHHS Taly3eBUX CUTYAIiTHUX TIeHTPiB, HATPUKJIA iH(popMattiitHo-
aHaJIiTUYHOTO IeHTpY MiHnpupoau.

Bin Takox moBijioMuB, 10 B MeKaX MPOEKTY 3MiH /10 3akoHy YKpai-
Hu «IIpo ocHoBHI 3acamm (cTpareriio) /ep:KaBHOI €KOJIOTIYHOI MO TUKHA
Ha tiepiof 10 2020 poky», 3aIIPONIOHOBAHO B TIEPEJIiK 3aB/laHb BHECTH «3a-
XUCT KpUTHYHOI iHdpacTpykTypu»> (HocrynHuii http://www.menr.gov.ua,/
ecopolit). To nboro 3akony Mae 6yTu c(hoOpMOBaHUI HAI[IOHATBHUN TLTAH
JIi#1, BIATIOBIiZHO 10 SIKOTO 3aBAaHHs OyAyTb JeTai30BaHi epeiKoM BiJIo-
BIZITHUX 3aXO/IiB.

[lomoBifau migKpecauB, 10 CTBOPEHHS OPraHi3alliitHoi CTPYKTYpH 3
KOOPJMHAIIIT 3aXUCTYy KPUTHYHOI iHDPACTPYKTYPH B YKPAiHi € MOKIUBUM
B IZINOBiAHO 10 BUKOHAHHS €BPOIHTErpaliiiHuX 30008’s13aHb, 1 caMme Takuii
JIOCBiJ € B KpaiHi. JIeBoBa uacTHHA TIepIIoi cekilii OyJia HaaHa iHO3eMHUM
ekcriepraM 3 kpain-usieniB €C ta HATO, a ocHOBHUM CcTaIo TUTAHHS 1110/10
BUCHOBKIB i3 JIOCBi/ly BIPOBA[XKEHHS 3aXUCTY KPUTUYHOI iH(pacTpyKTypu
B I[UX KpaiHaX.

Pajnvk 3 murasb kibepbesneku Odicy 3B'sisky HATO B Ykpaini
Mycraa AUJUNHJII nonoBiB TIpo ZOCBiZ opraHizaliii Mepexi MeHTpiB
(komaH) pearyBanHs Ha KiGepsarposu (CERT) y Typeuuuni. Bin nara-
JIaB TPUCYTHIM, IO B IIUPOKOMY PO3yMiHHI KiGepOesneka € KOMILIEKCOM
IHCTPYMEHTIB yIIPaBJIiHCBKOTO, TOJITUYHOTO, TEXHOJIOTTYHOTO, KOHIIeTITY-
ANBHOTO Ta METOJIOJIOTIYHOTO XapaKTepy, CTAHAAPTIB Ta rapaHTiil Ge3nexu,
a Takox IpodeciiiHol MATOTOBKU KaApiB, 0OMiHY Kpaliol MPaKTUKOO,
3aco0iB 3a0e3MeUeHHsT TEXHIYHOTO 3aXUCTy B KibGepcepemoBHIili, 0COOIUBO
JUIE KPUTUYHOI iH(bpacTpykTypr. OCHOBHUMHU K 3aBAaHHIME KibGepOes-
MEeKU MOXKYTh OyTH Has3BaHi: 3a0e3ledYeHHs IITICHOCTI Ta aBTEHTUYHOCTI
JIAHUX, MOJKJIMBOCTI AOCTymy jo iHdopmarii, dbyHkiionyBanus ingop-
MalifiHO-TeTeKOMYHIKaIiHUX Mepexk, 3abesnedeHHs KOH)IIeHIiiiHOCTI
JaHWX Ta 3aXUCT BiJl HECAHKIIOHOBAHOTO JOCTYIIY, 2 TAKOK 3a0e3MeyeHHsI
TPUBAIOCTI Ta Ge3MepepBHOCTI AisLIbHOCTI KOMITaHiH, sIKi € omepaTtopamu
KPUTUYHOI iH(PPACTPYKTYPH.

[loroBiziay po3MOBiB PO €Tay CTBOPEHHST MEPEsKi IEHTPIB (KOMaHT )
pearyBanHsa Ha Kibepsarposu B Typeuunni. CTBOPEHHIO 3arajbHOEP/KAB-
HOT'O LIEHTPY pearyBaHHs Ha KibGepsarposu (Tpaserb 2013 p.) nepenysaio
pimeHns ypsany (xosreHb 2012 p.) npo s3abesneyeHHs Ta KOOPAUHAILIIO
Ha HalliOHAJIBHOMY DiBHi BUBYEHHS TPoOJeMHu KibGepOeseKku, YTBOPEHHSI
Panu 3 kibep6esneku (civenb 2013 p.) ta yxsasenns Harionaabhoi crpa-
terii kibepGesmeku Ta [Lnany miit va 2013-2014 poku. Jlo Paxu 3 kibepbes-
TeKU BXO/SITh KEPIBHUKHU KJIIOUOBUX MiHICTEPCTB i BijoMcTB TypeuunHu.

Mycrada Aiiaumr 3ynunnses i Ha Ctparerii kibepbesnekn Typedyn-
HU. BiH BU3HaYuB OCHOBHI HAIIPAMU I[bOTO JJOKYMEHTA: PEryJIATOPHI 3aX0-
JIU; iSLTHHICTD 3 TPOXO/KEHHS HOPMOTBOPYHX MTPOIIECiB; 3aIT0YaTKYBAHHS
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Ha HaIliOHAJIPHOMY PiBHI CTPYKTYD 3 pearyBaHHsI Ha KiOePiHI[UAEHTH; i/
CUJIEHHSI HAIlIOHAJIBHUX MOKJIMBOCTEH ¥ cepi 3abe3nedeHHs Kibepbesme-
KI; OCBiTa, HiZIrOTOBKA KA PiB, MiZIBUILEHHS CBIJOMOCTI 11010 Kibepbesiie-
ku. I1i Hanpssmu 38’s13aHi i3 29 myHKTaMu (10 HUX BXOISATH 95 MiIIYHKTIB)
[Tmany niit, 17151 TKUX CBOETO Y€PTOI0 BU3HAYEHO Bi/IMOBI/IAIbHI THCTUTYIII.

Jlonosigay HaBiB 3aBIaHHI KOMaHJI pearyBaHHs Ha KiGep3arposu, pos-
MOBIiB TIPO CTPYKTYPY MEPEXKi IUX KOMaHJI, 10 aKTUBHO PO3BUBAETHCS B
Typeuunni ocranHiMu pokamu. «HarioHanbHMIT IEHTP pearyBaHHS Ha Ki-
6ep-ianunenru» (USOM-TR-CERT), sixkuii Oyzne GyHKI[IOHYBATU B IIiJIO-
n060BoMY peskuMi (24/7) Ta 3amisiHuil JJIs pearyBaHHsI Ha Ti 3arPO3H, 1110
MaloTh 3arajbHOHAIiOHAJIBHUI MaciuTab. ITixg KoopauHaIlieo HallioHaIb-
HOTO TIeHTPY OyAyTh HYHKIOHYBATH CEKTOPATbHI EHTPU PearyBaHHs Ha
Kibep-iHmmaenTr. OCTaHHI MAlOTh He TiJIBKY pearyBaTH Ha iHIMIEHTH, a i
TICHO CITiBIIPAIIOBATH 3 OPTaHI3aIliAMU Ta MAMPUEMCTBAMU BiATIOBITHUX
CEKTOpiB (KpUTUYHOI iHGPACTPYKTYpH ). TaKoK iHIII TIEHTPU pearyBaHHS
Ha KiGepiHIMIEHTH OPraHi3oBYIOTbCS B paMKax CTPYKTYp Opradisaiiii i
areHTCTB, M0 (QYHKIIOHYIOTD Mi/l KOOPAMHAIIEI0 CEKTOPATIBHOTO IIEHTPY.
BaskiBot0 4acTUHOIO POGOTH TAKUX MEHTPIB € B3aEMO/IisI 3 TIPABOOXOPOH-
HUMU OpPTaHaM¥ Ta OPraHaMu MPABOCY/S 3 MUTAaHb HAAHHS JaHUX (710-
Ka3iB MpU PO3CJTiLyBaHH1).

Sk 3asnaunB Mycrada AfiUHI, IEHTp pearyBaHHsI Ha KiGep-iHI[uIeH-
TH B cTpyKTypi MinicrepcrBa oboponu Typeuuntu (TAF-CERT) mae Haii-
OLJIBILIII TIOTYKHOCTI Ta OKpeMy HOpMaTuBHY 6asy. Lleii 1ieHTp y BilichbKOBiii
cepi BiANOBIjANbHUI 32 BUSHAYEHHSI OCHOBHUX BUMOT i3 Kibepbesieku,
CTaH/IAPTIB Ta MPAaBUJI KOPUCTYBaHHS iHQOPMaIiiHUMU crucTeMaMu, TIPOBe-
JeHHs1 cepTuikariii Ta ayauTy, IPOBEIeHHS HaBYaHb Ta TPEHIHTIB 3 Kibep-
6esnexu. [Topsin 3 TAF-CERT BiacHi KOMaH/Iu pearyBaHHs Ha Kibep3arposu
MaioTh ['enepanbauii mtab Ta mTab-KBapTUPU 30POMHUX CUII, IPOTE BOHK
BUKOPHUCTOBYIOTBCS 33/IJIs1 MOHITOPUHTY BHYTpilHiX Mepex. [Ipu Bunuk-
HeHHi cepilosHoi cuTyaitii (kibepaTaku) Bouu 3BepTaroTbes 10 TAF-CERT.

Excnepr Hentpy nepenosoro pocsimy HATO 3 eHepreTuuHoi 6e3mneku
Jlapi X’¥O3 jo10BiB 1po npobaemu 3abe3redeHHs KibepOesneku KpuTud-
HOI eHepreTUYHOI iH(pacTpyKTypu. BiH po3mouas cBili BUCTYTI 3 IPUKJIa-
B KibepaTak, 110 3[ilICHIOBAJIICS Ha Pi3HIi iHKEeHepHi CHCTEMHM, Ta HaroJo-
CHB, IO MOI0HI aTaKu MOKYTh OyTH CIIPAMOBaHI i Ha 06'€KTH KPUTHYHO]
iHppacTpyKTypH.

Jlapi X103 Harazias nipucyTHiM nipo IIpesunenTchky mupektuBy Ne 63
(tpaBenb 1998 p.), B sikiii kpuTHUHA iHPPACTPYKTYpa BUSHAYATIACS HE TiJb-
K sIK (isudHi 00’'€KTH, a 1Iie U Ti, 10 MatoTh KibepcKIaauk (BipTyasbHi).
I npuHIMIIOBA OCOOJIMBICTD MIZKPECIIIOE 3HAUYIIICTh 3a6e3redeHHs Ki-
6epbesnexn KpUTHIHOL iHPPACTPYKTYPU.

[Ilo/0 enepreTMYHOTO CEKTOPY, TO /IOTIOBi/Ia4Y HABIB TOPIBHSIHHS TEepe-
JIiKiB CEKTOPIB KPUTHYHOI iH(PACTPYKTYPH B Pi3HUX KpaiHaX i IMiIKPECIUB,
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10 JJAHW CEKTOP MPUCYTHIN y BCIX IUX Mepesikax. Sk mpasuio, 10 Kpu-
TUYHOI €HePreTUYHOI 1HMPACTPYKTYPHU BiTHOCATH HadTOmepepoOHi 3aBo-
JT¥, CXOBUIIA €HEPTOCUPOBUHH, TPYOOIIPOBO/IHU, 06’ EKTHU eJIEKTPOTeHEPAIlii,
nepejadi ta qUCTprOyii eJIeKTpoeHeprii.

Posragpatoun xputnuny indopmartiiiny indpactpykrypy, Jlapi X103
po3minuB ii Ha iHGOPMAaTIiliHi i TeJIeKOMYHIKaIliiHI TEXHOJIOTI1 Ta CUCTEMH
aBTOMATH3allil i yIIpaBJIiHHs IPOMHUCIOBUMHE 06’ €KTamu. JIJis epioi rpy-
1 Jie1auti GiTbIol BaKJIMBOCTI HAOYBAIOTh «PO3yMHI Mepeski» (aHTI. Smart
Grid — 3acTOCOBYETHCS JIJIST TO3HAUEHHST MEPEK TIOCTAYAHHST eJIEKTPOEHED-
Tii, B IKUX BUKOPUCTOBYIOThCS 1TU(POBI KOMYHIKaIliiiHi TEXHOJIOT1 17151 BU-
SIBJICHHS Ta pearyBaHHs Ha JIOKAJIbHI 3MiHM Y KOPUCTYBaHHI Mepexelo), a
Yepes iX NOMIMPEHICTh 3pOCTAIOTh | PU3MKU KibepaTak Ha Taki mepeski. Jls
IPYTOi IPYIH KJIIOYOBOKO MPOOIEMOI0 € Ge3IeKa CHCTEM JUCTETYEPCHKOTO
yrpasJiats Ta 360py gauux (auria. SCADA — Supervisory Control and Data
Acquisition). Jlonosijad HaBiB JeKiJbKa cXeM 37iliCHEHHs KibepaTak Ha
Taki 00’eKTH, MiAKPeCII0I09r HeoOXiAHiCTh 3a0e3IeYeHHs 3aXICTY SIK IIPO-
IPaMHOTO Ta ATIAPATHOTO 3a0e3MeYeHH s, TaK i TIepCOHATY 06 €KTIB.

Yactuny cBoei ponosimi Jlapi X'103 NPUCBATUB MeXaHi3MaM 3a0esrie-
YyeHHs Kibep3axucTy Ha 00’'€KTax KpUTHYHOI iH(bpacTpyKTypu. BiH 3Bep-
HYB yBary Ha BaKJIUBICTh CTaHAAPTIB 3 KibepOesmeku Ta HeOOXITHICTD 1X
JOTPUMAHHSI TIijl 4ac PO3POOJIEHHS, BUTOTOBJIEHHST Ta KOPUCTYBAaHHS 00-
JIAJIHAHHAM (TaKUM SIK aBTOMATU30BaHi CUCTEMU JUCIIETYEPCHKOTO yIIPaB-
JIHHS Ta 300py JaHUX).

3acTylTHUK HayaJbHUKA By TepcrneKTuBHOTO pPo3BUTKY I[TAT
«Yxprinpoenepro» IITAIIOBAJIOB Onexcanap ExyapaoBuy 3BepHYyB
yBary Ha BaKJWBICTh 3araJlbHOCHCTEMHHUX MpoOieM (DYHKIIOHYBaHHSI
O06’eiHaHOT eHepreTUYHOI cucTeMu Y Kpainu. Bid 30kpemMa Haroocus, 1o
ISl €eHEPTETUYHUX MEPEK BKPAll BAKJIMBUM HUHI € MUTAHHS 3a0€31eueH-
Hs1 Gesrexku moctaBok cuposunn mas TEC, ockinbku Gpak eHepreTuyHol
TTOTY>KHOCTI TOKPUBAETHCS 32 PAXyHOK TEIJIOBOI eJleKTporeHepartii. Takmi
THIT B3a€MO3B'sI3Ky Ma€ OyTH BpaxoBaHUI Mpy aHasi3i Ta opMyBaHHI Me-
XaHI3MIB TIOTIepe/)KeHHSI KPU30BUX CHUTYaIlilf, TTOB'SI3aHUX 3 (DYHKI[IOHY-
BaHHAM KPUTUYHOI €HEPTeTUYHOI iH(DPaCTPyKTypH.

Hokropant HaitionanbHoi akaeMii gepskaBHoro ynpasiinns npu [Ipe-
suzierToBi Ykpainu AHIPEEB Cepriii OnekcanapoBu4 Haraj[aB mpucyT-
HiM, o B HoBIM Crparerii HanfioHanbHOI Ge3nekn YKpainu 3arposu 6esie-
Ili KPUTUYHOI iHPPACTPYKTYPH BKa3aHi SIK OKpeMa rpyTa. Bin 3BepHyB yBa-
Ty Ha caMy KOHIIEIIIiI0 3aXUCTy KPUTUIHOI iH(DPACTPYKTYPH, 3aKJIaJE€Hy B
3eieHiil KHU3I, siKa, HA TOTO JIYMKY, CBI/[YUTh [IPO TEXHOKPATUIHU ITi/IXi]I,
abCoJII0TH3AlIi 0 MaTepialbHUX HIHHOCTE Ha IIPOTUBATY JIOAMHOLEHTPUY-
HOMY IIIXOAY, SIKUH Ma€ JOMIHYBaTH B KOHIIEIIIIi HALiOHANIbHOI Oe3IIeKN.
Bin miakpecauB, 1110 HUHI TTOCTA€ MUTAHHS, YA MA€ 3aXUCT KPUTUIHOI iHOD-
PacCTpPyKTYpH BUOKPEMJIIOBATHCS K CAMOCTIMHWI HAIPSIM JIepKaBHOI T10-
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3ellena KHuza 3 nUMAans 3axucmy Kpumuyunoi ingppacmpyxkmypu 6 Yxpaini

JiTUKY B 6e3MeKoBiil cdepi, Y KOMILIEKC 3aXO/iB i3 3aXUCTy KPUTHUHOI
iH(GPACTPYKTYPU Ma€ CTATH CKJIaJ0BOIO YaCTHHOW 3a0e3MeUeHHsI eHepre-
TUYHOI, TEXHOTeHHOI, iH(popMaIiiiHOI 6e31IeKH TOLIO.

Ha nymky Ceprist AnjipeeBa, KOMILIEKC 3aX0/liB i3 3aXUCTY KPUTUYHOI
iHGpPacTPyKTypy Mir OM 3MiliCHIOBATHCS B MeXKaxX LUBIIbHOI 0O0OPOHU B
YkpaiHi, y TICHOMY 3B’I3Ky i3 3aX0JaMH I[[OL0 TEPUTOPIaJbHOI 060POHU
Ta MOOimialiitHol MArOTOBKU. AJle 3BaKaloul Ha TOW (aKT, IO CUCTEMY
[UBITEHOT 0OOPOHM JIIKBiIOBAHO, & IEPKABHY CUCTEMY ITUBITBHOTO 3aXUCTY
(hakTHUHO 11le He CTBOPEHO, 3aBaHHS 3aXUCTY KPUTUYHOI iH(DpacTpyKTypu
BUPIUTU HEMOKIUBO. Takoxk Cepriii AHIPEEB HATOJIOCUB HA TOMY, 1110
JIOCSITHEHHST 3aB/laHb 3aXWCTy KPUTHYHOI iH(PACTPYKTypu BHUMarae
MiJITOTOBKY, HAaBUAHHS KBami(hiKOBaHWX Ka/piB y cdepi HaIiOHAIBHOI
Ge3IeKu.
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