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Trust in System’s ability to 
Execute Trusted Behavior 

Only and to Prevent 
Malicious Attacks

with 
objective to

Protect Information, 
Assets & Services Against 

Compromise
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Source:
Meeting the Cybersecurity Challenge: Empowering 

Stakeholders and Ensuring Coordination”, Prieto & Bucci, IBM, 
October 2009
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– impact of attack increases along all 
point of the threat spectrum however  
severe damage can be done at all 
points along the spectrum
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– Complex, multiple technologies with 

multiple suppliers systems resist 
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Motivation of today’s cyber attack includes:
1 Espionage & Competitive Intelligence
1 Data corruption & Operation Interruption
1 Disgruntled employees
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1 Not enough to trust 
credentials 

1 Firewall is no longer 
sufficient protection

1 Ignorance MUST NOT 
be an option

1 Organized Crime
1 Smart and 

knowledge 
sharing Hackers

Effective threat mitigation can only be achieved through identifying, 
analyzing, classifying and understanding the threat and related risk
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Cheap and Easy
1 Uses technology readily 

available on the internet

Ubiquitous and agile
1 Comes from Anywhere and it can strike 

Anytime

Increased Sophistication
1 Organized and knowledge sharing, more difficult to track attacks (use 

of complex routing, proxies and dummy hosts)

Proliferation
1 As use of computers and network broadens, everyone is a node in a 

network and open to cyber attacks

Unless the threat is addressed, the network-centric concept of 
operations is at Risk.
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Source:  IBM Global Business Services, “ Cyber Defense: Understanding and 
Combating the threat”, Feb. 2010

1 Any or all these threat 
types can bring vast 
array of techniques 
and technologies to 
bear
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• Eavesdropping
• Exploitation

• Spoofing
• Non-Repudiation

1 Jamming
1 Denial of Service
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1 Target for current and 
future cyber attacks 
could take multiple 
forms and impacts

1 Ranging from 
National Security, 
Economy to Social, 
such as loss of human 
lives 

Technology to mount such an attack already EXISTS
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• The Government concern: 
– cyber threat environment is evolving more rapidly than the 

government’s ability to keep pace

• Effective mitigation can only be achieved through a 
combination of technical and nontechnical counter 
measures
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Claims

Evidence

Arguments

C A E 15+ Years Aviation Safety
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Goal

G1 
System is acceptably 

secure

M1
Integrated system 

model

Model

Goal

G2
All threats are 

identified and adequately 
mitigated

CG1.1
Security criteria are defined

Context

CG1.4
Concept of operations

Context

Strategy

S1 
Argument based on end-to-end risk mitigation analysis

Goal

G3
All threats to the system

are  identified
Goal

G4
Identified threats are 
adequately mitigated

CG1.5
Subject to declared 

assumptions and limitations

Context

CG1.2
Assessment scope is defined

Context

CG1.3
Assessment rigor is defined

Context

Goal

G5
Residual risk is acceptable
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Goal

G3
All threats to the system

are  identified

Strategy

S2 
Argument based on various confidence factors affecting 

threat identification

Goal

G3.1.1
All operational activities

of the system
are  identified

Goal

G3.1.2
All assets of the system

are  identified

Goal

G3.1.3
All undesired events

are  identified

Goal

G3.1.4
All threat scenarios

are  identified

Goal

G3.1
All known risk factors 

related to similar systems 
were applied

Goal

G3.2
All risk factors for the system
are  systematically identified

Goal

G3.3
Risk analysis team is 

adequately experienced

Goal

G3.1.5
All threat sources

are  identified
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Goal

G3.1.3
All undesired events

are  identified

Strategy

S3 
Argument based on various confidence factors affecting 

undesired event identification

CG3.1.3_1
All assets are identified

Context

Goal

Evidence

E1
Security 

Requirements
table 

Evidence

E2
Reference to 
the standard 

taxonomy 

Goal

G3.1.3.3
Undesired 

events 
for each security

requirement
are  identified

Evidence

E3
Undesired 

Events
table 

Evidence

E4
Impacts table

Goal

G3.1.3.4
Impacts 
for each 

undesired 
event

are identified
Goal

G3.1.3.5
All impacts are 
managed and 
reviewed by 
stakeholders

Goal

G3.1.3.6
Severity of each 

undesired 
event has been 
determined and 

reviewed
Goal

G3.1.3.2
Standard 

taxonomy of 
impacts was 

used

Goal

G3.1.3.7
Threat sources 

for each 
undesired 

event has been 
identified

Evidence

E6
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